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It's easy. Just buy a
badge and pin it on.

Written by Daniel J. Solove www.teachprivacy.com Illustrated by Ryan Beckwith
PaCCMOTPEHMe MexXaHU3mMmoB U cneu,udmm npuMmeHeHuA | ANneKkceu My|-|'r;||-|
leHepanbHoro pernamenta EC o 3awmte gaHHbIX (GDPR) | pedakyus om 05.07.2020

Disclaimer: pgaHHas pabota fABNsSETCA CUCTEMATU3MPOBAHHLIM CcobpaHMemM (KoMnunauuMer) Kak MaTepuasnos,
CO34aHHbIX CAMMM aBTOPOM, TaK NOATOTOBAEHHbIX U (MAKN) ONYBANKOBAHHbIX B OTKPbITbIX UCTOYHUKAX UHBIMU IULLAMW.




2 MpucoepuHsaiiTecb K Russian Privacy Professional Association!

Facebook LinkedIn Instagram Telegram

Perucrpauusa s RPPA
https://rppa.ru/rppa/reg (J\.)

Ob6beanHeHWe cneuranmcToB No NpmMBaTHOCTU M3 Poccumn, BoctouHom EBponbl u Asuu:

* CO34aHue eauHOM cTpaTermm

* onpegeneHve  nNOAXOAOB NO  BbINOAHEHUIO  TpeboBaHMM  MPUMEHMMOro
KombloHnTH 3aKoHOAaTeNbCTBA B 061aCTU 06paboTKM 1 3awwuTbl MOH

B3avmogenctame ¢ 10KabHbIMKU PEryIATOPaMMU No BONpocam o6paboTku u 3awmTsl NAH:
* OTBETbl HAa BOMNPOCbI,
Perynatopbl  * KOMMEHTapuu no TeM MM UHBIM 3aKOHOAATE/IbHBIM HOPMAM,
* yTOYHEHMe M onpeaeneHne eauHOM CTpaTernm n NoAxXo40B.
OpraHu3auma MeponpuUATUN:

Bsaumopeicteme C ApyrMmu accoumaumamm UM obbeguHeHuamn B obiactu
NMPMBaTHOCTMW.
O6bmeH onbiTOM
E * 06beagMHeHne cneumanmcToB No NPMBaTHOCTH,

* 0OMEH OnbITOM,

Meponpuarus
* 0b6cyXaeHne BonpocoB B 061acT NPUBATHOCTM.

Pa3paboTka, obHOBNEeHME M afanTauus PYKOBOACTB M pPa3bsACHEHWI MO BoOMpocam
NPMMeHEeHUA 3aKoHoaaTeNlbHbIX TpeboBaHUN B ob6nactn 06paboTkm 1 3awmTbl MOH C
Matepuanbl  NPWBJEYEHNEM YHACTHUKOB AccoLpaLnm.
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https://www.linkedin.com/groups/13832028
https://instagram.com/rppa_privacy?igshid=12uolbpsf8c9y
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https://www.linkedin.com/groups/13832028
https://instagram.com/rppa_privacy
https://t.me/GDPRru
https://t.me/GDPRru
https://rppa.ru/
https://rppa.ru/rppa/reg
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0O630p KOHTEKCTa NPUHATUA U mexaHuamos GDPR

WE STILL PON'T UNDERSTAND
THE NEED FOR A PRWACY ACT
COVLP Y00 EXPLAIN IT AGAIN, COMMISSIONER 7

K ornaBneHuro
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7

Yto Takoe GDPR?

453016

Regulation (EU) 2016/679 of the European Parliament and of

Official Journal of the Furopean Union L1181

I

(Legislative aces)

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data and on the free
movement of such dara, and repealing Directive 95/46/EC (General Data Protection Regulation)

(Text with EEA relevance]

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the Furopean Union, and in particular Article 18 thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the Furopean Fconomic and Social Committee ('},

Having regard to the opinion of the Committee of the Regions (%),

Acting in sccordance with the ordinary legislative procedure (),

to the processing of personal data is 3 fundamental right
ights of the Furopean Union (the ‘Charter’) and Article 16(1) of the
n Union (TFEU) provide that everyone has the right to the protection of

o) ctive 95/46/EC of the European Parlisment and of the Council (4 secks to harmonize th

= the protection o
undamental rights and freedoms of natural persons in respect of processing activities and ta enstire the free flow

the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) — 370 HOBbI
pernameHT EC o0 3awute NepCoOHaNbHbIX  AAHHbIX,
dopmumpyowmnii  obAsatenbHble K COONOAEHUIO eAuHble
NPUHUMNbI M NoAXoAbl Kak AnAa rocygapcte-yneHos EC, Tak m
ONA HEeKOTOpPbIX MHbIX rocygapcts (McnaHama, JIMXTEHLWTENH,
Hopseruna). 19.04.2018 npoBeaeHa rapMoHU3aLMA NPoYTEHUSA
HeKoTopbix nonoxeHn GDPR Ha pa3Hbix A3bikax EC.

HeKkoTopble daKTbl:

e BcTynuAa B cuny 25.05.2018

* 3ameHsAeT coboit Anpextusy 95/46/EC ot 24.10.1995

® rapMOHU3MPYET NPABOTBOPUYECTBO U NPaBONPUMEHEHUE

® /IOKaNbHbIN HAA30pP OCYLLECTBASAETCA HALMOHA/IbHbIMK OpraHamMm
CTpaH-yyacTHUU EBpocoto3a no 3awmuTe gaHHbIX

(Data Protection Authorities)

e 06WwMiM Hag3op ocyulectBaseTca EBponenckum coBeTtom  no
3awmTe AaHHbIX (European Data Protection Board)

® HenocpeaCcTBEHHO NPUMEHAETCA HAUWOHa/IbHbIMM

cynamu  rocygapcrte-yneHos EC u Cygom cnpaBefiMBOCTU
EBpocoto3a (European Court of Justice)



http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://data.consilium.europa.eu/doc/document/ST-8088-2018-INIT/en/pdf

8 GDPR Kak vactb Digital Single Market Strategy

Esponeinckaa Komucena 06.05.2015 aHoHcMpoBana macwtabryto nporpammy Digital Single Market, npu3saHHyo
yAy4ywunTb paboTy eanHOro eBpOMEeMCKOro pblHKa, N 0COHBEeHHO ero uMPppPoBOro cermeHTa. 3agavyu MOCTaBAEHDI

rPaHOMO3Hble — pacuBeT 3SKOHOMUKU AdaHHbIX W OH/1aMHOBbIX 6M3H€C-I‘Ip0eKTOB, AOOCTYNMHOCTb KOHTEHTA
nonb3oBatenam, 3allmeHHOCTb MHTEPECOB aBTOPOB.
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52015DC0192
https://www.esens.eu/

9 GDPR Kak yactb pedpopmbl eBPONEUCKOro npasa

Ob6paTuTe BHUMaHUE Ha c/ieaylolwme akTbl, KOTopble NPAMO UM KOCBEeHHO cBAa3aHbl ¢ GDPR:

* Regulation (EU) 910/2014 of 23 July 2014 (electronic IDentification, Authentication and trust Services Directive —
elDAS) on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC

* Directive (EU) 2016/680 of 27 April 2016 (Law Enforcement Directive — LED) on the protection of natural persons
with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data

* Directive (EU) 2016/943 of 8 June 2016 (Trade Secrets Directive — TSD) on the protection of undisclosed know-how
and business information (trade secrets) against their unlawful acquisition, use and disclosure

* Directive (EU) 2016/1148 of 6 July 2016 (Networking and Information Security Directive — NISD) concerning
measures for a high common level of security of network and information systems across the Union

* Regulation (EU) 2018/1725 of 23 October 2018 (Data Protection Regulation for the EU Institutions — DPEUI) on the
protection of natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC

* Regulation (EU) 2019/881 of 17 April 2019 (Cybersecurity Act) on ENISA and on information and communications
technology cybersecurity certification and repealing Regulation (EU) No 526/2013

[Nosie3Hble CCbINKU:

e obuee onncaHue pedbopmMbl NPaBMA NO 3aMTE AaHHbIX B EC;

* HaAUMOHa/bHble OpraHbl cTpaH-y4acTHUL EC No 3alinTe AaHHbIX;

* uMKoHorpaduka no GDPR ot EBponerickon Komuccuu;

* noapobHoe pykoBoacTBo no GDPR ot Information Commissioner's Office (UK);

* yao6HbIN HaBuratop no Tekcty GDPR, NOKa3biBaOWMIM CBA3b MEXKAY CTAaTbAMMU U NYHKTaMKU Npeambynbl;

* nepeyeHb CTpaH, obecneyMBarOLMX aeKBaTHbIN YPOBEHb 3aLLUNTbl AaHHbIX (ApreHTuHa, KaHaaa, M3paunb, HoBas
3enaHgua, Weenuapus, Ypyreai, CLUA n AnoHusa + npogonrKatotca neperosopsbl ¢ KOxkHOM Kopeeit);

* pasbAcHeHuA Wweeackoro DPA o TpaHCrpaHMYHOM nepeaayve NepcoHanbHbIX AaHHbIX 32 npeaenbl EC/EACT.



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0680
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0943
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L1148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.151.01.0015.01.ENG
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
http://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
http://ec.europa.eu/justice/smedataprotect/index_en.htm
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
http://www.privacy-regulation.eu/en/index.htm
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
http://europa.eu/rapid/press-release_IP-19-421_en.htm
https://www.datainspektionen.se/other-lang/in-english/the-general-data-protection-regulation-gdpr/transfer-of-data-to-a-third-country/

10 HauTto ewe ctout 06paTUTb BHUMaHUE B KOHTeKcTe GDPR

C 20.07.2018 GDPR perynupyetr 06paboTKy M 3alMTy NEepCOoHasbHbIX AaHHbIX He TonbKo B EC, HO U B MHbIX
CTpaHax, KOTopble OCyWecTBuan mnmnaemeHTaumto Hopm GDPR — Takne npaBoBble aKTbl NPUHATLI B HopBeruu,
JlnxteHwrerHe, WcnaHgum B pamKax EBponeinckon accoumaumm cBob6oAHOM TOproBau (3a WCKAOYEHMEM
LLiseliuapun).

* Npeun o6 ycnneHmn 6esonacHoctn B undposon chdepe EBpokomuccmsa obobwmna B CoobueHmn ot 28.04.2015
«EBponeiickaa nosecTka AHA B chepe 6e3onacHocTu» (The European Agenda on Security).

 10.01.2017 EBpokomuccma onybnmkoBana CoobuieHne «ObmeH UM oOxpaHa NEepPCOHasIbHbIX [AaHHbIX B
rnobannsosaHHom mupe» (Communication Exchanging and Protecting Personal Data in a Globalised World),
KOTOpOE NOCBALWEHO TPAHCIPAaHUYHOM Nepesayve AaHHbIX U MeXAYHaPOAHbIM MHCTPYMEHTAM OXPaHbI.

* 19.02.2020 EBponeickaa komuccma onybnmkoBana coobuieHme A European strategy for data. B gokymeHTe
npeactaBneH MoAxod, KakK C MCNO/b30BaHMEM 3aKOHOAATE/IbHbIX M OOWECTBEHHbIX MHULMATUB, TEXHUYECKUX
ctaHgapTos EC cTaHeT gata-anaepom m co3aact bonee nnbepanbHyr0 SKOHOMUKY AaHHbIX.

* Matepuanbl MexxayHapoaHOW KOHMEpeHUMM YNOAHOMOYEHHbIX MO 3aWuTe AAHHbIX U KOHPUAEHLUMaNbHOCTU
(International Conference of Data Protection and Privacy Commissioners), KoTopas NpoBOAMTCA Ha €XKerogHowm
ocHoBe ¢ 1979 roga nopa armaon EBponenckoro mHcnektopa no 3awmte AaHHbix (European Data Protection

Supervisor).
* TepMuHbl 1 onpeaeneHns B obnactm data protection: cnosapb EDPB mn cnosapb IAPP

» Standard contractual clauses for data transfers between EU and non-EU countries

* Directive 2002/58/EC of 12 July 2002 concerning the processing of personal data and the protection of privacy in
the electronic communications sector (Directive on privacy and electronic communications)

* The Data Protection Act 2018 (United Kingdom)
* The Federal Data Protection Act (Germany)
* The Data Protection Law n°2018-493 (France)

* The Organic Law on Data Protection and Digital Rights Guarantee (Spain) (BKAto4as nNpaBo OTKAOUYUTbL paboumnit
TenepoH M He nNpoBepsTb pabouyto Noyty B Hepaboyee Bpema, cBoboga OT BuAeoHabnaogeHna Ha pabouem
mecre)

* The Data Protection Act (Ireland)



http://www.efta.int/EEA/news/General-Data-Protection-Regulation-GDPR-entered-force-EEA-509576
https://www.linklaters.com/en/insights/data-protected/data-protected---norway
https://www.linklaters.com/en/insights/data-protected/data-protected---liechtenstein
https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=ru&ie=UTF8&prev=_t&rurl=translate.google.com&sl=auto&sp=nmt4&tl=en&u=https://www.personuvernd.is/ny-personuverndarloggjof-2018/&xid=25657,15700022,15700124,15700149,15700168,15700186,15700190,15700201,15700205&usg=ALkJrhgsBxBv2toAh2P-KWV1TDvymSDhKg
http://www.efta.int/eea-lex/32016R0679
http://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52015DC0185
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2017:7:FIN
https://ec.europa.eu/info/sites/info/files/communication-european-strategy-data-19feb2020_en.pdf
https://icdppc.org/document-archive/
https://edps.europa.eu/
https://edps.europa.eu/data-protection/data-protection/glossary_en
https://iapp.org/resources/glossary/
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2002.201.01.0037.01.ENG
https://www.out-law.com/en/articles/2018/may/new-data-protection-act-finalised-uk/
https://www.out-law.com/en/articles/2017/july/germany-continues-to-be-on-track-to-become-first-gdpr-ready-country-with-new-data-protection-laws/
https://www.out-law.com/en/articles/2018/june/gdpr-france-data-protection-laws-/
https://www.out-law.com/en/articles/2018/november/spain-new-data-protection-digital-rights-law/
https://www.out-law.com/en/articles/2018/may/irish-data-protection-act-alongside-gdpr/

MepcoHanbHble gaHHble B GDPR
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12 WCTOYHMKM NepCcOoHaNbHbIX AAHHbIX
MoHumopuHe
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npeAacrasutenen, Harpumep, OTKPbITbIX UCTOYHUKOB, Hanpumenp, OTC/NIE}KMBAHUA AEUCTBUIA,
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pPeEKoMeHAaunA oT COLMANbHOrO CTPaxoBaHuA, NPUBBLINBLHOCTM KINEHTA MO Hanpumep, pacyer
6biBLIErO pa6OTO,ﬂ,aTel'Iﬂ HaMmeHoBaHue KonunvectBy I'IOCGLLI,GHVIVI n KpeauTtHoro peVITMHra nnn
CouCKaTena AOIKHOCTH Kyn/1IeHHbIX TOBapoOB NpOorHosnposaHune

COCTOAHMA 300pP0OBbA
[pogunuposaHue

Cm. Abrams, Martin. The origins of personal data and its implications for governance. OECD, March 2014.



MpuHunnbl GDPR, ns3noxeHHble NPOCTbIMK CIOBaAMU

Have the guts to tell to your customers what the hell are you
doing with their data and why ... Hopefully you a have a legit

purpose. If you don’t... don’t bother about the rest’ #transparency
#ACCOUNTABILITY

d Speak them clearly, don’t hide beyond legal bullshit, like “for
example, but not limited to... blah, blah, blah”; #transparency

Be as specific as possible. Don’t use as a reason for processing

personal data on your site, To improve use experience...”.
Nobody would believe this anyway: I o

#fairness

If you just want to add a new processing to your business, let

them decide if they're interested. They trusted you for one job,

one purpose. You have to earn their trust and/or consent for

other purposes. #scopelimitation

Also, let them know when you share data with others and why.
Sharing data could be also using online tools and services;

#transpafency

#scopelimitation

Don’t bite more than you can (you’re allowed to) chew. If you're
not really needing the data, don’t ask. Some things are none of
your business, if you don’t need them to deliver your service.

#dataminimization

Take care of their data as of your own... or even better. But not
all data are equal. Some are more sensitive than others. We all
have “secrets”. Keep their “secrets” even safer, if they shared

#integrity

them with you #confidentility

Keep data clean, updated and available. Don’t become a data

hoarder. When this are of no specific use... drop them; #accuracy
#storagelimitation

Tell them what personal data stored so far. They deserve to
know. If they don’t like you... or your services, let them go. Don’t
insist man! Let them go if they want... and never bother them

again. Also, tell them if you share with others and why?

#fairpess
#transparency

If something happened to their data, despite your best efforts
and it could become ugly (you know shit happens) let them know

before they could run into problems. ]
#integrity

https://dpo-net.ro/gdpr-principles-translated-into-simple-language/



https://dpo-net.ro/gdpr-principles-translated-into-simple-language/

Pykosopactso EDPS no onpeaeneHuto poneii controller,

14 o0 00
processor u joint controllers N\ |
This flowchartis for situations where
the allocation ofthe processor and
controller roles has not been
establiched in3 legal act.
Do you detemmine certain purposes Yes
2nd esseanalmeans of the processing
operation, besedon a spacific legal
EUROPEAN DATA PROTECTION SUPERVISOR competence?
No
Do you detemmin2 certain purposes Yes
end essentialmeans of the processing -
operation, basedon an mphicit
competence”
EDPS Guidelines on No
the Concepts Of Do you detemmine certain purposes Yes
end essentialmeans of the processing  |—————————p!|
controller, processor opecaton in pesctice?
and joint controllership ) ETrr—
= s vou(A) and the otherparty (B)? ‘
under Regulation (EU) ‘
You jomtly You jointly Youand B Only you determine
EDPS determine the determine some separately the purposesand
pusposes and essential means and determine pusposes essential means of
essentialmeans for purposes with B, and essential means the processing
the processing while others are for the processing operation.
operation with B determined operation.
;s separately.
You are joint B is controller for
controller with B for its own means and

the jomntly purg but

<’ [V etenmy SC processorfor yours

https://edps.europa.eu/sites/edp/files/publication/19-11-
07 edps guidelines on controller processor and jc reg 2018 1725 en.pdf



https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf

15 GDPR Ha ogHoi cTpaHuue ot TeachPrivacy

SENSITIVEDRTE

Religious or e
Philosophical radanion
Beliefs % Merbership ~ Sex

ﬁ Data
/Q }\Subjeds

Data Controllers Potifical m Life
‘ | Opinions -
Dafa ldenfified Idenfifiable W health
Processors Raqal or Genelic Biomelric \
: Ethnic Origin Dafa Dat
Supervisory <
EU Establishments fAuthorities
Non-EU Established Organizafions
C‘»l‘l er’ goods or sczr?;\’:s or engaging in i .
peTmenEE Security Data Protection IHM : Data he “.Kigln-;w'ng o? Ihe
Officer (DPO) Protection by design process
LALEUL_PROCESSING, Record of Data ¢

Design

Designate DPO if core Processing RActivities Data Impact
Collechion and processing of personal data must activity involves regular Maintain.a docurented
be for “spedified explict and legifinate purposes” monitoring or processing a 31, a{ w‘unm ed fAssessment
G egster of all acfivify
—with Consent of data subject or necessary for large quantities of regekno Mladiviics for high risk

involving processing of EU
persona data

orennd dat %
* performance of acontradt persona dara. situations

« compliance with alegd §
obligafion
* fo profect a person’s f/

vitd interesis

« task in fvz public
interest

* legifimate interests

\ ~ B personal data breachis "abreach of
securily leading to the acCdental or
NN unlawful destruction, loss, dteration,
\‘\ unauthorized disclosure of, or acCess
fo, personal data transmitfed, stored or

otherwise processed”

Consent nust be freely
given, specific,

Rlﬁ IIS QE DEIB SHBJECIS informed, and
z uNanbiguous.
Rutomated “Right not fo be subjectto a

Decision Hakmg dedision based solely on
L autorated processing, W

induding profing”

If likely fo result in a high privacy risk = nofify data subjects

Notify supervisory authorities no later
than 72 hours affer disCovery.

Adequate Level of
Data Protection

RE.
& h) Fines

Up fo 20 million euros or ¥ of total annual worldwice

Access and Righ' to turnover. Less serious violafions: Up fo 10 million
Rectification Erasure R euros or 2¥ of total annual worldwide turmover.
/2 -——--
Purpose Effective Judicial Renedies: Binding \\ é‘
cificafion and ; compensation for material and
SP:‘:“ﬁZ:t)‘g : Rightfo _D_ata non-naterial harm. Corporate ——
: Portability Rules o Model
(BCRs) 15 Contractual
(lauses

[TEACHPR‘VACY ] Www.feach pLWacy:con Norkforce awareness training by Prof. Daniel J. Solove Please ask pernission to reuse or distribute

https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/GDPR-Whiteboard-TeachPrivacy-Privacy-Awareness-Training-4.pdf



https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/GDPR-Whiteboard-TeachPrivacy-Privacy-Awareness-Training-4.pdf

16 BbicoKoypoBHeBblt 0630p GDPR

What organizations have to do / Vs
~v'7 0 \ /s O _) , ] ‘.
bos i A 'Y NG 2
7 Keep records of all C@ V_{
/:] processing of ’\\ Collect personal data lawfully ”\& ”
Fesa personal Institute safeguards \'\ and fairly, and where )
= 7 information for cross-border data % relevant, get appropriate Get a parent’s Consult with Provide appropriate data
— transfers consent and provide consent:to:collact regulators before protection training to
Maintain appropriate  notification of personal data data for children certain processing personnel having
activities permanent or regular

data security processing activities under 16
access to personal data

{7/ iii

[ -
VoS [ 3
3 T [P C%-\ - « ¥ L £
Privacy G & ) Appoint a Data Be able to E: i
S Protection Officer demonstrate > B

(if you regularly
process lots of data,
or particularly
sensitive data)

compliance on
demand Notify data protection
agencies and affected
individuals of data breaches
in certain circumstances

Risk
xR
Take responsibility for

Conduct Data Protection Implement the security and
Data Protection-by-Design processing activities of
(Privacy “baked-in") third-party vendors

Impact Assessments on
new processing activities

Ask for records of
processing activities
and proof of steps
taken to comply «

=
~ — 2
Request a copy

c\(l)V':tSI;:;af\(A)lr &7 \ a\/ doi alé:)f theirt with the GDPR - e
processing aLg r.eque.: Request the ability to move their . Suspenc.crossboeddr
EaEECHE R data to a different organization data flows
\ ‘o, wrong | m—ﬁﬁ
~ (\/j}_) ~  Request that 0——? OTice Impose temporary @
~ Q?oq'p __ their information data processing bans, %
\‘&/) is deleted when ; Object to automated ﬂ require data breach EA Hias 6 ubito E30ill
~ 3\ there’s no 1 decision-making ' notification, or order . o;:ye pfena les; o P RReR
{ n\_\&\\} purpose to A l processes, including | m erasure of personal . r?venues SRS
& retain it profiling data eenplisnce
& L 3

https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/



https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/
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opraHu3sauum

Mopaenb aHanusa GDPR npumeHuUTeNnbHO K AeATEeNbHOCTU

@ Data life cycle phase model

(Manual)

Organizational
model  —
(simple)

Business activities
(Automated)

Business applications

IT infrastructure

Processes/proceduresl Organization/people '

Y

@ Governance model

https://www.linkedin.com/pulse/gdpr-useful-analysis-models-tim-clements/



https://www.linkedin.com/pulse/gdpr-useful-analysis-models-tim-clements/
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MpeacraBneHne cuctembl ynpasneHmnsa o6paboTtkoi n
3aLWMUTON NEePCOHA/NIbHbIX AAHHbIX B OPraHU3aLmu

e

D

. y .
Mlusys wheaeX C@ = )
o lH e

.

Contractors

Contracts & agreements

Vendors, Processors, 3™ parties

https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/

Cross border transfers

Competitor Societal trends Applicable laws New technology ﬁ’ Threats Audit
| activity i
[t & regulations l
Regulators/ Opportunities Obsolescence
L «+——F—» Customers -
authorities |
1
l v v v ¥ v v \
Privacy notices Ext. environment monitoring procedures DPIA Risk management
Guidance v h 4 v procedures
Data collection procedures DSAR procedures M&A procedures —————————» Legal due diligence procedures n
AN
Consultation - . : ; N P ) e
iy N ) Notification Complaints procedures Privacy risk coaching & training Direction, decisions & ongoing support =7 o
(if residual risk procedures L ]
still high) P l Reporting (progress, effectiveness, escalations, ROI) L 11\ 6\1
Py anRFya
il Zz;:z;s:-s O Buy-in & approval A(D\N
uy-i Vi
plan & team —— ’{ 14 PP Existing internal Data protection
NS . standards/ leader (and team)
: Ve frameworks
Data retention & .~ Storage Data protection Board \.\a“r.e? . 59.5‘1' Manage Monitoring &
deletion procedures = Board ToR ComP e o audit <
B | . ™ .l procedures
Protection » Personaldata Data-fuelled business NTSA
// . - - Data protection - ;
Business mission & vision e - Design requirements &
A ™ mission & vision . .
2 ¢ Aligned implementation
5 Business goals & objectives ¥ -ML
Security tools/
PETs ‘
Business applications Business strategy Data protection
T strategy
p - ctiviti ¢ Operational
rocessing activities ;
i triggers Data protection
i Values & behaviours )
_ (Data protection by default) As-ks Tobe lifecycle
Ongoing assessment Dat Projects & Data protection & framework
L) U4 initiatives policies
Data Protecti
Risk management procedures o / ¢ ab: Dr:;i:n,'on
New or changed procedures RACI |
processing activity <
Data . _
DPIA inventory Education, training & awareness Inspiration &
(ROPA) Motivated & privacy-focused Data sharing procedures good practice
management & teams
Risk management procedures
© Tim Clements // tc@privacypm.com T /
- vy
\ : S e
L WYY — e Gl D=k
N IRAR - i L @L % = External
‘ r/sn

standards/frameworks
e.g. ISO standards


https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/

MexaHunsmbl GDPR, Ha KoTopble cTouT 06paTutb ocoboe
BHUMaHUue

» Legitimate Interests Assessment (Art.6) — OueHKa cbanaHCMPOBAHHOCTU 3aKOHHbIX MHTEPECOB CybbeKTa U
KOHTpoOnepa

» Privacy Notices (Art.12-14) - MpeaoctaBnsemas MHGopmauusa npu cbope NnepcoHanbHbIX AaHHbIX

» Right To Be Forgotten (Art.17) - MpaBo Ha yaaneHue AaHHbIX («NpaBo Ha 3abBeHue»)

» Right To Data Portability (Art.20) - MpaBo Ha NePEHOCUMOCTb AAHHbIX

» Automated individual decision-making, including profiling (Art.22) - ABTOMaTU3MpPOBaHHOE NHAMBUAYA/IbHOE
NPUHATUE PEeLLeHNI, BKIOYAA cocTaBaeHne npopuna

» Data Protection By Default (Art.25) - 3awmTa AaHHbIX NO YMOAYAHUIO

» Data Protection By Design (Art.25, 32) — NpoeKTMpyemas 3awmTa AaHHbIX

» Representatives of Non-EU Controllers or Processors (Art.27) - MpeactaBuTeNn KOHTPOIEPOB UAM 06PabOTUMKOB, He
yypexaeHHbix B EBpocotose

» Personal Data Breach Notification (Art.33) - YeBeaomneHne HaZi30pHOro opraHa o6 yTeuke nepcoHanbHbIX AaHHbIX

» Personal Data Breach Communication (Art.34) - CoobuieHne cybbekTy AaHHbIX 06 yTeuKke nepcoHanbHbIX AaHHbIX

» Data Protection Impact Assessment' (Art.35) - OueHKa BO34eMCTBUA Ha 3aLMTY AaHHbIX

» Prior Consultation (Art.36) - MpeaBapuTenbHaa KOHCYAbTaLMA

» Data Protection Officer (Art.37-39) - HazHayeHMe Ha AONKHOCTb MHCNEKTOPa Mo 3alMTe NePCOHaNbHbIX AaHHbIX

» Data Protection Certification (Art.42) - Ceptudukauma

» One-Stop-Shop Supervisory Mechanism (Rec.127-128) - CoTpyAHUYECTBO MEXAY PYKOBOAALLMM HaZ30PHbIM

OPraHOM U 3aUHTEPECOBAHHbIMM HaA30PHBIMW OPraHaMM (KMeXaHM3M eAMHOTO OKHa»)

T Cm. 3akntoueHme EDPB - https://edpb.europa.eu/our-work-tools/consistency-findings/opinions en



https://edpb.europa.eu/our-work-tools/consistency-findings/opinions_en

20 ®doKyc Ha npaBa cybbveKToB

YV V. ¥V VvV V V V V ¥V V V VYV V VYV V V V VY

MpaBo Ha 3awWmTy AaHHbIX (Rec.1, Art.1)

MpaBo pacnopsaKaTbca CBOMMM AaHHbIMUK (Rec.7)

Mpaso B ntoboe Bpema oTo3BaTb cornacue Ha 06paboTKy AaHHbIX (Art.7)

MpaBo Ha MHGOPMALMIO U TPAHCNAPEHTHOCTb B OTHOLWEHUM 06paboTKM AaHHbIX (Art.12-14, 19, 23)
MpaBo Ha AOCTYN K AaHHbIM (Art.15)

MpaBo Ha BHeCeHWe UCNpaBAEHWUI B NePCOHabHble AaHHble (Art.16)

MpaBo Ha yaaneHne NepcoHaNbHbIX AaHHbIX (Art.17)

MpaBo Ha orpaHMyeHne 06paboTKM AaHHbIX (Art.18)

MpaBo Ha nepeHoCcMMOCTb AaHHbIX (Art.20)

MpaBo Ha Bo3parkeHMe NpoTMB 06paboTKM AaHHbIX (Art.21)

MpaBo He NOAYNHATLCA PEeLIEHND, OCHOBAHHOMY Ha aBTOMaTU3MPOBaHHOM 06paboTKe AaHHbIX (Art.22)
MpaBo 6bITb yBEAOMIEHHBIM 00 yTeuKe AaHHbIX (Art.34)

MpaBo Ha obpauieHune K Data Protection Officer (Art.38)

MpaBo Ha obpalleHue (Nnogayy *kanobbl) K Hag3opHomy opraHy (Art. 77)

MpaBo Ha apPeKkTnBHbIE CpeacTBa cyaebHOM 3aWmnTbl NPOTMB HAA30PHOTO opraHa (Art.78)

MpaBo Ha 3pdeKTUBHbIE CPeACcTBa CyAebHOM 3aLLUUTbI B OTHOLIEHMWN KOHTpOIepa Unn obpaboTtunk (Art.79)
MpaBo Ha npeacTaBUTENbCTBO (Nepeaady nosHomoumin) (Art.79)

MpaBo Ha KOMMEHCcALUUIO MaTePUaNbHOTO UM HeMaTepuanbHoro yuiepba (Art.82)
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TepputopuanbHasa cpepa pencrsma GDPR
U TPAHCrpaHUYHaA nepeagada AaHHbIX

=

K ornaBneHuro
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RPPO

Tpe6oBaHWs PernameHTa EBponelickoro cok3a no 3awure
NepCcoHanbHbIX AaHHbIX He 6YAyT PacNpPOCTRAHATLCA Ha POCCUIACKMX

OnepaTopoB, paboTakLWmx B Poccum - A, XKapoB
9 nosbpn 2017 roga  https://rkn.gov.ru/news/rsoc/news51780.htm

TpeBoEaHWA BEC
Eeponefckoro
ByayT pacnpocT|
OCYLLECTENAKDLLY
HWX pacnpocTp
chepe. 06 3TOM
AnekcaHap XKap
VIl MexayHapa
AAHHEBIX®,

Mo ero cnoeam,
YUICTHUUER M
YCTEH3BAWBAKLWMX NopALoK 08paboTKy NePCOHaNbBHEIX A3HHBIX

«PernaMeHT, No HaWweMy MHEHWIO, 40NXEH YUMTEIBATECA TONLBKD

EEPOMNERCKWX rPaXA3H POCCUACKUMI ONEpaTopaMiK Ha TEPPUTOR
OTMETWE, UTO TaKad NOZULWA COOTEETCTEYET OOLLENpPUHATEIM MEX
NepCoOHANEHEIX AaHHEIX. «CUYUMTAK, YTO K BONPOCY O NPUMEHHMMOC
DyAeT BEPHYTLCA TONLKO MOCAE €ro BCTYMAEHWA B 2aKOHHYH i

npaecnpuUMeHeHnsa. M koraa 31o OygeT 2adKCcMpoBaHo B Memnyy»l
nogqepkHyn A, ¥apoe.

KoHbepeHUMA «3aLUKMTa NePCOHANEHEIX A3HHbIX: NPOBOAWTCA MO
- YMNOAHOMOYEHHOrD OPrada no 2aluTe Npae cyBLekTos NepCoH.

. |

CocTosnock 3aBepllatolee B 2017 rogy 3acesaHve KOHCYNbTaTUBHOMO
CoBeTa MNP YNoAHOMOYEHHOM OpraHe no 3aliuTe Npae Cy6bekToB
NepCcoHaNbHbIX AaHHbIX

20 gexatpn 2017 roaz  https://rkn.gov.ru/news/rsoc/news53394.htm

KOHCYNLTATUEHLIA COBET NPM ¥NONHOMOYEHHOM OPraHe no
I3WNTE NpaE CYOLEeKTOR NepCoOHaNnkEHLIX AaHHeEIX B 2018 rogy
NAaHWpyeT NPeACTaBnTE NPeANOXeHWA NO NPaBoBoOMY CTaTyCy
«00e3NMYEHHBIX? J3HHLIX, 3 TAKOKE N0 BOIMOXHON
KOPPEKTUPOEKE 3aK0OHOA3TENLCTES O NePCOHANEHLIX JaHHEIX B
KOHTEKCTE peannzalnm nporpaMmel «LlndgpoBan 3KoHoMNKa».

COoOTEETCTEYHLME PELUEHWA NPUHATE COBETOM Ha NOCNSAHEM
zacenaHvw B 2017 rogy, cocToABweMcA B PoCckoMHaasope.

B X0/e 33CEAaHNA YNeHbl KOHCYNETATUEHOMRD CoBETa 0BCyannn
HoBele TpeboeaHWA EBponeAckero CoKza, 3aKkpenieHHble
OBLLMM DErMTaMEHTOM MO 33LLWTE AaHHbIX (General Data

Protection Regulation, GDPR), YCTaHAENMEAKLWMM NopALoK 05paBoTky NeproHaNbHeIX A3HHLIX. B HORBpe Ha VIl
MexayHapo4Hol koHbepeHLMK «3alL1Ta NePCOHANEHBIX JaHHEIX» PYKOBOAWTEN: POCKOMHAAZ0PE ANeKCaHAD
Kapoe oTmeTva, uTo TpefiosaHnA PernamedTa EBpOnNeAcKoro Cowsa No 3aLUMTE NePCoHaNEHEIX A3HHEIX He ByayT
PacNpOCTPEHATECA H3 POCCMIACKMY ONEPaTOPOE, OCYLUECTENAKLLAX ASATENEHOCTA Ha3 TEPPMTOPWK Poccun,
NockonsKy Poccniickan ®elepalnA He ABMRETCA YUSCTHWLER MeXAyHapoAHEIX A0roBopos ¢ EC. Ha HMX
PacNpoCTRaHASTCA AeHCTENE TONBKO POCCMACKIX 33KOHOE B 3TOR Chepe B COOTESTCTEMW C OBLLENPUHATEIMK
MEXAYHAPOAHEIMW MPUHUMNAMK 06paBoTKW NePCOHANEHEIX A3HHLIX.

B pamkax nogeeeHWA UTOTOE roda Ha 3acejaHun BLIND OTMEUEHO y4acTe KoHCYNeTaTMBHOTO COBETa B
NoAroToEKe MeToanyeckny peKoMeHaa L|,I.'1I7I no F}EIEpEIﬁDTKE OTPacneeoro KoAeKCa NoOEEAEHWA B obnacti 3alVTEI
npae Cyﬁ'bEKTOEI NeploHaNeHElX 43HHEIX, a8 Takxe pEKDMEH,{I,ELI,I.-"IFI no CoCTasneHWD JOKYMEHTS, ONpedsnALWEro
NOANTHUKY ONepaTopa B OTHOLIEHMIA OﬁpEIﬁDTKM nNepioHansHblX JaHHBIX.



https://rkn.gov.ru/news/rsoc/news53394.htm
https://rkn.gov.ru/news/rsoc/news51780.htm
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&
\ YTOBEbI MOHATL, PACMPOCTPAHAETCSA JIA GDPR
" Ha [eATeNbHOCTb Ballei KOMNaHWH,
HY)XXHO OTBETUTb Ha crieflytoliue BONpochl:

EcTb n1 y komnaHuu npeacTaBuTeNsLCTBa (hunuansl) Ha Tepputopun EBponenckoro Corosa?

ObpabaTtbiBaeTe fu Bbl NEPCOHarbHbLIE JaHHbIE rpaxaaH cTpaH-yYacTHul EBponeiickoro Cotosa
1o Nopy4eHU0 eBPONENCKOro oneparopa?

PykoBoACTBYETECH M NPY OCYLLECTBNEHNUN AEATENLHOCTU N0 06paboTke NEPCOHANBHBIX AaHHbIX
3aKkoHogatenscTBoM EBponeiickoro Coto3a unm cTpaHbl-y4acTHuUUbl EBponeiickoro Cot3sa?

OcyLI.LeCTBJ'IﬂeTe JIn OTAETbHBIE BUAbI 06p860TKM NepCcoHaribHbIX AaHHbIX eBpOﬂeﬁCKMX rpaxmaiaH,

B YaCTHOCTY XpaHEeHUe, HaKoMMEHNE, C UCMOMb30BAHNEM TEXHUYECKMX MOLLHOCTEN,
HaxoasLmxcs Ha Tepputopun EBponeiickoro Cotosza?

Ecnu Bbl otBeTUNM «[JA» X0TA Obl Ha OAUH BONPOC, TO € 6ONBLLIOK BEPOSTHOCTHHO MOXHO
CKa3aTb, YTO Ha AeATeNnbHOCTL Bawwen komnaHuu GDPR Bce xe pacnpocTpaHseTcs.

https://rkn.gov.ru/docs/GDPR Pankov.pdf



https://rkn.gov.ru/docs/GDPR_Pankov.pdf
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anHLI,MI'IMaI'IbHaﬂ BbICOKOYpPOBHEBAA CXeMa OLEHKU NMPUMEHNMOCTHN nonoxenmn GDPR K OTAENbHbIM MpouecCam O6p360TKM NePCOHaNbHbIX
AaHHbIX, NOAroToB/€HHAA Konneramm 13 KPMG co CKPOMHbIM y4aCTUeM aBTOpPa Npe3eHTaunun.

EcTb W y OpraH13aumm EcTb W ycToiiumBan OcyuiecTenaeT nu )
VupesaeHa an yupesaeHun (establishments) B EC HOPMMYECKaRA CBA3L® yupemaeHme Opraxusauua
OpraHM3auMA Ha (npeacraBuTenscTea, duUAMansl, (stablearrangements) NPaKTUUECKYH U U DERFEA R
e R [louepHU1e NpeAnpPUATHA, M1y OpraHuzaLmeit u peansHyio Aeiicteme Crarbu 3(1)
COTPYAHWKM)? eeyypermgeHnem? AeATENLHOCTL BEC? GDPR
&
o
o
=
-
3
&
o] O6pabotka NAH sepertcs®
Oprannsauna MO NOPYYEHUID PE3NfEHTa OpraHu3aLua He
noAnagaer nog, EC wnn opraHM3auuA cama noananaer noa
AelicTeue Cratbn 3(1) nopyumna 059350”‘?‘! nax neiicTaume CraTbi 3(1)
GDPR peanaeHTyEC? GDPR
OpraHuW3auusa He
HaxoaaTca nmcybbekTbi OcylecTBAAETCA W OcyuwlecTBnAeTCA M NoANafaeT nog
NAHHaTeppuTOpMM EC? NpeAnoMeHnenm DL LT gL I AeicTeue Cratbm 3(2)
TOBapoB Mycayr? noeeaeHuna? GDPR
3
a
o
©
o
E = TeppUTOPUA roCy4apcTe-41eHoB
5 Esponeiickoro corsa v Eeponeiickoi
] accoumnauum ceoboaHol Toproeamn
(Mcnangusa, MuxteHwTeiin, Hopeerua), 3a OpraHusauma OpraHusaumsa
uckniouenmem Lilseliyapum. nopnasaer nog nofnagzaet nog
2 . aeicTBre OelcTBre
~ HanWYME MPAaBooTHOLWEHNWN, BHE CraTbu 3(2a)GDPR CraTom 3(2b)GDPR
M OT ux dop (cornawenms,
KOHTPaHKTbl, y4acTve B YCTaBHOM KanuTane v
T.48.).
® _ o6pabotka NOH, BbINOAHAEMan Ha
OCHOBaHWMM M ONA UCNONHEHWA gorosopa
o mexgy onepatopom u obpabotimkom
E (Controller-to-Processor Agreement), sepetca EcnmCratea3(3)
o = _ HE NpUMEHUMa,
—_— B KOHTeKCTe NpaKTM4YecKoM U peanbHOU Y,
) . opraHuzaumnaAHe
" OeAT TH OpPraHM3aLuK, HaxogaLy B
= cTaTyce onepatopa uan obpaboTyunka, Ha noananaet noa
g ’ neiicteneGDPR
g Tepputopuu EC. Mpumenumocte GDPR

onpepenseTtca OTAENBHO ANA KaMgoro dpakra
nopy4eHus o6pabotkn MNAH.



25 Cdepa peincreua GDPR: pasbacHeHus EDPB

EBponeickuii coBeT no 3awmTe AaHHbIX (European
Data Protection Board) Ha cBoem 4eTBepTOM

nneHapHom 3acegaHmu 16.11.2018 npuHAN NpPOEKT
l Guidelines pa3bACHEHMA NO ONpeaeneHno TeppUTOpPMaIbHOrO
' oxeaTa GDPR, kKoTopble 6biniv  onyb6AMKOBaHbI

% 23.11.2018 ona nposeaeHnA 0bLLecTBEHHbIX

KoHcynbTaumit. 12.11.2019 6bina onybanKkoBaHa
NTOroBas Bepcma PasbsACHEHUN.

Guidelines 3/2018 on the territorial scope of the GDPR

(Article 3) - Version for public consultation oTn pa3bACHeHUA AO/1XKHbI cnocobcTBoBaTb
dopmmpoBaHmMio 06WKMX NOAXOO4OB B TOJKOBAHUMU
Adopted on 16 November 2018 chepbl npumeHeHua TpeboBaHuit GDPR 1 npoacHeHuto

nopagka nNpumeHeHua  TpebosaHmit GDPR B
OTHOLIEHMWN KOHTPONEPOB AaHHbIX UAKM 06paboTynKoB
OaHHbIX, HaxogAwmxcAa 3a npegenamm  EC. B
Pa3bACHEHMAX COLEPKATCA YKa3aHMA OTHOCUTE/IbHO
TPAKTOBKM TpebOBaHMN O HA3HAYEHUW NpPeacTaBUTeNs
B EC.

MpM  noaroTtoBke  PasbACHEHUMA  UCMNONb30BaA/ICA
noAarotoBneHHbIM EBponenckon komuccmen «Guide to
the case law of the European Court of Justice on
Articles 49 et seq. TFEU».

Adopted

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines 3 2018 territorial scope after public consultation en.pdf



https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_after_public_consultation_en.pdf
https://ec.europa.eu/docsroom/documents/22543/attachments/1/translations/en/renditions/native

26 TpaHcrpaHM4YHaa Nepeaaya NepCcoHasIbHbIX AAHHbIX

HeKOTOpre u3 uenewn Tpchrpanmoil nepegaviuv BHyTpu TpaHCHaLWIOHaﬂbHOﬁ rpynnbl

o o o
0’0 0’0 0’0

X3

¢

X3

A

)
o

L)

-

3aK/o4eHre 1 (UNK) UCNONHEHME AOTOBOPOB U COrNalleHNN \
BeAEHNEe AeN0BbIX NeperoBopos

NPOAB/AIEHWNE AOMKHOM OCMOTPUTENIbHOCTH

yyacTue B npoueaypax 3aKynok

ocyuiecTBneHne MHPopMaLMOHHOro B3aMMoAeNCTBMA

MCNO/Ib30BaHUeE NpaBs, UCNONHEHNE 06A3aHHOCTEN M coBN0AEHNE 3aNPEeTOoB, NPEeAYCMOTPEHHbIX
NPUMEHUMbIMWU HOPMaMMU j




Mepepaya nepcoHaNbHbIX AAHHbIX NPU YCN0BUM cobntogeHus
COOTBETCTBYIOLWMX FrapaHTUh — cTaTtba 46(1-2) GDPR

General
Data

Protection
Regulation

B cnyyae oTcytcTBMA peweHua cornacHo Ctatbe 45(3) KoHTponep unmn obpabaTtbiBatoliee AaHHble NMLO MOTYT nepeaaTtb
NepcoHasibHble fOaHHble TPeTbel CTpaHe WM  MEeXAYHapo4HOW OpraHuM3auuuM TOMbKO, €C/NM  KOHTpo/Aep Wau
obpabaTbiBatollee AaHHble /IMLO NPeAyCMOTPENn COOTBETCTBYIOWME TapaHTUM U ecnan cybbekTbl AaHHbIX obnagatoTt
IOPUAMYECKN 3aLLMLLEHHBIMU NPaBaMU U 3PPEKTUBHBbIMM CPEACTBAMM MPABOBOMN 3aLLMUTDI.

CooTBeTcTBYIOWME rAPAHTUN MOTYT 6bITb npeaoctaBaeEHbI 6e3 ocoboro pa3peweHna Haa30pHOro opraHa nocpeacTtsBom:

(@) wmerowero o06s3aTenbHy0 OPULOMYECKYIO CUNY OOKYMEHTa MeXKAy OpraHamu rocyZapCTBEHHOW BAacTM WM
NPaBUTENbCTBEHHbIMU YUYPEKAEHUAMM;

(b) ropuanyeckn 06a3bIBaOLLNX KOPNOPATUBHbIX NPaBUA B COOTBETCTBMK co CTaTbel 47,

(C) cTaHAAPTHbIX YCIOBUI O 3alLMTe AaHHbIX, MPUHATbIX EBponenckoin Komuccmei B COOTBETCTBUM C NpoLEeaypor NPoBEPKHU,
yKasaHHoM B CtaTtbe 93(2);

(d) cTaHAapPTHbIX YCNOBWUIM O 3aLLUTE AAHHbIX, MPUHATbIX HAA30PHbIM OPraHOM U yTBepXAeHHbIX EBponenckon Komuccuei
COrnacHo npoueaype NpoBepkKu, ykasaHHol B CtaTbe 93(2);

(e) YTBEPKAEHHON HOPMbI _NoBeaeHua cornacHo Crtatbe 40 COBMECTHO C pUaAnN4YeCKmn 06ﬂ3bIBa}OLlJ,I/1MVI M 3alllULEHHbBbIMHA
obazaTtenbcTBamm KOHTpPOAEPa nnun o6pa6aTb|Ba+om,ero AaHHbIE NNLUa B TpeTbEH CTpaHe No NpUMEeHEHUNIO COOTBETCTBYOLW X
FapaHTVIVI, B TOM 4Yucne B OTHOWEHUN NpaB CY6'b€KTOB AaHHbIX; NN

(f) yTBEpXKAEHHOrO CcepTUPUKALIMOHHOIO MexaHM3Ma cornacHo Ctatbe 42 COBMECTHO C HOPUAMYECKU 00M3bIBAOLLMMU U
3alMNLLEHHBIMM 06A3aTeNbCTBAMM KOHTpONEpPa Man ob6pabaTbiBalOWErO AaHHbIE INLA B TPETbEN CTPAHE MO MPUMEHEHUIO
COOTBETCTBYIOLLMX FAPAHTUI, B TOM YMCNE B OTHOLIEHUM NPAB CYyObEKTOB AaHHbIX.




28 HasHaueHue npepctasutens B EC

O6sa3aTenbHO Ha3HaYeHMe NpeacTaBUTeNA
B EC onAa KoHTponepa nam npoueccopa, He
ocyuwectsenatouwero B EC peasbHyto
[eATe/IbHOCTb Yepes NOCTOAHHYIO
CTPYKTYpY, HO npea/iaratow,ero
ToBapbl/ycnyru gnsa EC unu Beayulero
MOHWUTOPUHI noBeaeHmA B EC.

4 )

UcKNoUYeHMAa MUHUMaNbHbI — HeperynapHas 06paboTka AaHHbIX, NPU KOTOPOW:

o o
1. He obpabatbiBatoTcs 6onbluMe 06BbEMBI CNeunanbHbIX AaHHbIX U AaHHbIX O
l I I CYAMMOCTU U NPaBOHAPYLLUEHUAX U
2. ManoBeposTHbI PUCKM HapyLLleHMs Npas 1 cBobog yenoseKka

o MNpeacrasutens B EC:
' 1. HasHauyaeTcAa B ogHOM U3 cTpaH EC, roe aaHHble obpabaTbiBatoTcA
2

. OT MMeHU KoHTponepa/npoueccopa (BMeCTo HUX U B AOMOIHEHUE)
“ B3amMmogencTeyeT ¢ Bnactamm EC n cybbektamu
3. TpwuBneKaeTcs K OTBETCTBEHHOCTM 3a HapyLUeHUA KoOHTponepa/npoueccopa




29  GDPR u Brexit

R L Ll Policies, information and services 12.11.2018 6bin onyb6ankoBaH npoekT CornaweHua o Bbixoae
CoeguHeHHoro Koponesctea mn3 EC. Cratbn 70-74 KacarotcA
BOMPOCOB 3alUUTbl NEPCOHANbHbIX AaHHbIX, a CcTaTbAa 128
pernameHTUpyeT BOMPOC YyyactMa BenukobputaHum B
e e EBponeickom coBeTe no 3awmTe AaHHbix (European Data
Protection Board).

English @ Search

European
Commission

Draft Agreement (AT e R Kntoyesble MmOMeHTbI NpoeKTa CornaweHuna:

United Kingdom of Great Britain and * GDPR, LED, ePR u wuHble akTbl EC byayT aenctsoBatb Ha
Northern Ireland from the European Union TEPPUTOPUN CoeaunHeHHOro KOpOJ'IEBCTBa BeCb nepexo,ﬂ,Hblﬁ
and the European Atomic Energy nepuog (29.03.2019-01.01.2021). AHanNoOrn4yHbIA NOAXOA,
Community, as agreed at negotiators' level KacaeTcs topucankumm Cypa cnpaseanmnsoctn Espocotosa

on 14 November 2018 (European Court of Justice);

* BenukobputaHma c 29.03.2019 nepecTtaeT y4yacTBOBaTb B
pabote EDPB © B  naHbeBpOMEWMCKOW  cucTemMe
Draft Agreement on the withdrawal of the United Kingdom of Download /s B3aVIM0p,e17|CTBVIF| ME)‘K,ﬂ'y Ha,ﬂ|30pr|MV| OpraHaMVI (CN\.

Great Britain and Northern Ireland from the European Union

and the Eurepean Atomic Energy Community, as agreed at rna By VI I G DPR)'

negotiators’ level on 14 November 2018
English (1.5 M5 - FDF)

* no 01.01.2021 BenukobputaHum Heobxogmumo 6yget
YPerynMpoBatb BOMPOC O TPaHCrPaHWUYHOW nepepaye

Help us improve this page NnepcoHanbHbiX pJaHHbix ¢ EC cornacHo c¢r.45 GDPR
(npuHAaTMA EK pelueHMAa o AOCTAaTOMHOCTU MepP) UaKU NyTem
European Commission Follow the European Commission European Union 3aK/touYeHus OT,ﬂ.eﬂbHorO cornaweHua c EC
Commission and its priorities f Facebook W Twitter EU institutions [%
B Other social media 3 European Union 2 Kpome Toro, 13.12.2018 [enapTaMeHT UuMPpOoBbIX TEXHONOTUNA,
Kynbtypbl, CMW wun cnopta CoeanHeHHoro KoposescTBa
) Legalnotice Contact (Department for Digital, Culture, Media and Sport)

onyb/iMKoBas _ OonucaHMe  MNpaBOBbIX  MNOCNEACTBUM  AaA
peryinpoBaHMa BOMNPOCOB 3alMTbl MNEPCOHANbHbIX AAHHbIX B
cnyyae peanusaumm cueHapua «no Brexit deal».

https://ec.europa.eu/commission/files/draft-agreement-withdrawal-united-kingdom-great-britain-and-northern-ireland-european-union-and-
european-atomic-energy-community-agreed-negotiators-level-14-november-2018 en



https://www.gov.uk/government/publications/data-protection-law-eu-exit/amendments-to-uk-data-protection-law-in-the-event-the-uk-leaves-the-eu-without-a-deal-on-29-march-2019
https://ec.europa.eu/commission/files/draft-agreement-withdrawal-united-kingdom-great-britain-and-northern-ireland-european-union-and-european-atomic-energy-community-agreed-negotiators-level-14-november-2018_en

30 3aasneHue ICO o BamaHUM Brexit Ha 06meH AaHHbBIMU mexay
EC/EACT n BennkobputaHuei -Ial

3a HecKkonbko aHen po Bbixoga UK w3 coctaBa EC,

he UK’s independ: thority hold inf i o
lco. B e Sl L KoTopblit npousowen 31.01.2020, ICO ob6HOBWMA cBOE
Information Commissionar’s Office bodi d dat ivacy for individuals.
s enc s privag e 3anBneHne o6 obmeHe paHHbIMM Mexay EC/EACT wu
Home  Your data matters  For organisations  Make a complaint  Action we've taken Beﬂ " K06pMTaHl4el71 .

About the ICO / News and events / News and blogs /

* B TeyeHMe nepexogHoro nepuoga (mo 31.12.2020)

Statement on data protection and Brexit GDPR 6ygeT coxpaHaTb genctame Ha KomnaHum ns UK;

implementation — what you need to do
* BO Bpems MepexogHoro nepuoga  KOMMAHWUM,

ype Statement I Ipe JIal a|0 I ( I (: Ta ( :

The UK will leave the European Union on 31 January and enter a Brexit transition

period. * |ICO npoponxaeT ObITb BeAyWWMM pPerynatopom Ans
During this period, which runs until the end of December 2020, it will be business as 1 .

usual for data protection. Opra HK13a U'M nns U K’

The GDPR will corjtinue to apply. Busirjegses arwd organisatiorjs that process personal ° Coxpa HAaeTcAa Heon pepleneH HOCTb no I'IOBOLI,y
data should continue to follow our existing guidance for advice on their data

protection bligations. coxpaHeHua ctatyca UK Kak cTpaHbl, obecneumsatoLlemn
During the transition period, companies and organisations that offer goods or services ~

to pe?:p\e in the EU dz not need 50 appoint a Eguropean representativge. We have ap,EKBaTHbIVI ypOBeHb 3aLU|MTbI' nocne OKOH4YaHU1A
updated our Brexit FAQs ¥ to reflect this advice. The ICCO will continue to act as the I'Iepexop,HOFO nepmopla

lead supervisory authority for businesses and organisations operating in the UK.

It is not yet known what the data protection landscape will look like at the end of the
transition period and we recognise that businesses and organisations will have
concerns about the flow of personal data in future.

We will continue to monitor the situation and update our external guidance
accordingly. Our full suite of Brexit guidance and materials, to enable you to prepare
for all scenarios, is available here.

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/statement-on-data-protection-and-brexit-implementation-what-
you-need-to-do



https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/statement-on-data-protection-and-brexit-implementation-what-you-need-to-do
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PeKomeHaauum, pyKoBoAacCTBa U NpaKkTuueckue nocobums

K ornaBneHuro




32 PyKoOBOACTBa, peKoMeHAauumn, nyydiime npaktuku ot EDPB

PyKoBOACTBa, peKOMeHAaunu, Nyylwne NPakTUKM B obnactu BbinonHeHus TpebosaHuii GDPR ot EBponeickoro coseta no

3awwmTe gaHHbIX (European Data Protection Board):

1. Guidelines 05/2020 on consent under Regulation 2016/679

2. Guidelines 04/2020 on the use of location data and contact tracing tools in the context of the COVID-19 outbreak

3. Guidelines 03/2020 on the processing of data concerning health for the purpose of scientific research in the context of the
COVID-19 outbreak

4. Guidelines 2/2020 on articles 46 (2) (a) and 46 (3) (b) of Regulation 2016/679 for transfers of personal data between EEA

and non-EEA public authorities and bodies - version for public consultation

Guidelines 1/2020 on processing personal data in the context of connected vehicles and mobility related applications -

version for public consultation

Guidelines 5/2019 on the criteria of the Right to be Forgotten in the search engines cases under the GDPR (part 1)

Guidelines 4/2019 on Article 25 Data Protection by Design and by Default - version for public consultation

Guidelines 3/2019 on processing of personal data through video devices

Recommendation 01/2019 on the draft list of the European Data Protection Supervisor regarding the processing

operations subject to the requirement of a data protection impact assessment (Article 39.4 of Regulation (EU) 2018/1725)

10. Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the provision of online
services to data subjects - version for public consultation

11. EDPB Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679 - version adopted after
public consultation

12. EDPB Guidelines 4/2018 on the accreditation of certification bodies under Article 43 of the General Data Protection
Regulation (2016/679) - version adopted after public consultation

13. EDPB Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)

14. EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679

15. EDPB Guidelines 1/2018 on certification and identifying certification criteria in accordance with Articles 42 and 43 of the
Regulation - version adopted after public consultation

b

W N

3Hauynmble NMcbma EBponencKkoro coseTta no 3awmuTe AaHHbIX O BbiNoaHeHUU TpeboBaHmn GDPR:
1. Statement on the processing of personal data in the context of the COVID-19 outbreak — 19/03/2020
2. EDPB Response to the MEP Sophie in't Veld's letter on unfair algorithms



https://edpb.europa.eu/our-work-tools/general-guidance/gdpr-guidelines-recommendations-best-practices_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/edpb-guidelines-052020-consent-under-regulation-2016679_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-042020-use-location-data-and-contact-tracing_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-032020-processing-data-concerning-health-purpose_en
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2020/guidelines-22020-articles-46-2-and-46-3-b_nl
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2020/guidelines-12020-processing-personal-data-context_en
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-52019-criteria-right-be-forgotten-search_en
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-52019-criteria-right-be-forgotten-search_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-32019-processing-personal-data-through-video_en
https://edpb.europa.eu/our-work-tools/our-documents/recommendation-012019-draft-list-european-data-protection-supervisor_en
https://edpb.europa.eu/our-work-tools/public-consultations/2019/guidelines-22019-processing-personal-data-under-article-61b_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-12019-codes-conduct-and-monitoring-bodies-under-0_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-42018-accreditation-certification-bodies-under_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-32018-territorial-scope-gdpr-article-3-version_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-22018-derogations-article-49-under-regulation_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-12018-certification-and-identifying-certification_en
https://edpb.europa.eu/letters_en
https://edpb.europa.eu/our-work-tools/our-documents/other/statement-processing-personal-data-context-covid-19-outbreak_en
https://edpb.europa.eu/our-work-tools/our-documents/letters/edpb-response-mep-sophie-int-velds-letter-unfair-algorithms_en

33 PykoBOACTBa, peKoOMeHAauum, nyydiime npaktnkm or WP29

PekomeHgauun Pabouelr rpynnbl no 3awute ¢pu3Myeckux aumy, npu obpaboTke nepcoHanbHbiX AaHHbIX (Data

Protection Working Party, WP29), koTopaa gencrsoBana o 25.05.2018. HekoTopble M3 yKasaHHbIX PeKOMeHaaLmi

NpPOAO0NKaT AeCcTBOBaTb Nocne pachopmmpoBaHmna Paboueit rpynnbl WP29 n nepenayun nonHomoumnin EBponemnckomy

COBETY NO 3alWMTe AdHHbIX:

1. Guidelines on consent under Regulation 2016/679, WP259 rev.01

2. Guidelines on transparency under Regulation 2016/679, WP260 rev.01

3. Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 2016/679,
WP251rev.01

4. Guidelines on Personal data breach notification under Regulation 2016/679, WP250 rev.01

Guidelines on the right to data portability under Regulation 2016/679, WP242 rev.01

6. Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is "likely to resultin a
high risk" for the purposes of Regulation 2016/679, WP248 rev.01

7. Guidelines on Data Protection Officers (‘DPQ'), WP243 rev.01

Guidelines for identifying a controller or processor's lead supervisory authority, WP244 rev.01

9. Position Paper on the derogations from the obligation to maintain records of processing activities pursuant to Article
30(5) GDPR

10. Working Document Setting Forth a Co-Operation Procedure for the approval of “Binding Corporate Rules” for
controllers and processors under the GDPR, WP 263 rev.01

11. Recommendation on the Standard Application for Approval of Controller Binding Corporate Rules for the Transfer of
Personal Data, WP 264

12. Recommendation on the Standard Application form for Approval of Processor Binding Corporate Rules for the Transfer
of Personal Data, WP 265

13. Working Document setting up a table with the elements and principles to be found in Binding Corporate Rules, WP
256 rev.01

14. Working Document setting up a table with the elements and principles to be found in Processor Binding Corporate
Rules, WP 257 rev.01

15. Adeguacy Referential, WP 254 rev.01

16. Guidelines on the application and setting of administrative fines for the purposes of the Regulation 2016/679, WP 253

o

oo



https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/index_en.htm
https://edpb.europa.eu/node/89
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623051
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=622227
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612052
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611233
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612048
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611235
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=624045
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623056
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623850
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623848
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614109
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614110
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614108
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611237

34 MHeHuA, oTyeTbl, 3aAB/1IEHMUA U AOKYMeHTbl oT WP29

MHeHUA, OT4YeTbl, 3aABNEHUS W OOKYMeHTbl Pabouelr rpynnbl no 3awmte OGUBHMYECKMX AUl nNpu  obpaboTke
nepcoHanbHbIX AaHHbIX (Data Protection Working Party, WP29), koTopas gencrtsoBana ao 25.05.2018:

1. Opinion on Commission proposals on establishing a framework for interoperability - wp266

Opinion 01/2017 on the Proposed Regulation for the ePrivacy Regulation (2002/58/EC) - wp247

Opinion on some key issues of the Law Enforcement Directive (EU 2016/680) - wp258

Opinion 03/2017 on processing personal data in the context of Cooperative Intelligent Transport Systems (C-ITS) -
wp252

5. Opinion 2/2017 on data processing at work - wp249

6. Opinion 03/2016 on the evaluation and review of the ePrivacy Directive wp240

7. Update of Opinion 8/2010 on applicable law in light of the CJEU judgement in Google Spain - wp179 update

8

9

PwnN

Cookie sweep combined analysis, Report - wp229
. Statement of the WP29 on automatic inter-state exchanges of personal data for tax purposes - wp230

10. Opinion 01/2015 on Privacy and Data Protection Issues relating to the Utilisation of Drones - wp231

11. Opinion 02/2015 on C-SIG Code of Conduct on Cloud Computing - wp232

12. Guidelines for Member States on the criteria to ensure compliance with data protection requirements in the
context of the automatic exchange of personal data for tax purposes - wp234

13. Opinion 03/2015 on the draft directive on the protection of individuals with regard to the processing of personal
data by competent authorities for the purposes of prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and the free movement of such data - wp233

14. Working Document 01/2016 on the justification of interferences with the fundamental rights to privacy and data
protection through surveillance measures when transferring personal data (European Essential Guarantees) -

wp237
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17. Opinion 02/2016 on the publication of Personal Data for Transparency purposes in the Public Sector - wp239
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PekomeHgauumn ot EBponeiicKOro MHcNekTopa no 3awjute
AAHHDbIX

Bubnunoreka CNPaBOYHbIX
MaTepPMaNioB M pPeKoMeHZauui B

EUROPEAN DATA PROTECTION SUPERVISOR
The EU's independent data protection authority O6f| a CTM 06 pa 6OTKM n 3a LL'|V|TbI
Home About Data Protection Press & Publications Q ne pco H ?’n bHbIX p'a HHbIX oT
EBpOI'IeMCKOFO MHCNEKTOoPa no

# > ... > Qurwork bytype > Guidelines

3awmTe  gaHHbix (European Data
Guidelines Protection Supervisor),
Since the data protection implications of some functions common to all EU institutions, bodies and agencies y'“I UTblBa I-OI'I'III',1 e a K.I-ya‘rI bHyl-O

are similar, we publish guidelines on specific subjects, such as recruitment, appraisals, use of IT equipment in
the workplace and disciplinary procedures.

NPaBONPUMEHUTENBHYIO U CyAebHYIo

These consolidate our guidance from our prior check Opinions, consultations and also include relevant n pa KTUN Ky EC .
guidance by the Article 29 Working Party and the case law of the European courts.

Our guidelines may be a useful source of inspiration for other organisations outside the EU institutions or may
supplement the guidance offered by national data protection authorities.

N T N ™
{ i
o \\g_/,l L next » ),) L last» )‘J

23 IT governance and IT management m

MAR - . .

- Guidelines on the protection of personal data in IT governance and IT management of EU
institutions.
Topies:

General Data Protection Regulation

16 Guidelines on the use of cloud computing services by the European m
MAR institutions and bodies

2018 The EU institutions, bodies and agencies (“the EU institutions”) have been considering

the use of cloud computing services because of advantages such as costs savings and

https://edps.europa.eu/data-protection/our-work/our-work-by-type/guidelines en
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ba3sa otuetoB, uccnepgoBaHnii u mHeHuit ot Coserta EBponbl no
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3almUTe NEPCOHANbHBIX AAHHbIX

(72,  COUNCIL OF EUROPE Data Protection

CONSEIL DE L'EUROPE

Home Convention 108 and Protocols ~ Activities « Documentation « Data Protection Commissioner Data Protection Day

You are here:  Data-protection Docume

Reports, studies and opinions

2018 e

T-PD(2018)01 The Practical Guide on the use of personal data in the police sector
T-PD(2018)05 Compilation of opinions

T-PD(2018)13rev Opinion on the Compatibility of the ICDPPC Arrangement (including its schedule) with
Convention 108+

www.coe.int/dataprotection

Guidelines on Safeguarding Privacy in the Media

T-PD(2018)19 Opinion on the request for accession by the Republic of Kazakhstan

Search tool
2017 Q

2016

2015 ECHR Factsheets

2014 Personal data protection

New technologies
2013
2012
2011

s Contact us

2010
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2009

https://www.coe.int/en/web/data-protection/reports-studies-and-opinions
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37 PyKoBOACTBO NO 3aKOHOAATENbCTBY O 3awWuTe AaHHbIX oT FRA

B mae 2018 roma AreHTcTBO EBpOnenckoro cowsa no
dyHAaMeHTaNnbHbIM NpaBam yenoseka (European Union
Agency for Fundamental Rights) n Coset EBponbi (Council
of Europe) onybankosanu obHoBneHHoe PYyKoBOACTBO NO
€BpPONencKoOMY 3aKOHOAATeNbCTBY O 3almuTe AaHHbIX.
MonoxkeHnsa PyKoBOACTBA OXBAaTbiBAlOT He  TONbKO
OCHOBHble onpegeneHna, nNpuHUMNbI U TpeboBaHUA
GDPR, HO u paccmatpuBaloT NpUMeEHMMYKO cyaebHyto
NpakTuKy EBponenckoro cyaa no npaBam YesioBeEKa
(European Court of Human Rights) n EBponeickoro cyaa
(European Court of Justice).

HANDBOOK

Handbook on European

data protection law

wEFRA

2018 edition

EUROPEAN UNION AGENCY
FOR FUNDAMENTAL RIGHTS

http://fra.europa.eu/sites/default/files/fra uploads/fra-coe-edps-2018-handbook-data-protection en.pdf
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38 Kopekc nosegeHua ot ICO no npeaocTaBieHUIO AAHHbIX

BputaHckMii  Haa3opHbii  opraH  ICO  (Information
Commissioner’s Office), B cootBeTcTBuUM co cT.121 Data
Protection Act 2018, onybaukoBan pna nposeneHus
Ny6AMYHbIX  KOHCYNbTaUWM  MPOeKT O0BHOBAEHHOro
KoZeKca NoBeAeHMA NO NPeaoCTaB/eEHNIO AaHHbIX - Data
Sharing Code of Practice - p[OKymeHT, KoTOpbIt

3 npumeHsiet Bce npaswuna GDPR pgna cutyaumii, Korga
Data Shar]‘ng KOMMAHUA Le/IUTCA NePCOHa/IbHbIMU AAHHbIMU C Kem-
code of practice

nnbo eule.

Draft code for consultation

https://ico.org.uk/media/about-the-ico/consultations/2615361/data-sharing-code-for-public-consultation.pdf



https://ico.org.uk/media/about-the-ico/consultations/2615361/data-sharing-code-for-public-consultation.pdf

PykoBoacTeo DPC no ucnonb3oBaHUIO cUCTEM
BUAEOHabnoaeHUn
INErOAUCTION 11t sin e,
CCTV ChetKlistu i ssssssssssss s sisssn s,
Recommended Data Protection Policy .....ccccvcveeninninnesnecennen,
Purpose of ULIliSing CCTV ... cieersccreens s neene,
Lawfulness of ProCessing ...,
Necessity and Proportionality .....cccceeveeveeveesrecceeeensessssssseeennen,
Necessity and Proportionality Assessment - Examples.......
Transparency and Accountability .....cooevivieesiciecsicniissecennen,
Security of Personal Data....ccccvvvieeveeeeinen i cseesreeceessssessnens,
Data Protection By Design and By Default.......cccocoooiiiiiieennn,
Data PrOCESSONS. .iiiiiiiiiiiiiiiinnssiiisssssisssssss s ssnnnsssnssssssssssssssssssnnss.
Retention of Personal Data........ccoceevvinenincnnissseees e,
CCTV in the WOrkplace .......cccooiiiiiiiieiciniiieecissee s cneens,
CaASE STUAY wecrecriiiiriiisae e srressssss s ssesss s s s sssassssesrnessssnnnssss,
Disclosure of CCTV to Third Parties.......cviieennicsencninneenn,
Providing Access to CCTV to Data Subjects.....ccccevviveeeciennnnn.

(S’ An Colmisidin um COVEIT SUNVEIANCE it ieie s s ieeae s s s s s sssssssssesssnsesasnes,

Ehosa Senrai
on

on

Facial Recognition and Biometric Data .......ccceeeveeevervrseesieeennen,

https://www.dataprotection.ie/en/guidance-landing/guidance-use-cctv-data-controllers



https://www.dataprotection.ie/en/guidance-landing/guidance-use-cctv-data-controllers

40 PykosopacTtso ot DPC no onpegeneHuio NnpaBoBO OCHOBbI A4NA
06paboTKN NnepcoHaNnbHbIX AAHHbIX

Npnanackmin Haa3opHbIn opraH Data Protection Commission

£ Comesiin o B JAeKkabpe 2019 roga onyb6avMkoBan pyKoOBOACTBO ANS
e KOHTPONEpPOB NO OnpeaeneHnto MNpPaBuAbHON MNPaBOBOM
OCHOBbl ANA TOM WA MHOM 06paboTKM NepcoHANbHbIX
AaHHbIX M 06A3aTeNbCTB, KOTOpPble COOTBETCTBYIOT 3TOM
NnpaBOBOM OCHOBE.

Guidance Note:

Legal Bases for Processing
Personal Data

Pacarilier 2013 Rightof | Rightto Rightto |Rightto | Rightto | Rightto
Access Rectification | Erasure Restriction | Portability | Object
Consent v v v v v -
Can withdraw
consent
Contract v v v v v i~
Legal
Obligation v v = v = =
Vital
: v v v v x x
nterests
Public
ok v v x v x v
Legitimate
Interests v v v v =

https://www.dataprotection.ie/en/guidance-landing/guidance-legal-bases-processing-personal-data
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a1 Pykosopcteo ot CNIL B OTHOLWIEHMM NOBTOPHOrO
MCNOb30BaHUA 06LLLEeA0CTYNHbIX NePCOHANbHbIX AAHHbIX

CN". ®paHLy3CcKMiA oOpraH no 3awmte AaHHbIx  (CNIL)
IR i el onybnukosan 30 anpensa 2020 roga pPyKOBOACTBO B
OTHOLUEHWUM NOBTOPHOrO MCMONb30BaHMSA

MA CONFORMITE AU RGPD | THEMATIQUES | TECHNOLOGIES | TEXTES OFFICIELS | LACNIL Q

06LWwen0CTyNHbIX NePCOHaNbHbIX AAHHbIX, B YaCTHOCTU
onyb6/MKOBaAHHbIX Ha BeO-CaMTax KOHTAKTHbIX AaHHbIX
cybbeKToB, 4Na uenen NpPAMOro MapKeTuHra. Takue
NepcoHaNbHble AaHHble He MOryT O6biTb MOBTOPHO

La réutilisation des données publiquement accessibles en
ligne a des fins de démarchage commercial

30 avril 2020

En 2019, la CNIL a réalisé plusieurs contréles aupreés de sociétés récupérant les
données d’internautes publiquement accessibles sur Internet afin de vérifier la NCMoJIb30BaHbI ANA OCyLecTB/IEHNA nPAMbIX
conformité des pratiques a la loi Informatique et Libertés et au RGPD. ma pKeTM HrOBbIX KOHTAKTOB C MOMOLLbIO 3J1eKTpOH Hoﬁ

NoYTbl nnu NHbIX cpeacTs cBA3U 6e3
npeABapUTENbHOrO  COrnacuMA  CyObeKToB U UX
MHPOPMMPOBaAHMNA 06 MCTOYHMKAX NONYYEeHUA AAHHbIX.
Takke HeobxoAMMO yBa)kaTb MNpPaBO Cyb6bEKTOB
AaHHbIX Ha BO3paykeHuWe. KomnaHuuM, mcnosbaytowme
cepBUCbl BeDO-CKpennuHra, AoMKHbI, Cpean npoyero,
NPOBEepPATb XapaKTep U UCTOYHMK MOYyYaeMbIX TaKUM
obpasom  MepcoHanbHbIX  AaHHbIX, cobatoaaTb
NPUHLUMA MMHUMMM3AUMM 06pabaTbiBaeMbIX AaHHbIX,
nHpopmmnpoBaTtb cybbeKkToB 06 06paboTKe UX AaHHbIX,
Hagnexawum obpasom odopmasaTb AOroBOPHbIE

La CNIL recoit réguliérement des plaintes concernant les pratiques de sociétés récupérant des données

personnelles sur des sites web afin d’effectuer de 1a prospection commerciale. OoTHOWeHnAaA C CepBMC_n po Ba ﬁ,ﬂ,e paMM n npo BOAMTb
Elles visent par exemple des sociétés collectant des coordonnées téléphoniques de personnes figurant sur des v

annonces diffusées sur un site web entre particuliers ou encore des annuaires en ligne. Ces informations sont 0 Ll,e H Ky BOS,EI,e n CTB nAa H a 3a LL'IMTy ﬂ,a HHbIX ( D P IA), ECI'I n
ensuite utilisées pour de la prospection alors méme que ces personnes ont indiqué s’opposer au démarchage

commercial. 3TO HGOﬁXO,EI,VIMO.

https://www.cnil.fr/fr/la-reutilisation-des-donnees-publiguement-accessibles-en-ligne-des-fins-de-demarchage-commercial



https://www.cnil.fr/fr/la-reutilisation-des-donnees-publiquement-accessibles-en-ligne-des-fins-de-demarchage-commercial

a2 Pykosopcteo ot CNIL no nyywimm npaktukam gnsa
pa3paboTtunKkos Be6-caToB U MOBUNBHDBIX NPUNOXKEHUN
CN I L ®paHuy3ckuii opraH no 3awuTte AaHHbix (CNIL)

onybaukosan 11 wuwHAa 2020 roga pyKOBOACTBO,
KOTOpOe BKAtOYaeT B cebs cneayrowme pasaens:

MY COMPLIANCE TOOLS ' DATA PROTECTION ' TOPICS | THE CNIL Q

The CNIL publishes a GDPR guide for developers Develop in compliance with the GDPR

11 June 2020

Identify personal data
Prepare your development

In order to assist web and application developers in making their work GDPR-
compliant, the CNIL has drawn up a new guide to best practices under an open
source license, which is intended to be enriched by professionals.

Secure your development environment
Manage your source code

GDPR GUIDE Make an informed choice of architecture

FOR DEVELOPERS Secure your websites, applications and servers

Minimize the data collection

© 00 NO WU A WDNPR

Manage user profiles

[y
o

. Control your libraries and SDKs

=
[EEN

. Ensure quality of the code and its documentation

[y
N

. Test your applications

=
(98)

. Inform users

Y
N

beriiieiaiieibir denionsds . Prepare for the exercise of people’s rights
S this guiae only ror aevelopers:

[N
(92

. Define a data retention period
This guide is mainly aimed at developers working alone or in teams, team leaders, service providers but also at
anyone interested in web or application development.

[y
(9)]

. Take into account the legal basis in the technical
It provides advice and best practices, and thus gives useful keys to understand the GDPR for every stakeholder,

regardless of the size of their structure. It can also stimulate discussions and practices within the organisations m p I eme ntat on
and in customer relationships.

[N
~N

. Use analytics on your websites and applications

https://www.cnil.fr/en/cnil-publishes-gdpr-guide-developers
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43 PykosopacTteo ot CNIL no 06paboTke u 3awmTe NnepcoHaNbHbIX
AAHHbIX NPU AUCTAaHLUOHHOM peXxume paboTbl -IQI
CN". ®paHuy3cKkuii opraH no 3awmTe aaHHbix (CNIL) 12 man
- 2020 r. BbINyCTUA pPYyKOBOACTBO NO o06paboTke u

3aWmMTe NepCcoHasbHbIX AAHHbIX MNPU AUCTAHLUUOHHOM
pexxnume paboTbl. B pykoBoACTBe 3aTPOHYTbI BOMPOCHI

MES DEMARCHES | THEMATIQUES | TECHNOLOGIES | TEXTES OFFICIELS | LACNIL| Q

Salariés en télétravail : quelles sont les bonnes pratiques a

suivre ? Mcnonb3oBaHMA  obopyaoBaHMA,  MOCTAaBASEMOro

12 mai 2020 paboTogatenem, 3awWmTbl CAYKEOHbIX NEPCOHANbHbIX

KOMMbIOTEPOB U  MHbIX YCTPOWCTB C MOMOLLbIO

La pandémie du coronavirus ((;QVID-IQJ a fnciféﬁde nombreufes entreprises d L Vld) poBaHMA, a TaKXke WCNoJ/Ib30BaHNA CUCTEM

Sieportf-vous deves ure quclauesrigles pour garanti votne goomre Shreté ot BUAEOKOHepeHLMii, npoweawmnx cepTudMKaLmio U
celle de vofre entreprise. obecneymBatloLMX NPMUBATHOCTb NONb30BaTEEN.

Suivez les instructions de votre employeur
Sécurisez votre connexion internet

Favorisez I'usage d'équipements fournis et controlés par votre
entreprise

Si vous devez utiliser un ordinateur personnel, assurez-vous qu'il
est suffisamment sécurisé

Si vous devez utiliser votre téléphone personnel, protégez vos
données et limitez les accés

Communiquez en toute sécurité

Soyez particulierement vigilant sur les tentatives d'hamegonnage

https://www.cnil.fr/fr/salaries-en-teletravail-quelles-sont-les-bonnes-pratiques-suivre
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Kpatkoe pykosoacTtso ot EDPS no oueHKke He06XoaMmMocCcTu u

44

copasmepHOCTU 06paboTKM NepcoHaNbHbIX AAHHbIX

Processing of personal data - be it collection, storage, use or disclosure - constitutes
alimitation onthe right to the protection of personal data and must comply with EU

law. This requires ensuting that it is both necessary and proportional.

The 8 steps outlined below will help you assess the compatibility of measures
impacting the fundamental rights to privacy and to the protection of personal data
with the EU Charter of Fundamental Rights.

They are based on the EDPS Necessity Toolkit and Guidelines on Proportionality.

In case of questions, please contact the EDPS Policy and Consultation Unit:
POLICY-CONSULT @ed ps.europa.eu

www.edps.europa.eu
@EU_EDPS
in EDPS
» European Data Protection Supervisor

Assessing necessity:

Factual description of the measure.

Identify fundamental rights and
freedoms limited by data processing. s
there a limitation of the rights to privacy
and to the protection of personal data, and
possibly also of other rights?

{*) In any case, the measure must respect the essence
of the rights.

Define the objectives of the measure.
These may include an objective of general
interest recognised by the Union or the
need to protect the rights and freedoms of
others.

Choose the option that is effective and
least intrusive. The measure should be
genuinely effective and the least intrusive
for the rights at stake.

L

]

5

7

Assessing proportionality:

Assess the importance of the objective
and whether the measure meets the
objective.

Assess the scope, the extent and the
intensity of the interference. - SCOPE:
how many persons would be affected?
- EXTENT: what type of data would be
processed? for how long? - INTENSITY:
would the measure allow precise
condlusions to be drawn about private lives
of individuals?

Proceed to the ‘fair balance’ evaluation
of the measure.

If the measure is not proportionate,
identify and introduce safeguards (such
as: reduce the scope or extent of personal
data processing; introduce a sunset clause
or an expiry term; provide for specific
oversight/governance arrangements, etc.).

https://edps.europa.eu/data-protection/our-work/publications/factsheets/edps-quick-guide-necessity-and-proportionality en
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a5 PykoBopgcteo EDPB o cornacmax cy6beKkToB AaHHbIX,
nonyyaemoix B cootsetcteun ¢ GDPR -ﬁ: l::l

e T OO

L s LT T OO OO

Consent in Article 4{11) of the GDPR ... e

0
1
2
3 Elements of valid CoNSent ... s,

8 GUIdellneS 31 Free [/ freely BIVEN (s e ssssssssesies

311 Imbalance of POWEr ... cerscsssss e
@ 3.12 Conditionality .. sssssss e
313 GranUIARITY c.ccree e ccesssssss s eesssssss e sins
314 DEEMIMIBNT o e cssiss s sssas srsssss

3.2 L o | OO

3.3 INFOPMIEL ..o cccicccs e sssss s e mmn s s s s rrs s

Guidelines 05/2020 on consent under Regulation 2016/679
331 Minimum content requirements for consent to be ‘informed’ ...

332 How to provide information ...,

Version 1.0
34 Unambiguous indication of wishes .....ciiiiiininn

4  Obtaining explicit CONSEMT ... s e sssssss errees

Adovhed an A8 1020 5 Additional conditions for obtaining valid consent ...
5.1 DemOonStrate COMSEML.. i s sssssss s
5.2 Withdrawal of CoOnsent..... i,
6  Interaction between consent and other lawful grounds in Article &6 GDPR ...
7 Specific areas of concern in the GDPR .....iviiiniciiinen
7.1 Children (AFTCIE B) o ncsssssss s
7.11 Information Society SErVICE ...
7.1.2 Offered directly to a child.....oviiiiiiiieinnn
7.13 BUER ittt e e b emnne s g e eir
7.1.4 Children’s consent and parental responsibility ...
7.2 SCientific research
adopted 1 7.3 Data subject’s FEhLS s remcsss s e

&  Consent obtained under Directive 35/46/EC......ccoeeerinn.

https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-052020-consent-under-regulation-2016679 en
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3aasneHue EDPB 06 06paboTKe nepcoHanbHbIX AaHHDbIX B
KOHTeKcTe naHaemuu COVID-19

©

Statement on the processing of personal data in the context
of the COVID-19 outbreak.
Adopted on 19 March 2020

The European Data Protection Board has adopted the following statement:
Governments, public and private organisations throughout Europe are taking measures to contain and
mitigate COVID-19. This can involve the processing of different types of personal data.

Data protection rules (such as the GDPR) do not hinder measures taken in the fight against the
coronavirus pandemic. The fight against icable di isa goal shared by all nations
and therefore, should be supported in the best possible way. It is in the interest of humanity to curb
the spread of diseases and to use modern techniques in the fight against scourges affecting great parts
of the world. Even so, the EDPB would like to underline that, even in these exceptional times, the data
controller and processor must ensure the protection of the personal data of the data subjects.
Therefore, a number of considerations should be taken into account to guarantee the lawful
processing of personal data and in all cases it should be recalled that any measure taken in this context
must respect the general principles of law and must not be irreversible. Emergency is a legal condition
which may legitimise restrictions of freedoms provided these restrictions are proportionate and
limited to the emergency period.

1. Lawfulness of processing

The GDPR is a broad piece of legislation and provides for rules that also apply to the processing of
personal data in a context such as the one relating to COVID-19. The GDPR allows competent public
health authorities and employers to process personal data in the context of an epidemic, in
accordance with national law and within the conditions set therein. For example, when processing
is necessary for reasons of substantial public interest in the area of public health. Under those
circumstances, there is no need to rely on consent of individuals.

1.1 With regard to the pr ing of p | data, including special categories of data by competent
public authorities (e.g. public health authorities), the EDPB considers that articles 6 and 9 GDPR
enable the processing of personal data, in particular when it falls under the legal mandate of the public
authority provi by nati islation and the c iti enshrined in the GDPR.

1.2 In the employment context, the processing of personal data may be necessary for compliance
with a legal obligation to which the employer is subject such as obligations relating to health and safety
at the workplace, or to the public interest, such as the control of diseases and other threats to health.

1

CornacHo no3uumm European Data Protection Board,
onyb6aMKoBaHHOM 16.03.2020, OEeNCTBYHOWMM
3aKOHOAATeNIbCTBOM NpPeayCMOTPEHbI Bce Heobxoaumble
npaBoOBble OCHOBaHMA, NO3BosAOWME paboTogaTensm u
KOMMNETEHTHbIM opraHam 34paBOOXPaHEHMA
obpabaTtbiBaTb NEPCOHA/IbHble AaHHble B KOHTEKCTE
anngemun COVID-19 6e3 HeobxoaMMoCTM MNoNyvYeHUs
cornacnm  cybbekToB  AaHHbIX. I3TO  NPUMEHMMO,
Hanpumep, Korga o6paboTKa NepCcoHaNbHbIX AaHHbIX
Heobxogmma paboTogatenam no NPUYMHAM,
npeacTaBnArWMM 0bLWEeCTBEHHbIN MHTEpeCc B obnactu
06LW,EeCTBEHHOrO 34PAaBOOXPAaHEHUA WAM AN 3aLUUTI
KU3HEHHO BaXHbiX MHTepecoB (cT. 6 n 9 GDPR) naun ana
BbINOMHEHNA  WHbIX  OPUANYECKN  3aKpenieHHbIX
oba3atenbcTtB. TakXe 3aTPOHYT Bonpoc 06paboTKu
AAHHDBIX, MONYy4YaeMblX C WCNONb30BaHWMEM CPeACTB
3NEeKTPOHHOWM CBA3M, TaKMX KakK AdHHble
MECTOMNONOXEHUA W3 MOBUAbHLIX MNO0JIb30BATENbCKMX
YCTPOMCTB.

https://edpb.europa.eu/news/news/2020/statement-processing-personal-data-context-covid-19-outbreak en



https://edpb.europa.eu/news/news/2020/statement-processing-personal-data-context-covid-19-outbreak_en
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Pykosoactso EDPB no 06paboTKe aaHHbIX O 340p0Bbe ANA
Hayu4HbIX UccneaoBaHUit B KOHTEKCTe Bcnbiwku COVID-19 -ﬁl

I 6‘;{ 885 I 1 INErOAUCTION. cerseesreeeereee e seererrarassassnssesne e sse s srarassssnarssnasssereesanenss

W 2 Application of the GDPR ... e see e e enee e s esae e erans

'osY 141% 0 3 DEFIIIONS oot ee e e e e e e ee e ee e eaeen e ennn
0" _]_ ] 3 >

G A G Ul d el INES 31 “Data concerning health” ...

@ 3.2 “Processing for the purpose of scientific research” .............

3.3 “FUrther processing” .o seersseercsrsssersssessssssassssssssasassans

4 Legal basis for the processing.....eeceecieeccee e

Guidelines 03/2020 on the processing of data concerning
health for the purpose of scientific research in the context of T I 0 14 B-7= | S
the COVID-19 outbreak

4.2 National legislations ... vieeerseer s erer e ersseres e s rasaeenes
Adopted on 21 April 2020 5 Data protection principles........o o ueeceeeeeeere e e ens
5.1  Transparency and information to data subjects ......ccceveene

5.1.1 When must the data subject be informed? .................
5.1.2 EXEmMPIIONS . e

5.2 Purpose limitation and presumption of compatibility .........
5.3 Data minimisation and storage limitation....ccoeeceervveereeaennns
5.4 Integrity and confidentiality .....cccoeeeerivevcrcer e crssee s e rraeens

6 Exercise of the rights of data subjects........cccoooveerecreeeeeee.
7 International data transfers for scientific research purposes......

B SUIMIMEAINY eeteeereereescreaeeesseeseesasssesesssessesasssessassassersnssnerasssesessseass

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines 202003 healthdatascientificresearchcovid19 en.pdf



https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_202003_healthdatascientificresearchcovid19_en.pdf

48 Pykosoacteo EDPB no ncnonb3oBaHUIo AaHHbIX O MECTOHAXOXAEHUN U
CpeAacTB OTC/IEXXMBAHUA KOHTAKTOB B KOHTEKCTe BcnbiwKku COVID-19
CornacHo pykoBoactBy European Data Protection Board,
BbIAENAKOTCA ABE OCHOBHbIE LeNn:
1. oTcnexusaHue MEeCTOMNONIOXKEeHNA ana

8 G d | MoAennpoBaHuA pacnpoctpaHeHua COVID;
ulaelines 2. OTCNe)sMBaHME KOHTAKTOB ANA YBeAOMIEHMA O

HaxoXAeHUn pPALOM C NoATBEPXKAEHHbBIM
Hocutenem COVID.

Ana nepBoﬁ uenun HYXXHO MCNo/2ib30BaTb

dHOHMMU3NPOBAHHbIE  AOdHHbIE, d MCNnosib3oBaHUe

Guidelines 04/2020 on the use of location data and contact |_|p"’”'loﬂ'“:-"""”71 ANA  OoTCheXnBaHMA KOHTAKTOB [AO/TKHO
tracing tools in the context of the COVID-19 outbreak 6bITb pl06 POBO/IbHbIM. KpON\e TOro, MOBOUNbHbIE
Adopted on 21 Apeil 2020 NPUNOXEHUA NO OTC/IEXXUBAHUIO KOHTAKTOB He A0/IXKHbI

MOHUTOPUTb OTAE/IbHbIE AGVICTBMH Cy6'beI-(TOB.

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines 20200420 contact tracing covid with annex en.pdf



https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_20200420_contact_tracing_covid_with_annex_en.pdf

PykoBoacteo APD no usmepeHuio temnepartypbl pusnyeckmnx
49 [l
NNy, B KOHTEKcTe BcnbiwKku COVID-19
Benbruincknin opraH no 3awmTte AaHHbIX, Autorité de
protection des données, onybankosan 5 nioHs 2020 roaa

RGPD THEMES DE VIE LEGISLATION ET DECISIONS PyKOBOﬂ,CTBe, COrMmacHO KOTOPOMY KOHTpOAepPbl AaHHbIX
PRIVEE MORMES

Foi I:er plus :.=;._. Ematigue sur e Nos activités quotidienmnes ) Avis, c':c"_=i'o_."_f_£.r Mo ryT peaﬂ M3OBbI BaTb rl Oﬂ MTM KM ,ﬂlo CTyna H a 06.be KTbI
HeaABUXNMMOCTMH, KOTOpble BK/TKOYakOT naImepeHume
Prise de température dans le cadre de la lutte contre le COVID-13 TeMnepaTypbl C HOMOLUIbl'O TepMOMeTpOB’ LIIMd)pOBbIX
Prise de température dans le cadre de la lutte contre le CKaHepoB 1AM TenJI0BM3NOHHbIX Kamep. B caeTe 3T0r0 B
CovID-19 PykoBoacTBe nogyYepKMBAETCA, YTO KOHTPONEPbI AaHHbIX
OONXKHbI, cpegm npoyero, cobntonatb GDPR,
L’APD constate que dans le cadre de la reprise de la vie sociale ef économique, les 06eC|'|e‘-'|MBaTb 6e30r|aCHOCTb AaHHbIX OcyLLlleCTBflﬂTb

responsables du traitement cherchent des solutions technologiques en vue de o ’
détecter @ l'entrée de leurs batiments les individus qui présentent de la fiévre afin DPIA npu TaKOU He06XOAMN\OCTM, Hagnexawunm

d'éviter qu'ils n'y pénétrent, et ce dans le but de prévenir d'autres contaminations
au sein des batiments. Ils considérent que la mise en place d'une telle politique

obpasom BbIGBMpaTb NpaBoOBOE OCHOBaHWEe  ANA

d'accés fait partie de leur mission (a savoir protéger la sécurité et la santé des 06 pa 6OTKV| pla HHbIX
PETSOMNES CONcernées). '

Kpome Toro, PykoBoAcTBO NpeaiaraeT Tpu cLeHapua ans
OUEeHKM npumeHmmoctn GDPR K paccmatpuBaemon
aKTMBHOCTU: 06paboTKa CBeAeHMI O TemnepaType He
npeacrasnaet coboii 06paboTKy NePCOHANbHbIX JaHHbIX,
ecnn He QUKCMPYIOTCA JOMONHUTE/bHbIE JaHHble WM
ecnun 0bpaboTKa He OCyLLECTBAAETCA aBTOMaTU3MPOBaHO.
HakoHel, B PykoBoACTBe AenaeTca BbIBOA, O TOM, YTO B
S OTCYyTCTBME MPAMOro TpeboBaHWI 3aKOHa KOHTPOAEpbI
AaHHbIX MOTYT He NPOBOAMUTb  WMHAMBUAYaNbHbIA
TemnepaTypHbIli KOHTPO/b C UCMONb30BAHUEM CIOMHbIX
SNEKTPOHHbIX YCTPOWCTB WAM C LUenblo  dUKcaumm
Pe3y/NbTaTOB TaKOrO KOHTPONA.

en vertu du RGPD comme le fait d'assurer |a transparence vis-8-vis des

https://www.autoriteprotectiondonnees.be/prise-de-temperature-dans-le-cadre-de-la-lutte-contre-le-covid-19



https://www.autoriteprotectiondonnees.be/prise-de-temperature-dans-le-cadre-de-la-lutte-contre-le-covid-19

OHnaitH-cepBuc ot AEPD noarotoBKM AOKYMEHTOB ANA
BbiNo/AHeHUA TpeboBaHnit GDPR -IQI

Py a = McnaHckmMin opraH no 3awmte AaHHbIX, Agencia

L BUSCAR MENU ~ .7
Espaifola de Proteccion de Datos, obbvasun o
1 > Guides and tools Fecilita EMPRENDE 3anycKke OHNaMH-cepBuca nofg Ha3aHuem Facilita

Emprende (ecTb BepcMM Ha MCMAHCKOM M
Facilita EMPRENDE aHIMIACKOM) ANns TOro, 4ytobbl MOMOYb MaﬂOMY
6u3Hecy 1 cTapTanam C BbiNoJHeHNeM TpeboBaHW
GDPR. Cepsuc paboTtaeT Ha OCHOBe 3aMO/IHAEMOro
ONPOCHWMKA, C MOMOLLbD  KOTOporo  6yayt
aBTOMATMYECKN TeHepupoBaTbC Heobxoaumble
AOKYMEHTbI, BK/1tOYaA MNONUTUKY
KOHOMAEHUNANBbHOCTU, NOAUTUKY MCNONb30BaHMA
A two-tiered information policy composed by the informative clauses to be provided at the time that data are collected, and d)a Mnos cooki € AOroBopHbIE ycnosua o
a privacy policy NepCcoHaNnbHbIX AHHbIX U MHOTOE ApYroe.

pre-printed Records of Processing Activities (RAT);

This new tool seeks to support entrepreneurs and start-ups the processing activities what invelve strong innovative

features and the use of new technologies.

the incident record form in erder to comply with article 33.5 regarding the documents of security breaches that affect or

may affect personal data;
a set of contractual clauses to be included in any contacts subscribed with providers and data processors;
if your company has a website featuring cookies or similar technologies, a cookie policy.

a series of recommendations and guidelines in order to help you with the process of adaptation with regard to management
of security breaches, assistance to the exercise of rights, recommendations on video surveillance, and specific instructions
for the management of the risks associated to processing, as well as privacy strategies and security measures to be

implemented.

A series of recommendations to prevent digital harassment.

https://www.aepd.es/en/guides-and-tools/tools/facilita-emprende



https://www.aepd.es/en/guides-and-tools/tools/facilita-emprende

51

BcnomoratenbHas MHGOpPMaLMA OT KOMMEPUYECKUX U
HEKOMMepPUYECKUX opraHusauumi

WHY DO YOU GET THAT LOOK
WHENEVER WETALK ABOUT
GDPR COMPLIANCE™

K ornaBneHuro




52 GDPR Ha pycckom s3bike oT KomaHabl Data Privacy Office

Features

* X ¥

*

* |GDPR %

*

2 or 3 languages side-by-side

Recitals mapped to articles

References to case law

Explanations to
particular paragraphs

Recitals mapped to paragraph

*

*

English

Article 2. Material scope

CJEV, C-25/17, Jehovan todistajat, 2018-

Cratba 2. MaTepuanbHas chepa
nencTena

MepeBos  MNOArOTOBAEH  KOMaHAOM  MPaKTUKOB,
exegHeBHO paboTtatowmx ¢ GDPR. Pabota Benacb nog,
PYKOBOACTBOM Certified Information Privacy
Professional (Europe) n Certified Data Privacy Manager
Ceprea BopoHKeBMya.

v BbibpaHa KOppeKTHaa M Haubonee npubamkeHHaa K
NEePBOUCTOYHUKY  TEPMMUHONOIUA B  nepeBoae:
Hanpumep:

" npoueccop BMecTo 06paboTumka;

= KOHTPOJIEP BMECTO KOHTPO/EPQ;

" IerMTUMHbIN MHTEePEC BMECTO 3aKOHHOrO;

= orpaHuyeHue uenblO BMecTo orpaHuyenunsa uenk.

v  TeKcT npuseaeH B TabAWuHbIA BUA, rOe PAAOM C
nepeBoAOM MOKA3bIBAETCA OPUIMHAN Ha OPMUMANIBHOM
asblke  EC. UmeeTca  nepeknwoyatenb  mexay
MHOeCTBOM A3blKOB. MOHO BbIBOAUTb U TPU A3bIKa.

v’ MNop, ctatbamMm mam naparpadamm ecTb CCbIIKM Ha
cynebHble npeuegeHTbl M Guidelines Haa30pHbIX
opraHoB (BKAOYas camble CBeXxue Bpode Ha Temy data
protection by design).

v’ PasmelLeHbl KOMMEHTapUN U 0B bACHEHUA.

v/ BecnablBaolme  NOACKaskM € onpeaeneHuamu
TEPMWUHOB U3 CTaTbM 4.

v Mapping npeambyn He TONbKO K CTaTbaAM, HO W
OTAeNbHbIM naparpadam BHYTPU cTaTen. Bbl morkeTte
NPOYUTATb HYXKHYIO Npeambyny, He NOKMAAA CTPAHULLY.

https://gdpr-text.com/



https://gdpr-text.com/

53 Cob6bnwopeHne GDPR npu nogbope nepcoHana

SmartRecruiters PRODUCT v PLATFORM v HIRING SUCCESS v COMPANY v OTtBeTbl OT KomnaHuu SmartRecruiters Ha

4yacTo 3agaBaemble Bonpocbl 06 obpaboTke

nepCcoHa/ZIbHbIX AadHHbIX coucKaTtenen npu

npouecce noabopa nepcoHana.

GDPR and R i+ " PaccmaTtpuBatoTtca obwme BOMNPOCHI

and kecruitmen 0bpaboTkM NepcoHasbHbIX AAHHbIX

Frequently Asked Questions . coucKaTtesiel, MNOJMyYeHMaA WX  cornacvs,

The General Data Protection Regulation (GDPR) will greatly impact the way npuenevyeHune TpeTbnX NNy K O6pa 60T|'(e, C60p

companies recruit globally. We have answered some of the most urgent I'IepCOHafl bHbIX ﬂ,aHHbIX COMCKaTeﬂel‘/’I n3
questions recruiters have about what this means for them and what they need

- OTKPbITbIX MCTOYHWUKOB, AOOKYMEHTMPOBAHUE

‘ .‘\\,,\to\do now to prepare.

t@'ﬁ\ — ~ .‘ npouecca noabopa nNepcoHana C TOYKM
) - 3peHus TpebosaHuit GDPR.

https://www.smartrecruiters.com/resources/gdpr-recruiting/recruitment-gdpr-faq/



https://www.smartrecruiters.com/resources/gdpr-recruiting/recruitment-gdpr-faq/

54 TMNocobue no ayauty BbinonHeHUa TpebosaHunii GDPR ot ISACA

RPPO

Key GDPR Domains and Requirements

Response plan

Communicate within 72 hours of
discovery

Data breach

Impact assessment

Fix

Document data processing
activities

Who you are

What you are doing with the data

Documentation
Legal basis for storing and
processing

Privacy notices

Data retention periods

Right of complaint to the ICO What

Where
Why

Data audit

Whom it is shared with
Origin
Format

Understand when to conduct a

data privacy impact assessment
(DP'A - Article 35) New Systems

Implement security by design /

Yes DPO required
Data processor DPO required
DPO No Public sector DPO required
Store or process sensitive data DPO required
No DPO not required

Identify

Information systems that store or

Secure
process personal data

Monitor

Process for rejection

Internal processes

GDPR

Process for response

Develop systems and allocate
resources to validate and respond to Process for porting data

subject access requests

Process for amending

Process for erasure

Management awareness

Awareness

Operations training

Legally entitled

Explicit consent (revocable)

Legitimacy Verify age

Children If ‘global’ company, minimum age

varies across states

Select lead supervisory authority

Global company

Natify local supervisory body

https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/How-to-Audit-GDPR.aspx



https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/How-to-Audit-GDPR.aspx

55 YeKnuct no ayguty BbinonHeHusa TpebosaHuii GDPR ot Gartner

Gartne

GDPR Audit
Checklist

The Gartner GDPR Audit Checklist helps organizations prepare
nternal and external audits of GDPR compliant

Instructions:
1. Track the status of all ch st items until fully compliant.
2. Usa tha notes page as needed for commeants on prograss.

For each reguirement we have noted the relevant GDPR arti
for easy refaerenca.

Status key

FC = Fully compliant IP=In progress NG = Mot compliant

MA = Not applicable

Reference

Audit question Status
1 article
Do you maintzin an oversrching dsta protection policy that dem onstrates complisnoa . FC IF L Ha
with requiramants induding proosssing, prvacy by design and recoed koaping? - 0 0 Ol Ol
Do vou train &l employess on GOPR requirements and prindples — including _
processing activitios, controls, privecy Impact assossmants, sudis, data subjoct R P IF R HA
righits, roparting linas and privacy by design — and the potential im pact of i [ [ [ [
nonoomplianca?
@ -
2 | Do you regulsrly test, retrain and maintain recceds of training for employees who - FC IF R A
@ | hande persanal data on thel undarstanding of GOPR reguirements? e O 0O O O
g if v?‘u r:qnlri'a :;tlnr.lm'.r.scto'nolllcsr':DFﬂl.dm'. b or sha hawe reporting :;.lll'or':\_- 1 FC IF N MA
to tha highast loval of manasgemant, nacassary resources, indepandencs, an )
E autharty to enswre complisnce with the GODFR and othar data protection lows? 8145} o O o o
s |
2 7 A
5 Is tha 0PD bound by secrecy or confidentialty conceming the performance of his 2als) FC IF LS H
g | orhertasks? = o o [ [
2 I
& If tha PO has other responsibilfios, hova thay boan assassed to svoid conflicts 2a(E) v IF R A
of infarest? v O [ O O
i F IF R MA
Does tha BP0 hava tha knowlodge and abikty ta fulfill tzsks outhned in &rtido 397 O e O O
Have you shered tha DPO's contact information intsrnally, publichy and with the —— FC IF L= NA
relgvant supervisory authorfty? o O O O
] intai rd: t and daks ratant I 241,23 e il e ha
o you maintzin resords mansgement snd dots ratention policics? 241,2.3)
- : o|lo|o|o
do r - P IF 1= L
Hawa you documantad principlas to justify ratontian periods? 1
: I olo|o|o
randl d o Lawhuby, farty andd 2 r st il I Bl B
Is personal data processed |awfully, fairly and in & transparem manner? PEET o O fa fa
Iz parzonal data colkeoted for spacified, explich and legitimate purposes, and not 1) F IF HE A
furthiar procsssed in s menner iIncompabibls with thoss purposas? O O O O
Is personal data relevant, limited and minimized to what is necessary in ralation to tha s FC IF HC NA
purpases far which they are proosssed? O [ Cl Cl
] -
@ | |3 personal data soowats snd kept up to dete — and Is every ressonabls stap tskan sl FC IF NC NA
B | o ensure necowats parsonal data is erssad and rectified without daley? o O O O
g 1= perzonal data kept only for 2 long as is necesary for tha purpasss for which . FC IF HC HA
% it Iz procassad? a 0 0O 0O
-i |z perzonal deta processed in a manner that srsures appropriats sacurity of the
% | parsonal data, inchuding protection ageinst unsuthortzed or unlawiul processing sl FC IF NC L
& | and against accidental loss, destruction or damage, using sppropriate tecdhnioa o ' n i i
2 | organizational mezsures?
a
Hawa you claarly identfied, detsiled, documanted and ket up o data the purposels) 1) FE& IF HE R
of processing parsonal data? m n l l
Hawn you mplamentod approprista technical or argantzationsl meassures to onsura 01 FC P HC: MA
saourty of personal data, Indisding protection sgainst unswthortzed procassing, 2401.7) O o o o
accidental loss, destruction or damags? o
If yoou process speclal categories of sensithe data (revealing acial or ethinic onigin,
palrtical opinions, raligious or phiicsophical baliofs, trada union membership, ganctic FC P HC: MA
ta, biometia data for unigusly entifying a natural parson, data cancaming haalth = k] 0 o o o
oo data concaming a natural parson’s sax ife or sexual orentation], sre you in
complianca with Artidle 53] conditions?
If you proocess parsonal data relabing to ariminal convictions and offerses or relstod Fi IF H LA
seourity massures based on Articks G{15, Is this carried out under tha control of offics o
authority or suthorized by unlon or membar stats bw? O O O O

https://emtemp.gcom.cloud/ngw/globalassets/en/legal-compliance/documents/trends/gdpr-compliance-audit-checklist.pdf



https://emtemp.gcom.cloud/ngw/globalassets/en/legal-compliance/documents/trends/gdpr-compliance-audit-checklist.pdf

56 «PyKoBopacTso no BbixkusaHuto» ¢ GDPR or Linklaters w

Is processing Does it trigger Might you be
based on the Does it trigger Does it trigger the Automated additional Do you lose the exempt from
Processing condition the ‘right to be data portability decision making requirements for ‘one stop shop’ Privacy Impact
Condition contestable? forgotten’? right? allowed? privacy notices? mechanism? Assessments? Other issues

Restrictions
on children

Yes.
Must refer to

Yes.
Explicit consent

Yes

Yes. .
Withdrawal can

Consent can be

Consent withdrawn. trigger right. allows automated withdrawal right. consenting online.
decision making.
Art. 13(2)(c)
Art. 6(1)(a) Art. 7(3) Art. 17(1)(b) Art. 22(2)(c) Art. 14(2)(d}

Yes.
Art. 20(1)(a)

21(4)

Yes. Yes. Allows
automated
Contract decision making.
Art. 6(1)(b) Art. 2001)(a) Art. 22(2Na)
Yes. Allows
Legal automated
obligation to the exercise of decision making.
right.
Art. 6(1)(c) Art. 17(3)(b) Art. 22(2)(b)
Yes.
Vital Individuals have
A right not to be
interests subject to this.
Art. 6(1)(d) Art 29
Yes. No, and Yes. Yes. Must
Public Right to object Individuals have refer to right
: applies. to the exercise right not to be to object.
functions of right. See exprass subject to this.
exclusion in
Art. 6(1)(e) Art. 21{(1) Art. 17(3)(b) Art. 20(3) Art. 22 Art. 21(4)
Yes. Possibly. Yes.
Legitimate Right to object Individuals have ) used by public
interests applies. right not to be interests and autharities.
subject to this. right to object. Can be difficult to
Art. 13(1)(d} use with children.
Art. 6(1)(} Art. 21{(1) Art. 17(1)c) Art. 22 14(2)(b) & Art. 6(1)1)

https://lpscdn.linklaters.com/-/media/files/linklaters/pdf/mkt/london/tmt data protection survival guide singles.ashx



https://lpscdn.linklaters.com/-/media/files/linklaters/pdf/mkt/london/tmt_data_protection_survival_guide_singles.ashx

57 PykoBoacTtBa no yuyety TpebosaHuii GDPR npu pa3pabotke NO

* [na Be6-pa3paboTUMKOB: PyKOBOACTBO MO NPMBATHOCTM AN1a Bpay3epoB OT KOMaHAbl pa3paboTtumkoB Chrome

* [Ona pa3paboTunKoB NPUNOXKEHUIA: PYKOBOACTBO MO 3aLMTE KOHOUAEHLMANbHOCTU NO/b30BaTENEN, COCTaBAEHHOEe
Atlassian gna pa3paboTyMKOB MNPUNOXKEHWUIM, B KOTOPOM onucaHbl TpeboBaHuAa GDPR, a Takke 06A3aHHOCTM
pa3paboTUMKOB M HEKOTOPbIE NPAKTUYECKNE NPUMEpPDI MO MCNOAHEHUM 3TUX 06A3aHHOCTEN

* [Ona Android-pa3pabotumnkos: 0630p nameHeHu B Android 10, Kacatowmeca KoHPUAEHLNANBHOCTU NONb30BaTENEN
M NpenocCTaB/eHMA NONb30BaATENAM KOHTPOIA HaZ CBOEM NPUBATHOCTbIO

* Ana Apple-pa3paboTumMKoB: JOKYMEHTALMA NO 3alunTe KOHOUAEHLMANBHOCTU N0/b30BATENEN, COAEpPKaLLaa BCe -
OT KOHLENTYyaNbHbIX OCHOB A0 OTPaC/EBbIX M FOCYAAPCTBEHHbIX PYKOBOAALLMX NPUHUUNOB, a TakKe cneundurkaumm
KOMM/IEKTOB A5 Pa3paboTKu nporpammHoro obecneyeHumsn

* [Ona paspabotumkos, ucnonbsyrowmx APIl-uHtepdeiic Google (Bkntouaa Google Sign-In): ychoBma npeaocTaBaeHuUn
ycayr Google API, a TakXe NnoanTUKa B OTHOLWEHUU N01b30BaTeNbCKUX AaHHbIX Google AP| Services

* Ona Facebook-pa3spaboTunKkoB: npoueaypa pearmpoBaHWA Ha 3anpoc Monb3oBaTens o6 yaaneHuu ero
NepCcoHanbHbIX AaHHbIX, cepBuc ThreatExchange 1 ero HaCTPOMKN KOHOUAEHUNANBHOCTU, NYOAMKALMA KOHTAKTHOM
nHoopmaumm o Data Protection Officer, onucaHve 0BGHOBAEHHbIX Mep MO 3awWmTe KOHOUAEHUMANbHOCTU
nonb3oBaTesien Npu nx ayteHTudPpuKkaummn, Obuana noantuka naatbopmbl Facebook

* Ona pa3pabotunkoB, wucnonb3ywwmux APl-uHtepdeiic Twitter: pykoBoACTBO N0 KOHPUAEHUMANBHOCTU
No/ib30BaTe/IeN, KOTOPbIE OXBATbIBAKOT BAPUAHTbI MCNOb30BAHMA N HACTPOIMKKN pa3pabaTbiBaemoro MO

* [Onsa pa3pabotunkos, ucnonbsyrwmnx Google Firebase: gfokymeHTauma Google Firebase no KOHOUAEHUNANBHOCTU U
6e30NacHOCTM, KOTOpPas BKAKOYAET onnucaHne npumepos 06paboTKM NepcoHaNbHbIX A4aHHbIX NOAb30BaTeNEN

* Ona paspaborumkos, mucnonb3sywwmx GitHub: PykoBoacTtBo pa3paboTymKa, B KOTOPOM pPacCCKasbiBaeTCs, KakK
ncnonb3zoBatb REST APl v3 B pyHKLMAX 3aLUMLLEHHbIX BETOK, AOCTYMNHbIX B Ny6AMYHbIX peno3ntopuax ¢ GitHub Free,
a TakXe B NYB6ANYHbBIX M YacTHbIX peno3utopuax ¢ GitHub Pro, GitHub Team u GitHub Enterprise Cloud



https://developer.chrome.com/extensions/user_privacy
https://developer.atlassian.com/cloud/confluence/user-privacy-developer-guide/
https://developer.android.com/about/versions/10/privacy
https://developer.apple.com/documentation/uikit/protecting_the_user_s_privacy
https://developers.google.com/terms/
https://developers.google.com/terms/api-services-user-data-policy
https://developers.facebook.com/docs/apps/delete-data/
https://developers.facebook.com/docs/threat-exchange/reference/privacy/v4.0
https://developers.facebook.com/policy/
https://developers.facebook.com/blog/post/2018/05/01/facebook-login-updates-further-protect-privacy/
https://developers.facebook.com/policy/
https://developer.twitter.com/en/developer-terms/agreement-and-policy#c-respect-users-control-and-privacy
https://firebase.google.com/support/privacy
https://developer.github.com/v3/repos/branches/

Kpatkoe pykosoactBo TeachPrivacy no nogrotoske u
nposeaeHuto TpeHuHros no GDPR

(1) Motivation: Why should people cara?

A Guide to

(2) Definition: What is personal data?
(3) Responsibilities: What should people know about the way the

GDPR Training organization handles privacy? What should people do in their jobs 5
? T EunT 1 EUrE o
by Daniel J. Solove to protect data? 9 BEWT
Motivation

If people don't care, they won't pay attention and won't change their behavior. People need to understand why
privacy matters and the concrete implications that violations of privacy can have on individuals, on the
organization, and on the workforce members involved in a violation. People pay a lot more attention when they
are told why they should be paying attention.

Definition

People need to know what data is covered. People must learn roughly how to
identify personal data and sensitive data. A challenge hereis that the GDFR
has a definition of personal data that is different from how US law defines

it. US law defines it in many different ways.

People don't need to know each particular definition — otherwise, their
heads would spin. The key goal here is to get people to understand that a lot
of data that they might not think is personal data in fact can be personal
data. Data that alone is not identified to a particular person can be combined
with other data and become identified to that person. Soitisn't possible to
provide a comprehensive list of all personal data.

My strategy here is to deepen people’s understanding and teach them enough
so that they ask when they are uncertain and avoid making false assumptions.

Responsibilities

People need to be taught what they should know about how an organization handles its responsibilities for
protecting data as well as their role in the process. This can be accomplished by teaching people what protecting
privacy entails more conceptually. By this, | mean that training should focus on the Fair Information Practice
Principles (FIPPs). The FIFPs are the backbone to most privacy laws, and despite all the differences in privacy laws
around the world, the FIPPs have widespread consensus.

https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/2019/04/GDPR-Training-Guide-TeachPrivacy-Privacy-Awareness-Training.pdf



https://a5h8v9a3.stackpathcdn.com/wp-content/uploads/2019/04/GDPR-Training-Guide-TeachPrivacy-Privacy-Awareness-Training.pdf
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Welcome to GDPRhub

Main page Discussion View source History
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GDPRhub is a free and open wiki that allows anyone to find and share GDPR insights across Europe
The content on GDPRhub is divided into two databases: decisions and knowledge.

In the decisions section we collect summaries of decisions by national DPAs and courts in English. The summaries can be searched by relevant GDPR article, issuing DPA or deciding
court, Every day we monitor more than 50 webpages in each Member State. This page currently contains 100+ decisions and the goal is to reach 500+ by the end of 2020, We
believe a good overview of national decisions is a key to a pan-European debate on the interpretation of contentious GDPR issues. Get all new decisions delivered right to your
mailbox and subscribe to the GDPRtoday newsletter!

In the knowledge section we collect commentaries on GDPR articles, DPA profiles, and 32 GDPR jurisdictions (EU + EEA). In this database you can find anything from the phone
number of the lcelandic DPA to a deep dive into each artide of the GDPR.

Your nayb.eu Team

GDPR Decision Database GDPR Knowledge

Here you can find 100+ national GDPR decisions, arranged by GDPR Article, DPAs or Here you can find a commentary on the first 21 GDPR Articles, profiles on 32 DPAs and
the relevant Courts. profiles on 32 GDPR jurisdictions.

@ @
v -

Al

Decisions by Articles DPA Decisions Court Decisions GDPR Commentary DPA Profiles Jurisdiction Profiles

Get a summary of new decisions with GDPRtoday!

Our team will send you a quick overview of all national decisions of the past days from all across Europe - right to your mailbox

o
and in English. Obviously it's free and you can cancel at any time! o
©

HKO "None of Your Business" («He TBoe aeno») no 3awimte npmMBaTHOCTU, CO3A4aHHAA LUMPOKO U3BECTHLIM
Kpyrax Makcom LLpemcom, 3anyctuna HOBbI pecypc Ana nobuteneit eBponenckoro 3akoHoAaTeNbCTBa O 3awumTe
OAHHbIX, KOTOPbIA NpeaocTaBaseT cobor co3gaHHyo Ha wiki-gBuxkKe 6a3y eBponencKon NpaBoONPUMEHUTENBHOM U
cyaebHon npaktnkm GDPR. 3Ta 6a3a gaHHbIX AaeT NpeAcTaB/liEHUE O KAKUYEBbIX AUCKYCCUMAX NO MHTepnpeTaumm
cnopHbix Bonpocos GDPR. GDPRhub Takke copepxut 6a3y 3HaHMi o GDPR, KoTopaa coaepuT uHpopmaumio o
TONKOBAHUN U MOHUMAHUM OTAENbHbBIX MONOXKEHMN €BPOMNENCKOrO 3aKOHOAATEIbCTBA O 3aLLMUTE AAHHbIX.

https://gdprhub.eu
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61 Data Protection (Privacy) by Design and by Default

3almTa NnepcoHanbHbIX AaHHbIX N0 YyMmoa4aHuto (privacy by default)

» CyTb NpUHUMNA: MUHUMU3ALMA aKTUBHOCTEN No 06paboTKe NepcoHasibHbIX AaHHbIX — YEM MeHblle 06bem
obpabaTtbiBaeMbIX AaHHbIX, MeHbLLEe CNOCOOOB M CPOKOB MX 0O6PabOTKM, MeHbLUE KPYr BOBAEYEHHbIX B
06paboTKy TpeTbMx AuL, Tem 6e3onacHen Ana cybbeKToB AaHHbIX M CAMOro KOHTPOepa.

»  MuHUMU3aUMA 06pabOTKM NEepCoHaNbHbIX AaHHbIX MO3BO/SET BbIBECTU YacTb BU3HEC-NPOLECCOB M3-Mog,
PEerynMpoBaHmnsa 3aKOHOAATENbCTBA O NEPCOHA/bHbIX AaHHbIX U TEM CaMblM CIKOHOMMUTbL CU/bI U CPEACTBa
1A KOHTPONEPOB.

» MpuHumn Privacy by default TpebyeT oT KOHTpoONEpOB coba0AaTL NPUHLMN NOAOTYETHOCTU (accountability
principle), To ecTb 3HaTb B Kakux npoueccax u UT-cuctemax o6pabaTtbiBatoTCA AaHHbIe, B KAKOM 06beme, ¢
KaKOW LEeNblo U KaK AOANTro.

MpoeKTnpyemas 3alinTa NePCcoHaNbHbIX AaHHbIX (privacy by design)

» [puHuMn npusBaH pewntb npobnemy «HeAaNbHOBUMAHOCTUY»  KOHTPO/JEPOB, KOTOpble  AOJIXKHbI
3abnaroBpeMeHHO MPOoAYMbIBaTb MEXaHM3Mbl 3aLUUTbl NEPCOHAsbHbIX AAHHbIX Ha 3Tane MJaHMPOBAHUSA
npoueayp Mx obpaboTkM B 6M3HEc-aKTUBHOCTAX U UT-cuctemax. MpuHUMn gomkeH ObiTb BHegpeH B
NPOLECCbl KU3HEHHOro UMKna paspaboTkmn cuctembl (SDLC), ynpaBieHMA M3MEHEHMSAMMU, a TaK Ke B
NPOLECChl MPOEKTHOrO ynpaB/ieHus.

» Cnegya aToMy NPUHLKUNY, KOHTPONEPbl Nepes 3anyCKoM HOBbIX (MoaudUKaUMEN yKe CYLLECTBYHOLLINX)
6usHec-akTMBHOCTEN/UT-cMCTEM  AONXKHbI  NPOaHaNUM3UMPOBaTb BO3MOXHblIE PUCKM ANA  CyObeKToB
NepcoHasbHbIX AAHHbIX C TOYKU 3pEeHMUSE BO3MOXKHOCTU peann3aumm Mx NpaB Ha AOCTYMN K CBOMM AaHHbIM,
aKTyanusaumm obpabaTbiBaeMblX JAaHHbIX, NPeKpaLLeHNs 06paboTKM AAHHbIX U T.4,

» [OononHUTEeNbHO OLIEHMBAETCA BO3MOXHbIN Bpen CybbeKTam nepcoHasbHbIX AaHHbIX (privacy impact
assessment), KOTOpPbIM MOMKET ObiTb MM HaHeceH B C/Ay4yae HapylweHuAa KoHPUAEeHLMaNbHOCTU
NepcoHasbHbIX AAaHHbIX M 6€30MacHOCTU UX 06pabOoTKM.
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UccneposaHue ot 2014 ropa no npuBaTtHocTU n Data

Protection by Design ot ENISA

Privacy and Data Protection by Design
— from policy to engineering

December 2014

*
* *

o

. enisa

*
- .
European Union Agency for Network and Information Security WWW.enisa.europa.eu

B sTom uccnepoBaHuun npeactaBneH 063op cnocobos u mep,
KoTopble MoOryT OblTb WCMO/Ab30BaHbl A/1A NPEOoAONEeHUA
pa3pblBa Mexay CYLLEeCTBYIOLWEN NpaBoBOoM 6a3on B cdepe
3aWMTbl  MEpPCOHaNbHbIX  AAHHbIX M UMeLWMmMUcA
TEXHONOTMAMM 06paboTKM  MHPOpmaumn. B  poOKymeHTe
OMNUCbIBAETCA  MeTof,  COMNOCTaB/eHMA tOPULANYECKMX
TpeboBaHUA C NPOEKTHbIMM  CTpaTerMaMK,  KoTopble
No3BOAOT Pa3paboTumKy cuctembl BbIOMPATb noaxoaalime
MeToAbl ANs  peanusaumm  onpeaeneHHblx TpeboBaHUM
KOHOMAEHUMANbHOCTU. Kpome TOro, B OT4YeTe OTpPaKeHbl
OrpaHnYeHmna (Kak 06 bEKTMBHbIE, TaK U BbI3BaHHbIE TEKYLLMM
YPOBHEM  TEXHMKM)  OMUCbIBAEMOro  MeToZa.  TaKxke
NPUBOAATCA PEKOMEHZALMN NO NPEOSONEHUID N CMATYEHUIO
3TUX OFPaHUYEHUN.

https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design



https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design
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MpakTnueckoe pykosoactso ot AEPD no Privacy by Design:

npuHUUNbI

1L

Proactive
not reactive;
Preventive
not Remedial

Full

Functionality:
Positive-Sum,
not Zero-Sum

End-to-End,
Lifecycle
Protection

Privacy as the

Visibility and l.'j Respect for [eam
Default - ‘

Transparency User Privacy

https://www.aepd.es/media/guias/guia-privacidad-desde-diseno en.pdf



https://www.aepd.es/media/guias/guia-privacidad-desde-diseno_en.pdf

MpakTnyeckoe pykosoactso ot AEPD no Privacy by Design:
Privacy Engineering

Privacy
Requirements
Definition
Privacy Design
and
Implementation

https://www.aepd.es/media/guias/guia-privacidad-desde-diseno en.pdf

Privacy

Verification and
Validation



https://www.aepd.es/media/guias/guia-privacidad-desde-diseno_en.pdf
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Training
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MpaKTnyeckoe pyKoBoAacTBO OT HopBeXckoro Datatilsynet no
Data Protection by Design and by Default npu paspaboTtke MO

Data subject

Do 1R

v

C,

booe- separate
(I abstract
et S N
minimise i: :;
@
—
demonstrate enforce

Data controller

https://www.datatilsynet.no/en/about-privacy/virksomhetenes-plikter/innebygd-personvern/data-protection-by-design-and-by-default/

https://iapp.my.salesforce.com/sfc/p/#1a000000HSGV/a/1P000000XeRI/BLoR6h6WxzYxtGy7cnVic6new4k9BzwpeFHsPTTpkeg



https://www.datatilsynet.no/en/about-privacy/virksomhetenes-plikter/innebygd-personvern/data-protection-by-design-and-by-default/
https://iapp.my.salesforce.com/sfc/p/#1a000000HSGV/a/1P000000XeRI/BLoR6h6WxzYxtGy7cnVic6new4k9BzwpeFHsPTTpkeg

MHeHue EDPS ot 2018 roga o cnocobax peannsauum
npuHuunoBs Privacy by Design and by Default

OnybnukoBaHHbIM European Data Protection Supervisor
AOKYMEHT HamnpaB/ieH Ha To, 4Tobbl cnocobcTBOBATH
Hagnexallen peanmsaumm obsasaTenbctBa NO  3awWuTe
AAHHbIX nNyTem peanmsaumu npuHumnos Data protection by
design and by default, 3akpenneHHbix B cT.25 GDPR. B
EUROPEAN DATA PROTECTION SUPERVISOR AOKYMEHTE NpMBEAEH pPAL MNPAKTUYECKUX PEKOMEeHAAUMN,
a[pecoBaHHbIX OpraHam BAacTu n opraHmsaumnam EC.

Opinion 5/2018

Preliminary Opinion
on privacy by design

EDPS
o180
ol

31 May 2018

https://edps.europa.eu/data-protection/our-work/publications/opinions/privacy-design en



https://edps.europa.eu/data-protection/our-work/publications/opinions/privacy-design_en

Pykosoactso EDPB no Data Protection by Design and by
Default

EBponeiickuii coBeT no 3awmrte AaHHbIX (European Data
Protection Board) onyb6nukoBan npPoOEKT pPyKOBOACTBA
4/2019 no npumeHumocTn cT.25 GDPR B KOHTeKcTe
npumeHeHua KoHuentoB Data Protection by Design and
by Default.

M

! Guidelines

@ Y10 HeobxoaMmo NPUHUMATL BO BHMMaHUe B DPIA:

* state of the art;

* cost of implementation;

* nature, scope, context and purpose of processing;

* risks of varying likelihood and severity for rights and
freedoms of natural persons posed by the processing.

EDPB Plenary mecting, 12-13 November 2019

Guidelines 4/2019 on Article 25

Data Protection by Design and by Default

Adopted on 13 November 2019

Adopted - version for public consultation 1

https://edpb.europa.eu/sites/edpb/files/consultation/edpb guidelines 201904 dataprotection by design and by default.pdf



https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_201904_dataprotection_by_design_and_by_default.pdf

Protection against Tracking

This pattern avoids the tracking of visitors of
websites via cookies. It does this by deleting
them at regular intervals or by disabling

cookies completely.

Minimal Information Asymmetry

Prevent users from being disenfranchised by
their lack of familiarity with the policies,
potential risks, and their agency within
processing.

Awareness Feed

Users need to be informed about how visible
data about them is, and what may be derived
from that data. This allows them to reconsider
what they are comfortable about sharing, and
take action if desired.

68 basa c nattepHamm Privacy by Design ana paspabortku MO

Location Granularity

Support minimization of data collection and
distribution. Important when a service is
collecting location data from or about a user,
or transmitting location data about a user to a
third-party.

Informed Secure Passwords

Ensure that users maintain healthy
authentication habits through awareness and
understanding.

Encryption with user-managed keys

Use encryption in such a way that the service
provider cannot decrypt the user's
information because the user manages the
keys.

https://privacypatterns.org/
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https://privacypatterns.org/
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Data Protection Impact Assessment

WAIT! HAS ANYONE
DONE A PRIVACY IMPACT
ASSESSMENT ?

SEANE TARTOONS

K ornaBneHuro
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Data Protection Impact Assessment (DPIA)

Keep these outcomes under Does the business need to carry
review so that they remain out a DPIA for this
applicable project/process?

Qoo e A — o o
plan/objectives
IMPACT
ASSESSMENT Considered if external advice is
il | crciE i it

appropriately

Assess the necessity and
proportionality of gathering/
processing the data

Identify and required measures to
mitigate the identified risk

Identify and assess risk of
gathering/processing the data

O6s3aTeNbHO HYXXHO MPOBOAUTL MPWU CKOPUHIE, MOHUTOPUHIEe, 06paboTKe HonbwMx 06bEMOB CneumanbHbIX
KaTeropui AaHHbIX M NPU APYrMX aHANOTMYHbIX OMepaLMax C BbICOKMM PUCKOM ans cybbekTta (nepepgava
AaHHbIX 3a npegenbl EC, npMmeHeHWe TeXHMYeCKMxX HoBLllecTB, 06paboTKa gaHHbIX cNabo3aMEHHbIX NLL).
KOHTpOANEp TaK e A0MKEH NpoBecTu npoueaypbl OLEHKU PUCKOB, ANA BbIABNEHUA KPUTUYHbLIX NPOLECCOB,
Ana kotopbiXx DPIA HYXXHO NpoBecTu AONOJAHUTE/IbHO.

OCHOBHaa LUenb - MOHATb MNOCNeACTBMA, KOTOpble MOFYT HacTynutb Aana cybbekta u  gnAa
KOHTpo/iepa/npoueccopa B cayyae, eCau YTO-TO NOMAET He Tak.

GDPR crtaBut 3agaum, obasatenbHo pewaemble B xoge DPIA. Crtpyktypy, $dopmy Mu MeTOA40NOMUIO
KOHTposiep/npoLleccop onpeaensier CaMoCcTOATeNbHO.

Bonpoc HeobxoaumocTu npoBeaeHus DPIA pekomeHayeTca BHeApUTb B npouecchl Privacy by Design.

EBponeiicKkue perynsatopbl pa3bACHAIOT, YTO Ba*KHbIM aCNeKTOM 411 NPUHATUA pelueHus 0 HeobxoamMmocTu
DPIA aBnseTcAa KauecTBEHHaA OL,eHKAa PUCKOB B npoueccax 06paboTkmn nepcoHaNbHbIX AaHHbIX.



71 basoBble npuHUUNbI peannsauumn DPIA, onpegenéHHbie WP29

Advice of the DPO
[art. 35(2)]
Monitor performance
[art. 39(1) (¢)]

Seek the views of

the data subjects
[art. 35(9)]

Likely to result in
high risks?
[art. 35(1), (3) & (4)]

Code(s) of conduct
[art. 35(8)]

Exception 7
[art. 35(5) and (10)]

DPIA

No DPIA needed [art. 35(7)]

Residual high risks?
[art. 36(1)]

Processing reviewed
by the controller
[art. 35(11)]

No prior
consultation

Prior
consultation

https://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=611236



https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236

72 Pykosogactso ot ICO no nposeaeHuto DPIA v TunoBoi WwabnoH

otyeTta o nposegeHuun DPIA

Keep under
=

Integrate
outcomes
into plan

Sign off
and record
outcomes

Identify
measures to
mitigate risk

assess risk

DPIA
process

Identify a
need for a
DPIA

Describe
the
processing

Consider
consultation

Assess

necessity and

SEnDus Low risk High risk High risk
- arm
U
m
o
E
o ‘Some Low risk High risk
F Impact
g
[
-
@
n
I‘f‘hnlmal Low risk Low risk Low risk
Impact
Remote Reasonable | More likely
possibility than not

Likelihood of harm

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-

assessments-dpias/



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/
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Pykosopgcteo ot CNIL no metoaonornm ynpasneHua Privacy-

(BN 3N N J

pucKamu Nl
RPN . - .- S USSR >
METHODOLOGY FOR Y Thieats ... gl Fearedevent _________ n

PRIVACY RISK MANAGEMENT

Supporting
assets

Level of capabilities Level of vulnerabilities

Residual risk map

IHegitimate
access to
- g personal data

. Severity
4. Risks 2. Feared A
(if needed) events

4. Maximum

3. Threats

(if needed) !

sl

3. Significant m

Edition 2012

£ processing
in A

Changein
Unwanted

\ change of )

Disappearance

of personal -
\\da_ta—/ "'
!’ ”

Primary assets

Level of identification

! o

Unavailability
of legal
processes

2 Change
2. Limited w
4
of personal
data
1. Negligeable

Likelihood

Risk map

1. Negligible

2. Limited 3. Significant

4. Maximumﬂ

https://www.cnil.fr/sites/default/files/typo/document/CNIL-ManagingPrivacyRisks-Methodology.pdf



https://www.cnil.fr/sites/default/files/typo/document/CNIL-ManagingPrivacyRisks-Methodology.pdf

74  Npumep peanusaumnn DPIA ot AEPD ansa 4acTHOro ceKtopa

oe@

TEMPLATE FOR DATA PROTECTION IMPACT ASSESSMENT
REPORT (DPIA) FOR PRIVATE SECTOR

This report template aims to meet the provisions of the General Data Protection
Regulation which include, among the obligations of the data controller, the need to
assess the impact of processing activities on data protection where it is likely that the
processing operation constitutes & significant risk to the fundamental rights and
freedoms of natural persons.

'While this madel iz not intended for low rizk processing, in those cazes where it is not
compulsory to complste 3 DPIA, the option of carmying out thi= analysis may be
considered with the aim of studying & processing operation and the related processes
necessary for achieving an organisation’s objectives in-depth. This analysis may also be
us=ful in determining parallels with other processing operations that might be carried
out in the organization with effort economy objectives.

This medel contains the chapiers and sections which must be taken into account for the
preparation of the DFIA report as, in some respect, these are elements that are directty
or indirectly related to the analysis of a processing operation.

This report template is based on the following guides and standards:

- "The Practical Guide for Data Protection Impact Assessments subject to the GDPR™
jpublished by the AEFD.

- Standards |50-28134 “Guidelines for privacy impact assessment”, 150-31000 “Risk
management. Principles and guidelines™ and |50-31010 ““Risk management. Risk
azzessment technigues.”™

MOTE: These tables are intended to include a description of each s=ction of the
document. They do not replace the aforementionad guidelines and should be remowed
from the final report.

wersion March 2020

Il TABLE OF CONTENTS e

lll. PURPOSE OF THE PROCESSING OPERATION ..
Date of preparation of the DPIA..
Mame and Description of Prccessar
Categories of Data .. .
Identification of the Data Contmller as per GDPR
Identification of third parties involved in processmg .
Internal context of the processing operation in the orgamsatlon .....
External context of the organisation and the precessing operation ...

V. LAWFULNESS OF PROCESSING AND REGULATORY COMPLIANCE ...

V. DPIA METHODOLOGY ..
Parties involved in the completmn of the DF"IA .
Guidelines, tools, methodologies, standards and rullngs used in the evaluatlon
Scope and limits of the DPIA: Identify what remains outside the scope of the assessment.____

V1. ANALYSIS OF THE PROCESSING OPERATION ...
VII. ANALYSIS OF THE OBLIGATION TO COMPLETE A DPIA: RISK ASSESSMENT ..

Inclusion of processing operation in the list of exempt processing operations ..
Analysis of obligation to complete DPIA for the processing operation ..............
Assessment of level of risk ...

VI ANALYSIS OF THE NEED FOR THE PROCESSING OPERATION ..
Benefits for data subjects ...
Benefits for the entity ... e
Alternatives to the processmg nperallon and wh}r they were not chosen .

IX. MEASURES TO REDUCE THE RISK . e
Optimising the processing operation ..
Privacy by design and default {F’BDD) measures.
Accountability measures .. .
Security Measures ..

X RISK-BENEFIT ANALYSIS ..
Xl CONCLUSIONS AND RECOMMENDATIONS ...

https://www.aepd.es/sites/default/files/2020-03/modelo-informe-EIPD-sector-privado-en.rtf



https://www.aepd.es/sites/default/files/2020-03/modelo-informe-EIPD-sector-privado-en.rtf

75 0630p Fieldfisher HauMoHanbHbIX «4epHbIX cnuckos» DPIA

Fieldfisher nogrotoBunn  matepwman,
OMMCbIBAIOLLLNIA TakK Ha3blBaemMble
HaUMOHa/NbHble «4YepHble cnuckn» Data
Protection Impact Assessment (DPIA).
3TO  CNUCKKW, KOTOpble  HaA30pHble
OpraHbl Pas3INYHbIX TFOCYAAPCTB-YNEHOB
EC 065a3aHbl nyb6anMKoBaTb B
cooTBeTcTBMU co cTaTbel 35 (4) GDPR, u
KOTOpble YycCTaHaBamBatoT, Korga DPIA
Tpebyetca pna obpaboTkM onepauyumn,
KOTOpble OHMU KOHTPOAUPYIOT. Ha AHBapb
2020 roga onyb6aMKoBaHO 22 TaKuX
YEPHbIX CNMUCKa.
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https://www.fieldfisher.com/en/services/privacy-security-and-information/privacy-security-and-information-law-blog/data-protection-impact-
assessments-%E2%80%93-what-when-an-%E2%80%93-what,-when-an
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@COMPAN\'

Impact assessment shows privacy
risks in Microsoft Office ProPlus
Enterprise

On behalf of the Dutch Ministry of Security and Justice, Privacy Company carried out a
(DPIA) an Micrasoft Office ProPlus (Office 2016 MSI and Office 365 CTR). At the request
of the Ministry, we publish this bleg about the findings. For questions about the research
you can contact SLM Rijk (Strategic Vendor Management for Microsoft within the
Ministry of Justice), accessible via the Press Office from the Ministry of Justice, +31
(0)70 370 73 45

The SLM Rijk conducts negotiations with Microsoft for approximately 300.000 digital
work stations of the national government. The Enterprise version of the Office software
is deployed by different governmental organisations, such as ministries, the judiciary, the

pelice and the taxing authority.

The results of this Data Protection Impact Assessment (DPIA) are alarming. Microsoft
collects and stores personal data about the behaviour of individual employees on a large
scale, without any public documentation. The DPIA report (in English) as published by

the Ministry is available here.

Starting teday, and with the help of Micresoft, SLM Rijk offers zero exhaust settings to
admins of government organisations. During the writing of this DPIA, Microsoft has
committed to take a number of other important measures to lower the data protection

risks.

Dutch Ministry of Security and Justice
and Privacy Company

Mo nopy4yeHuto MwuHucrepcrtea
6e3onacHocTM U toctuumn HuaepnaHaos
KomnaHuAa Privacy Company ocywectemna
Data Protection Impact Assessment B
oTHoweHMn npoayktoB Microsoft Office
ProPlus (Office 2016 MSI u Office 365
CTR), ucnonbsyembix Ha 300,000 paboumx
CTaHUMM npaBuTenbCTBa HnaepnaHaos.
Pe3ynbTaTbl 3TON OUEHKM BO3AENCTBUA Ha
AaHHble (DPIA) BbI3bIBAlOT  TPEBOry:
Microsoft cobupaeT n xpaHUT AaHHble O
noBeAEeHUN OTAENbHbIX COTPYAHWKOB B
3HaYUTEeNbHbIX MaclwTabax, 6e3 KaKoro-
mbo nybAMYHOro AOKYMEHTUPOBAHMUSA
JAHHOM aKTUBHOCTMW.

https://www.privacycompany.eu/en/impact-assessment-shows-privacy-risks-microsoft-office-proplus-enterprise/
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Records of Processing Activities
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PeKkomeHgauumn no yyety npoueccos 06paboTKM gaHHbIX

/8 (RoPA) ot ICO

Information Commissioner's
Office

The UK’s independent authority set up to uphold information
rights in the public interest, promoting openness by public

bodies and data privacy for individuals.

Home  Your data matters For organisations ~ Make a complaint  Action we've taken  About the ICO

MeTogmuyeckue pekomeHgaumm
HaA30pPHOro opraHa BennkobputaHum
B chepe nepcoHanbHbIX AAHHbLIX MO
BEAEHUIO OTYETHbIX 3anucen 06

For organisations / Guide to Data Protection [/
Guide to the General Data Protection Regulation (GDPR) / Documentation [/

How do we document our processing

Share e Download options 9

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-

activities?

Search this document Q

About this detailed guidance
What's new under the GDPR?
What is documentation?

Who needs to document their
processing activities?

What do we need to
document under Article 30 of
the GDPR?

Should we document anything
else?

How do we document our
processing activities?

In detail

* How should we prepare?

® What steps should we take next?

¢ How should we document our findings?

s What should we document first?

e s there 3 template we can use?

e What if we have an existing documentation method?

* Do we need to update our record of processing activities?

How should we prepare?

A good way to start is by doing an information audit or data-mapping exercise to
clarify what personal data your organisation holds and where. It is important that
people across your organisation are engaged in the process; this can help ensure
nothing is missed when mapping the data your organisation processes. It is equally
important to obtain senior management buy-in so that your documentation exercise
is supported and well resourced.

What steps should we take next?

Once you have a basic idea of what personal data you have and where it is held,
you will be in good position to begin documenting the information you must record
under the GDPR. It is up to you how you do this, but we think these three steps will
help you get there:

0b6paboTke nNepCcoHaNbHbIX AaHHbIX
(Records of Processing Activities)
cornacHo TpebosaHuto cT.30 GDPR:
[NA KOHTPONEpPOB -
https://ico.org.uk/media/for-
organisations/documents/2172937/gd
pr-documentation-controller-
template.xIsx

ANA NPOL,EeCccopos -
https://ico.org.uk/media/for-
organisations/documents/2172936/gd
pr-documentation-processor-
template.xIsx

document-our-processing-activities/



https://ico.org.uk/media/for-organisations/documents/2172937/gdpr-documentation-controller-template.xlsx
https://ico.org.uk/media/for-organisations/documents/2172936/gdpr-documentation-processor-template.xlsx
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/
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PeKkomeHgauumn no yyety npoueccos 06paboTKM gaHHbIX
(RoPA) ot GPDP

GARANTE
PER LA PROTEZIONE

DEI DATI PERSONALI

oy

FAQ sul registro delle attivita di trattamento

1. Cosa e il registro delle attivita di trattamento?

L'art. 30 del Regolamento (EU) n. 679/2016 (di seguito “RGPD") prevede tra gli adempimenti principali del titolare e del
responsabile del trattamento la tenuta del registro delle attivita di trattamento.

E' un documento contenente e principali informazioni (specificatamente individuate dall'art. 30 del RGPD) relative alle operazioni
di trattamento svolte dal titolare e, se nominato, dal responsabile del trattamento (sul registro del responsabile, vedi, in
particolare, il punto 6).

Costituisce uno dei principali elementi di accountability del titolare, in quanto strumento idoneo a fornire un quadro aggiornato
dei trattamenti in essere allinterno della propria organizzazione, indispensabile per ogni attivita di valutazione o analisi del rischio
e dungue preliminare rispetto a tali attivita.

Il registro deve avere forma scritta, anche elettronica, e deve essere esibito su richiesta al Garante.

Garante per la protezione dei dati
personali

MeTogmyeckue pekoMeHaaLnm
Hag30pHOro opraHa Utanmm B coepe
NepPCOHANbHbIX AaHHbIX MO BeAeHUIo
OTYETHbIX 3anuceit o6 obpaboTke
NepcoHanbHbiX AaHHbIXx (Records of
Processing Activities) COrnacHo
TpeboBaHuto c1.30 GDPR.

https://www.garanteprivacy.it/en/home/faq/registro-delle-attivita-di-trattamento
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PeKkomeHpgauumn no yyety npoueccos 06paboTKM gaHHbIX
(RoPA) ot CNIL

e Commission nationale de

Name of the preomng epraben|

] I'informatique et des libertés

D3t af ereatinn of the presmsin

e —

— MeTogmyeckme pekomeHaaumMm Haa30pHOro

It pretection afficer

o e opraHa ®paHumm B chepe nNepcoHanbHbIX
- [aHHbIX MO BeAEHMIO OTYETHbIX 3anucein 06
06paboTKe NepcoHabHbIX AaHHbIX (Records
of Processing Activities) COrnacHo
TpebosaHuto c1.30 GDPR.

Aateparien o pernamal data
Sarital wiatms, 11, identification data, imagen.|
Ternaral like (i, Bomily st tin, e |

Tmnarmic and firanrial infarmatian (ineame, firnel]
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https://www.cnil.fr/en/record-processing-activities
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81 (RoPA) ot T4DATA

1. What personal data | 1j00 v gs appropriate: When, how and from person’s health

or categories of personal whom are the data - Data concerning the
data are collected and used obtained? person’s sexual

for this operation? Esg: {data cubject=D5) orientation or sex life

D'WP, upon employing the person
- Information on criminal

convictions or offences

= D5, upon enrodment in research

- Given & Family Name(s)

- MNational identifier®
* Eg.. NI Number, Tax Number

- Date of Birth

- Home address

- Data about debts/credit

- Work phone number
score

- Private phone number

- Data on minors

- Work email address

3. If this is known or
determined: How long are
the (special and other) data
retained? What happens

then?*

* Indicate period or event, e.z., “7 years”
or “Until 3 years after termination of
employment”. Also explain what happens
to the data, e.5. erasure/destruction or
rendered anomymous.

ME: I there are different retention
periods for different data, pleass indicate
that

- Private email address
Add any further data, below if applicable:*

* 5oe olso below, at 2, re sensitive datg

.2 Disclosures of data

4, To what third parties | Recipient third party and Purpose(s) of the
Add further rows if necessary are which of the above data | place and country of disclosure(s):
2, Do the data you Tick v if the dota is expressly When and from whom are disclosed? And for what establishment:
collect and record for the collected and used for the the data obtained? purposes?

operation; N8: Thisalsoi:pplies w&l;ddn‘w b;ing
. . - - subjeci=D5) misde accessible, especially directl
Tick v and add (“Indirect”) jf | B8 ldata subjesi=D3) i ' '
L - D'WP. upon employing the perzon : . .
the datum is indirectly Re disclosures invobving transfers to third

operation include or
indirectly reveal any of the

following special categories - s i :
€ 5P u gor revealed (explain in @ note if Hpen SIS e countries, see further below, at (L3
of personal data [“sensitive
. necessary) ALL THE DATA LISTED AT II.1
data”)?
- Race or ethnic origin OR: The following data:
- Political opinions or [Copy the data from 1 & 2, above)
affiliations -
- Religious or philosophical -
beliefs _

- Trade union membership _

- Genetic data _

- Biometric data -

- Data concerning the ~

https://www.garanteprivacy.it/documents/10160/0/T4DATA-The+DPO+Handbook.pdf
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(RoPA) ana komnaHun P® ot aBTOpa npes3eHTauumn

111
L1z
113
114
L15,
116
117

121,
LZ.Z
123
L4,
125
116
L27.
128
Lza,
12100
1211
1212
1213
1214
1215
126
1217
1218
1218
1220
1221
1272
1213
1224,
1225
1226
1227
1228
L3
131,
13z
L33
134
L35
136
137
L8
134
1310
1311
1312
1313
1314
1315
1316
1317
1318
1314
L3230
1371
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Tunosaa ¢opma No BeAEHMIO OTYETHbIX 3anucen 06
NepCcoHaNbHbIX AAHHbIX
Processing Activities) cornacHo TpeboBaHuto cT.30
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84 Pykosoactso ot ICO no Legitimate Interests

ico.

Sample LIA template

This legitimate interests assessment (LIA) template is designed to help you to
decide whether or not the legitimate interests basis is likely to apply to your
processing. It should be used alongside our legitimate interests guidance.

Part 1: Purpose test

You need to assess whether there is a legitimate interest behind the processing.

Why do you want to process the data?

What benefit do you expect to get from the processing?

Do any third parties benefit from the processing?

Are there any wider public benefits to the processing?

How important are the benefits that you have identified?

What would the impact be if you couldnt go ahead with the processing?
Are you complying with any specific data protection rules that apply to vour
processing (gg. profiling requirements, or e-privacy legislation)?

= Are you complying with other relevant laws?

« Are you complying with industry guidelines or codes of practice?

Are there any other ethical issues with the processing?

Part 2: Necessity test

You need to assess whether the processing is necessary for the purpose you have
identified.

will this processing actually.help you achieve your purpose?

Is the processing proportionate to that purpose?

Can you achieve the same purpose without the processing?

Can you achieve the same purpose by processing less data, or by processing
the data in another more obvious or less intrusive way?

Part 3: Balancing test

You need to consider the impact on individuals” interests and rights and freedoms
and assess whether this overrides your legitimate interests.

First, use the DPIA screening checklist. If you hit any of the triggers on that
checklist you need to conduct a DPIA instead to assess risks in more detail.

Checklists

O We have checked that legitimate interests is the most appropriate basis.
O We understand our responsibility to protect the individual’s interests.

O We have conducted a legitimate interests assessment (LIA) and kept a
record of it, to ensure that we can justify our decision.

O We have identified the relevant legitimate interests.

O We have checked that the processing is necessary and there is no less
intrusive way to achieve the same result.

O We have done a balancing test, and are confident that the individual’s
interests do not override those legitimate interests.

O We only use individuals” data in ways they would reasonably expect,
unless we have a very good reason.

O We are not using people’s data in ways they would find intrusive or which
could cause them harm, unless we have a very good reason.

O If we process children’s data, we take extra care to make sure we protect
their interests.

O We have considered safeguards to reduce the impact where possible.
O We have considered whether we can offer an opt out.

O If our LIA identifies a significant privacy impact, we have considered
whether we also need to conduct a DPIA.

O We keep our LIA under review, and repeat it if circumstances change.

O We include information about our legitimate interests in our privacy
information.

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/legitimate-interests/
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Doesthis processing
actually help to
furtherthat interest?

Is it @ reasonable way
to go about it?

Is there another less
intrusive way to
achieve the same
result?

Why do you want to process the data —what are you
trying to achieve?

Who benefits from the processing? In what way?

Are there any wider public be nefits to the processing?

Step 1: How important are those benefits?
Step 2: Apply Ide ntify the
the necessity legitimate Would your use of the data be unethical or unlawful in
test I.Egitimate interest(s) any way”?

gxistence of
automated decision-
making, including
profiling

&

source of the
personal data

\
:

/

Interests What would the impact be if you couldn’t go ahead?

N What is the nature of your relationship with the individual?

™

Step 3: Do a balancing l= any of the data particularly sensitive or private?

test

o Would people expect you to use their data in this way?

Are you happy to explain it to them?
-

Are some people likely to chject or find it intrusive?

What is the possible impact on the individual?

How big an impact might it have on them?

|

Are you processing children's data?

|

Are any of the individuals vulnerable in any other way?

-

Can you adopt any safeguards to minimise the impact?

Can you offer an opt-out?

https://wadiff-consulting.co.uk/2018/01/08/legitimate-interest-3-part-test/



https://wadiff-consulting.co.uk/2018/01/08/legitimate-interest-3-part-test/

O6paboTKa NepcoHaNbHbIX AaHHbIX HA OCHOBaHUM Legitimate
Interests: npasonpumeHuTenbHana u cyaebHan NpakTUKa

; Future of Privacy Forum u NYMITY noarotoBuan o630p

P o €BpPONenCcKon NPaBoONPUMEHUTENBHOM N CyAebHOM NPaKTUKK B
cdepe 06paboOTKM AaHHbIX HA OCHOBAHMM 3aKOHHOTO MHTEpeca
(legitimate interests). 0O630p 3aTparMBaeT Kak pelleHus
HaUMOHaNbHbIX OPraHoB Mo 3awuTte gaHHbix (DPAs) u cyaos
EBponelickoro akoHoMmu4yeckoro npocTtpaHctea (EEA), a Takxke
Hanbonee 3HauMmble peweHus Cyp Esponeinckoro Cotosa
(Court of Justice of the European Union). MpakTuka 6bina
pa3geneHa Ha ABe 4YacTU: B MEepBOM OMWUCAHbl PeELUEHUA O
3aKOHHOCTM Mcnonb3oBaHMA legitimate interests B KauvecTBe
NPaBOBOrO OCHOBaHMA Ans 006paboTKM  NepcoHasbHbIX
JAHHbIX, 3 BO BTOPOW — KOrAa pelueHne 66110 06paTHbIM.

0O630p coaep:KUT nonesHble MNPUMEpPbl «YMParKHEHUA MO
6anchmpOBKe» 3aKOHHbIX WHTEPecoB, a TaKXe onuncaHue
Processing Personal Data on the Basis of Legitimate KOPPEKTUPYIOLWMX Mmep, He06XO,£I,VIMbIe ana  n3meHeHwumA
Interests under the GDPR: Practical Cases
6anaHca M NpUaaHNA 3aKOHHOCTM 06PaboTKM AaHHbIX.

[>{>| e NYMITY

PRIVACY COMPLIANCE SOFTWARE

https://info.nymity.com/hubfs/Landing%20Pages/Nymity%20FPF%20-
%20Legitimate%20Interests%20Report/Deciphering Legitimate Interests Under the GDPR.pdf



https://info.nymity.com/hubfs/Landing%20Pages/Nymity%20FPF%20-%20Legitimate%20Interests%20Report/Deciphering_Legitimate_Interests_Under_the_GDPR.pdf
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Network RS,

Guidance on the use

of Legitimate Interests
under the EU General

Data Protection Regulation

For commercial, not-for-profit organisations, and for individuals

06.04 2018 Version 2.0 Copy Data Protects Allrights reserved. 2018 @

o 7 R
BRISTOWS mm  jab: Al LBAi~

Understanding what Legitimate Interests are

Hey definitions

The Lawful Basis for processing under the GDPR

Individuals® rights under the GDPR & the implications of using
Legitimate Interests

Identifying areas of processing where Legitimate Interests may apply

How Legitimate Interests might apply

Case studies & examples of where Legitimate Interests may apply

The Legitimate Interests Assessment (LIA) - the 3 stage test

Identifying a Legitimate Interest

The 'necessity test’

The 'balancing test’

Transparency and the consumer

How to communicate the use of Legitimate Interests effectively and
transparently to individuals

Appendices:

Appendix A — Legitimate Interest Process Flow for selecting Lawful Basis for
processing

Appendix B - Legitimate Interests Assessment Template

Appendix C - Legitimate Interests Assessment Example

Appendix D — The GDPR articles and recitals relating to Legitimate Interests

Appendix E — Glossary of terms

https://www.fairtrade.org.uk/~/media/FairtradeUK/Resources%20Library/Data%20Protection%20Network%20-

%20Guidance%200n%20the%20use%200f%20legitimate%20interest.pdf
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38 0630p ot CIPL no npumepam ncnonb3osaHua Legitimate
Interests B KauecTtBe npasoBoro oCHoOBaHuUA 06p360TKVI
Centre for Information Policy Leadership npeanaraet
e 27 April 2017 0630p NPaKTMKM W NPUMEpPOB OMOPbl HA 3aKOHHbIN

Policr ,
WEISNF nHtepec npu o06paboTKke NepCcoHaNnbHbIX [AaHHbIX B
cneayowmx obnacTax:

CIPL Examples of Legitimate Interest Grounds for Processing of Personal Data

Discussion Draft 1. Fraud detection and prevention (crime prevention);

In preparation for CIPL GDPR Project Madrid Workshop IIL, CIPL has asked the GDPR 2. Compliance with foreign law, law enforcement, court
project members for examples where a) legitimate interest is the appropriate ground for . , .
processing personal data, and b) in some cases the only legal ground for processing, and regulatory bodies’ requirements;
The putpose of the exercise was to establish current practices and instances of organisations 3.1 nd ust ry WatCh'I ists d nd in d ust ry Self' regu | ato ry
using legitumate interest processing under the current law and to inform all the stakeholders
invelved in the GDPE. implementation of the broad application of this ground of processing SChe m es,
today. . .
o 4. Information, system, network and cyber security;
Part I of this d ti r of th ! ived, ised in broad . .
careg;ies oi;zﬁiélma; I :r:);z:g;; raizﬁ:5 f:ia—::ereﬂ;t industry 5 . E m ploym S nt d ata p rocessi ngl

tors that ride an in-depth di ion of the rationale for legitimate interest ing, H HH .
e e et ot e et |6, General Corporate Operations and Due Diligence;
accountability and to meet the reasonable expectations of the individual. 7 . P rOd uct d eve I o p ment a nd en ha nceme nt’
The examples we received demonsirate the following: 8. Communications, marketing and intelligence.

a) organisations in all sectors currently use legitimate interest processing for a very large
wariety of processing personal data and this trend is likely to continue under the
GDFE.

b) in many cases, legitimate interest processing is the most appropriate ground for
processing, as it entails organisational accountability and enables responsible uses of
personal data, while effectively protecting data privacy rights of individuals.

c) in some cases, organisations use legitimate interest as the only applicable ground for
processing, as none of the other grounds can be relied on in a particular case.

d) organmisations using legitimate interest always consider the interest in case (of
controller or a third party / parties); they balance the interest with the rights of
individuals; and they also apply safegnards and compliance steps to ensure that
individuals rights are not prejudiced in any given case.

e) the current use cases of legitimate interest tend to form a pattern, with most commen
examples being prevalent in many organisations and all the cases broadly falling in
several wide categories outlined below. The most prevalent category of legitimate
interest cases across all industries is i) frand detection and prevention and ii)
information and system security.

https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281 /final cipl examples of legitimate interest grounds for processing of
personal data 27 april 2017.pdf



https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/final_cipl_examples_of_legitimate_interest_grounds_for_processing_of_personal_data_27_april_2017.pdf
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90 CTaTUCTUKA HapyLweHUn 6e30MacHOCTU NepPCOHANbHbIX
AaHHbIX B 2018-2019 ropax ot DLA Piper

Per capita country Number of data Change compared
Total number of personal data breaches notified per jurisdiction ranking of breach breaches per to last year's
for the period from 25 May 2018 to 27 January 2020 inclusive* notifications* 100,000 people for ranking

the period 28 January
I o

2020 inclusive
Germany I :7636+

MNetherl:

Metherlands 147.2 0
United Kingdom _ 22181 and , II ||
Irelan 132.52 1
Ireland I o6
Denmark 115.43 0 |
Denmark - 9806 ',.|II
Iceland 91.15 +9

Foland - 7478
Sweden B :::

Luxembou 56.97 +1
Finland - 6355 "

Slovenia 52.55 -
France . 3459

Sweden 48.14
Norway B 2524

Liechtenstein 39.18 -
Italy | REE:
. MNorway 37.31 +2

Finland 1.1 -1

-

0
4
| REPS
o Germany 3112 0
Spain I 1698
Malta 31 -3
Austria I 1644 *Per capita values were calculated by dividing the number of
. United Kingdom 17.79 3 data breaches reported by the total population of the relevant
Belgium I 1332 land country multiplied by 100,000. This analysis is based on census
P 13.74 +1
Hungary I 749 olan data reported in the CLA World Factbook {July 2018 estimates)
- hR Austria 121 -1
Czech Republic . .
- F I 720 *Not all of the countries covered by this report .
) o i ] Estonia 9.74 MiA
Romania I G668 make breach notification statistics publicly available
and many only provided data for part of the period Belgium 7.88 -1
Luxembourg I 545 Y y v s pent g
o covered by this report. We have therefore had to Latvia 6.13 0
Iceland I 338 extrapolate the data to cover the full period. It is
Malta I 339 also possible that some of the breaches reported Hungary 4.87 0
relate to the regime pre-dating GDPR. Cyprus 4.8 3
Greece I 732 B
. **Germany has 16 different 5tate data protection Lithuania 418 NIA
Lithuaria I 2722 . )
supenvisory authaorities plus a federal supervisory )
. - Czech Republic 4.03 -2
Estonia I 188 authority. The supervisory authorities for Baden-
) Wuoertemberg, Mecklenburg Western Pomerania, France 3.2 -2
Latvia | 173 i _
Saxony and Saxony-Anhalt either provided .
ORI Spain 2.08 =1
-Yprus | 94 ncomplete data or no data so we have extrapolated
. - thes = 5 o Ital 2.05 0
Liechtenstein I an data for these States based on the data provided by y
L 1 1 1 1 ] Romania 1.9 -2
0 10,000 20,000 30,000 40,000 50,000
Greece 1.5 -1

https://www.dlapiper.com/en/uk/insights/publications/2020/01/gdpr-data-breach-survey-2020/




PekomeHaauum ot ENISA no BbipaboTKe MeToa0/10rMm OLLEHKU TAXKECTU W
HapyweHuit 6e30NacHOCTU NePCOHa/IbHbIX AAHHbIX

Definition of severity level

As introduced in the Section 2.2, the overall severity (SE) is calculated by the following formula:
SE=DPCxEI+CB

The final score shows the level of severity of a certain breach, taking into account the impact to the
individuals®.

Recommendations Severity of a data breach

for a methodology of the assessment

SE < 2 Low Individuals either will not be affected or may encounter a few
of severity of personal data breaches

Working Document, v1.0, December 2013

inconveniences, which they will overcome without any problem (time
spent re-entering information, annoyances, irritations, etc.).

2=5E <3 Individuals may encounter significant inconveniences, which they will
be able to overcome despite a few difficulties (extra costs, denial of
access to business services, fear, lack of understanding, stress, minor
physical ailments, etc.).

3 <5E< 4 High Individuals may encounter significant consequences, which they should
i be able to overcome albeit with serious difficulties (misappropriation of
‘,’ef"sa funds, blacklisting by banks, property damage, loss of employment,
- European Union Agency for Network snd Information Security  wwweniss.curopa.cu subpoena, worsening of health, etc.).

4 < 5E Very High Individuals may encounter significant, or even irreversible,
consequences, which they may not overcome (financial distress such as
substantial debt or inability to work, long-term psychological or
physical ailments, death, etc.).

https://www.enisa.europa.eu/publications/dbn-severity



https://www.enisa.europa.eu/publications/dbn-severity
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Pykosoacteo ot AEPD no ynpasneHuio HapyweHaAMmu
6e30nacHOCTU AaHHbIX U coobweHuamm o6 aTom

Action plan

Response
process
Detection/ Analysis/ Monitoring
Preparation © | .. tification | o .. and closure
Nohﬁcntlon
pruc-ss

Guide on
personal
data breach
management
and

notification Containment [LC ) Solution/ R peivery

Eradication

(CICIN] sincibe_ ¥ .
£ S Evidence collection and custody

Communication and remediation report

https://www.aepd.es/media/guias/Guide-on-personal-data-breach.pdf



https://www.aepd.es/media/guias/Guide-on-personal-data-breach.pdf

93 MNMpakTnyeckoe pykosoactso ot DPC no yseagomneHuam o
HapyLwweHunax 6€30nacHOCTU NepCOHaNbHbIX AAHHbIX
WMpnaHackmin  Hap3opHbin  opraH DPC  (Data
it Protection Commission) nposen aHanu3
Chosaint Sonrar o
lgataP(otection I'IonyquHbIX yBe,CI,OMﬂeHVIM 06 YTquaX
Oommission
nepcoHanbHbIX AaHHbIX (Data Breach Notification)

N3 Pas3/INYHbIX rOCYyAapCTBEHHOM M YacCTHbIX cdep,
TAaKUX Kak: bOaHKoBCKOe pgeno wu  PUHaHCHI;

Guidance Note:

CTPaxoBaHUE; TeNeKOMMYHUKaLUnK;

3[4paBOOXPaHEHME; NPABOOXPAHUTENbHbIE OPraHbl,
A Practical Guide to Personal n onybnamkosan B oktAbpe 2019 roga PykoBoacTBo,
Data Breach Notifications NOCBAWEHHOE pPa3bopy TUMMYHBLIX OWMOOK npwu
under the GDPR OCYLLECTB/IEHMN YBEAOM/IEHNIN 00 yTeuyKe AaHHbIX:

HEecBOEBpPEMEHHOE YBEAOMJ/IEHME; CNOXKHOCTb B
OLEHKe  PEeNTUHIOB  PUCKa;  HEecnocobHOCTb
coobwunTb 06 yTeuyke cybbekTam AaHHbIX, rae 3TO
NPMMEHMMO; MNOBTOPHbIE  yBeAOMAEHMA 06
yTeuykax; npeaoctaB/ieHne HemnoJIHOM U HETOYHOWM
nHPopmaumu.

October 2019

https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Data%20Breach%20Notification Practical%20Guidance Oct19.pdf



https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Data%20Breach%20Notification_Practical%20Guidance_Oct19.pdf
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95 Pykosoacteo gna DPO ot TADATA

B TADATA

The DPO Handbook

Guidance for data protection officers in the public and quasi-public sectors
on how to ensure compliance
with the European Union General Data Protection Regulation

By Douwe Korff and Marie Georges
drawing on major contributions by the project partners
under the Training Data Protection Authorities and Data Protection Officers - TADATA project
(Grant Agreement number: 769100 — T4DATA — REC-DATA-2016/REC-DATA-2016-01)

Project Partners

Fondazione Lelio e Lisk Basso — ONLUS (ltsly) .
Coordinator L

Garante per la Protezione dei Dati Personali (Haly)
Agencia de Proteccion de Datos (Spain) ¢

0]

Agencija za zastitu osobnih podataka (Croatia)

Commission for Personal Dats Protection (Bulgaria) -

Urzad Ochrony Danych Osobowych (Poland)

The DPO Handbook

Ha caiite utanbaHckoro perynatopa (Garante per la
protezione dei dati personali) onybankosaHo
«PykoBoacTteo ana DPO» ot TADATA (3a aBTOpCTBOM
AByx cneunanunctos - Douwe Korff u Marie Georges)
Ha  aHIIMMCKOM  A3bIKE, KOTOpOe  KacaeTcA
peatenbHocth DPO B  rocyaapCTBeHHOM WU
KBA3Mrocy4apCcTBEHHOM CEKTOpPaX.

PykoBoacTBo onucbiBaeT poab U ¢yHKumm DPO,
UMTUPYIOTCA AOKYMEHTbI M NO3ULUKN eBPONENCKUX
HaumoHanbHbix DPA, WP29, CEDPO wn pgpyrux
OTHOCUTENIbHO  KaXXAoro acneKkra [AeATe/IbHOCTU
DPO. Takrke patoTcA NOACHEHWA OTHOCUTENIbHO
cywecTtsyrowmx cuctem  ceptudukauum  DPO,
onpeaenAtoTca TpeboBaHuA K 3HAHUAM,
KBafIMdUKaLMK, ONbITY, NTMYHbIM KayecTBam DPO.

https://www.garanteprivacy.it/documents/10160/0/T4DATA-The+DPO+Handbook.pdf



https://www.garanteprivacy.it/documents/10160/0/T4DATA-The+DPO+Handbook.pdf

96 3apauu DPO

MpeaBaputenbHasa 3agaua: onpeaeneHune chepbl U KOHTEKCTa GYHKLMOHMPOBAHUA KOHTPOAEpa

OpraHu3saumoHHble PYHKLMUHK:

1. Co3pgaHue 1 noaaep:KaHue peectpa npoueccoB 06paboTKM nepcoHanbHbIX AaHHbIX (ROPA)

2. N3yyeHmne 1 aHanu3 npoueccos 06paboTKM NepCcoHaIbHbIX AaHHbIX

3. OueHka Data Protection pucKkoB, cBsi3aHHbIX C NpoueccaMmn 06paboTKK NepCcoHaNbHbIX AAaHHbIX

4. PaboTa ¢ npoueccamm, KOTOpble MOTYT MPUBECTM K KBbICOKOMY PUCKY»: NPOBEAEHUE OLLEHKM BO34ENCTBMA HA
3awWwmTy AaHHbIX (DPIA)

KoHTponb cobniogeHua pyHKumit:

5. PerynspHoe BbiNosHeHWe 3aga4 1 - 3 (1 4)

6. YnpaBneHue HapylweHnammn 6e3onacHocTn o6paboTKn nepcoHanbHbIX AaHHbIX (Data Breaches)

7. MpoBeaeHue paccnenoBaHuin (BKAYaa 06paboTKy BHYTPEHHMX *Kanob) no HapyweHuam Data Protection

KoHcynbraTuBHbIE GYHKLUUMK:

8. Obwan KOHCYNbTALNMOHHAA NOAAEPKKA KOHTPOepa U CyObEKTOB AaHHbIX

9. MopaeprKkKa U NPoABUKEHME KOHLLENTA «3alunTa aHHbIX MO YMOYaHUIO U MPOEKTUpyemMan 3alumnTa gaHHbIx» (Data
Protection by Default and by Design)

10. KoHcynbTUpOBaHWE M MOHUTOPUHT COBOAEHMA NOKA/IbHBIX aKTOB KOHTPO1€PA M COMNAaLleHU C TPETbUMMU
nnuamm B cdepe Data Protection

11. Noppep»Ka y4acTMa KOHTPOepa B KOAEKCAX HaA1eXKalero NnoBeAeHUA U cucTemax cepTudmKaumnm

CoTpyaHUYECTBO U KOHCYNbTUPOBaHUE C HAA30PHbIMU opraHamu (DPA):
12. CoTpyaHNYeCcTBO U KOHCYAbTUPOBaHMe ¢ DPA

O6paboTKa 3anpocoB CyObeKTOB AaHHbIX:
13. O6paboTka 3anpocoB cybbeKTOB AaHHbIX

NHdopmupoBaHue 1 NoBbILEHME OCBEAOMNIEHHOCTH:

14. UHpopMMpOBaHME N MNOBbILLEHWNIO OCBEAOMIEHHOCTU CY6bEKTOB AaHHbIX U UHbIX WL, (COTPYAHMKM, NapTHEPDI,
NOCTaBLLUMKK, KNINEHTbI, 0buwecTtBeHHOCTb, CMU M T.A.)

15. MnaHnpoBaHue n aHanus geatenoHoctn DPO

https://www.garanteprivacy.it/documents/10160/0/T4ADATA-The+DPO+Handbook.pdf



https://www.garanteprivacy.it/documents/10160/0/T4DATA-The+DPO+Handbook.pdf

DPO Kak ueHTpanbHOe 3BEHO B npoueccax KomnaaeHca no W
97 nepcoHasbHbiM AadHHbIM -
HR Perynatopul
IT k :é KnneHTsl
Legal —> \ [MocTaBLUUKU
Compliance / CybbekTbl

Mpoueccol Cucrembl




98 Koraa Heob6xoamumo HasHauvatb DPO

ObpaboTka opraHom
B/1aCTU, cybbeKTOM
B/1IACTHbIX NOJIHOMOY UM

PerynapHoe
cMCTeMaTU4eckoe
HabatoaeHue B 6bonbLINX
ob6bEMax

ObpaboTka 6onbLIMX
06BEMOB cneumanbHbIX
KaTeropmm AaHHbIX

Ob6paboTKa 6onbLLNX
06bemoB AaHHbIX O

CYAMMOCTU U
NPaBOHapPYLLIEHUAX

¢ Public body

* MOHUTOPUHT Yepes «YMHble» YyCTPOMCTBA

® TPEKUHT MeCTOHaxXoXaAeHnA

* BaeoMOHUTOPUHT

* [porpammbl 10ANBHOCTH

e [loBeaeHYeCKasa peKiama

e Co3gaHune Nnpodunen n CKOPUHT ANs OLLEHKM PUCKOB

e MeaAnUMHCKNE AaHHble

e [laHHbIE€ O CeKCyabHOW OpUEHTALMUN

e [eHeTnYeCcKMe AaHHble

e [laHHblIE O NOAUTUYECKUX N PENUTUO3HbIX B3rNA4AX
¢ laHHble 06 STHMYECKOM NMPOUCXOXKAEHUNE

e [laHHble 0 Y/ieHCTBe B Npodcoto3e

* bomeTpunyeckme aaHHble anA nAeHTUGUKaLnm

¢ [laHHble O NpPaBOHapYyLeHUAX
e [1aHHble 06 yronoBHbIX NPUroBOpaXx
e [1aHHble O HapyLWweHun NpaBua 6e3onacHoOCTH



99 CamocTtoaTenbHOCTb U He3aBucumocTb DPO

DPO, BHe 3aBucMMOCTM OT TOTO,
ABNAKOTCA M OHWU  paboTHUKaMM
KOHTpO/iepa, A0/1KHbl ObITb B COCTOAHUM
He3aBUCUMO MCNONHATb cBOM
006A3aHHOCTM W BbLIMNOJIHATL  CBOWU
3a4a4un.

KoHTponep wau npoueccop AO/IKHbI
rapaHtunposatb, 4to DPO npuHumaer
cBOeBpemeHHoe n Hagnexallee
yyacTme B peleHun BCeX BOMPOCOB,
CBA3AHHbIX C 3alUUTON MNEPCOHA/IbHbIX
AaHHbIX

KoHTponep wnam  npoueccop  AOJIXKHbI
rapaHTnposaTtb, YTo DPO He nosy4vyaeT MHbIX
YKa3aHu# OTHOCUTENIbHO BbINO/IHEHUA

YKa3aHHbIX 3a4au4.

DPO He ponxeH OblTb OTCTPAHEH WU
owTpadoBaH KOHTPO/IepoOM NN
NPOLECCOPOM 3a BbIMO/IHEHME CBOUX 3a4au.

DPO moKeT BbINOAHATL WHble 334a4n U
ob6Aa3aHHOCTN. KOHTponep wuaM npoueccop
AO/IKHbI TapaHTUPOBaATb, YTO stobblie Takume
33341 N 06A3aHHOCTN He BNIEKYT 3a cobon
KOHAMKT MHTEpPECOB.



100 NorteHumanbHblh KOHPAUKT MHTEpecoB DPO

» DPO mosKeT ABNATLCA COTPYAHUKOM
KOHTpO/Iepa Uan npoueccopa, Uam oH
MOXEeT BbIMO/IHATb 334341 HA OCHOBEe
Aorosopa 06 okaszaHUM ycayr.
CoOoTBeTCTBEHHO, Y HEro ecTb
MaTepmanbHaAA N UHAA INYHAA
3anHTepecoBaHHOCTb B
NPOAO0/IKEHUN BbINOJIHEHUA CBOUX

GYHKUUN.

» DPO saBnAeTtcaA yBaxKaemMbIim U
cepTMPMUMPOBAHHDBIM
npodeccnoHanom, obnagatoiyum
3KCNEPTHbIMM 3HAHUAMM
3aKOHOAATE/IbCTBA U NPAKTUKMK B
0b61acT 3aWNUTbl AAHHbIX, @ TaKXKe
AO0POKALLMM CBOEN penyTaumen.




101 YnpaBneHue puckom KOHPAUKTA MHTepecoB gas DPO

* [leTanbHOE M ncyepnbiBatoLwee * [lpnM3HaHMe BeayLEN PON SKCNEPTU3bI
onucaHue ponu n ¢yHkumm DPO B DPO B BOnpocax, Kacarowmxca
JIOKANbHbIX HOPMATUBHbIX aKTaX NEePCOHA/IbHbIX AAHHbIX

* OnpepgeneHne N 3aKpenieHue B * [lpepnoctasneHune DPO Bcex
aorosope mexay DPO u ero HeobxoANMbIX 415 BbINOJIHEHUA
HaHMMATENEM B3aMMHbIX NPaB U bYHKUMIN cBEAEHNIA NN BO3SMOXKHOCTEU
obsa3aHHOCTEN AN1A NX NONyYEHUA

* HapgeneHune DPO npasom * [OTOBHOCTb PYKOBOACTBA OpraHM3aumnm-
MHULUMNPOBATb 0bCyKaeHue HaHUMaTena AobpocoBecTHO
KPUTUYECKN BaXKHbIX BONPOCOB C PACcCMOTpPETb BONPOCHI, BbIHECEHHbIE
PYKOBOACTBOM OpraHu3auuu- DPO Ha obcyxaeHue
HaHMMaTenA

[ Co3pgaHune u ykpenneHue gosepua mexagy DPO n ero HaHMMaTenem J




102 PykoBoactBo no ceptudukauymum DPO

Commission nationale de

CN I L . I'informatique et des libertés
MA CONFORMITE AU RGPD | THEMATIQUES | TECHNOLOGIES | TEXTES OFFICIELS | LACNIL | Q (DpaHLl,y3CKVIl7I Haﬂ,3OprIl7I opraH CNIL
Certification des compétences du DPO : la CNIL adopte deux ony6nkosan yTBepXAEHHbIe MM
référentiels pykoBoAcTBa No  cepTudukaumm  Data

Protection Officer (DPO). O6a poKkymeHTa

npumeHumbl K DPO, pencteyrowMm Ha

) S ’ o o Tepputopnn PpaHunmM Man roBopAMM Mo-
A rotorsion des donmdes (DO, s CRAL cdopte devs éférenties en matre de. paHLyscku:

certification de DPO. * B pyKoBoactBe no ceptudukaumm DPO

npusogAtca TpeboBaHUA M ycnosuAa pnA

PacCMOTPEHUA 33aABNIEHUN KaHAWAATOB, a

cer“"paﬁon ues TaKxe nepeyuncneHsl 17
comnelences uu KBaZIMPUKALMOHHbBIX KpUTEPUEB, KOTOPbIM

11 octobre 2018

Heobxoaumo COOTBETCTBOBATb Aana
Nony4yeHusa craTyca cepTUPULMPOBAHHOIO

V o DPO co CTOPOHDI opraHos no
%s des 2019 & P P

ceptuduKayumm, akkpegmtToBaHHbIx CNIL;

lg)l(%?lla‘f""(“aet‘l of * B PYKOBOACTBE MO  aKKpeguTaumu
hisleladeat : M3NaraloTca KPUTEpPUU, KOTOPbIM AOKHbI

agrée
E\\CNIL YAOBNETBOPATH opraHusaumm,
W npeTeHaywoLme Ha cTaTyc

aKKpegutoBaHHbIX CNIL opraHoB no
ceptudukauymm DPO.

https://www.cnil.fr/fr/certification-des-competences-du-dpo-la-cnil-adopte-deux-referentiels



https://www.cnil.fr/fr/certification-des-competences-du-dpo-la-cnil-adopte-deux-referentiels

103

TAR Friuli Venezia Giulia o Tpe6boBaHuax Kk DPO

oNE

$ (D/f; ASSOCIAZIONE FORENSE
L - EMILIO CONTE
Icfoc:.o‘{Q

D.P.O. - illegittima la richiesta del possesso della
certificazione ISO/IEC/27001 quale “litolo abilitante” -TAR
Friuli Venezia Giulia, Sez. I+, sentenza del 13 settembre 2018,
n°287.

DI LUIGI ROMANO 20 SETTEMBRE 2018 W NEWS

Dal 25 maggio 2018, come tutti sanno, € entro in vigore il c.d. GDPR — General Data Protection Regulation — che ha
introdotto obblighi stringenti per professionisti e imprese, volti ad elevare il livello di informazione e tutela dei dati
personali.

Tra le novita di maggior rilievo vi & senza dubbio quella del c.d. Data Protection OFficer (D.P.0), il quale, ai sensi
dell’art. 37, viene designato dal titolare e dal responsabile del trattamento, “...ogni qualvolta: a) il trattamento é
effettuata da un'autarita pubblica o da un organismo pubblica, eccettuate le autarita giurisdizionali quando esercitano
le lore funzioni giurisdizionali; b) le attivita principali del titolare del trattamento o del responsabile del trattamento
consistono in trattamenti che, per loro natura, ambitoe di applicazione e/o finalita, richiedono il moniteraggio regolare e
sistematico degli interessati su larga scala; oppure ¢ le attivitda principali del titolare del trattamento o del responsabile
del trattamento consistono nel trattamento, su larga scala, di categorie particolari di dati personali di cui all'articolo

9 o di dati relativi a condanne penali e a reati di cui all’articolo 10".

La decisione del T.A.R.

Esaminata la questione, il Tribunale amministrativo accoglie il ricorso ritenendo illegittima la richiesta del
ossesso della certificazione ISO/IEC/27001 guale “titolo abilitante”, Ad avviso del TA.R,, infatti:

= detto requisito appare ultroneo rispetto ai compiti del DPO, trovando la suddetta certificazione "... prevalente
applicazione nell'ambito dell'attivita d'impresd” e poiché “...non coglie la specifica funzione di garanzia insita
nell'incarico conferito, il cui precipuo oggetto non é costituito dalla predisposizione dei meccanismi volti ad
incrementare i livelli di efficienza e di sicurezza nella gestione delle informazioni ma attiene semmai alla tutela del
diritto fondamentale dell'individuo alla protezione dei dati personali”;

= di contro la “...minuziosa conescenza e l'applicazione della disciplina di settore restano, indipendentemente dal
possesso o meno della certificazione in parola, il nucleo essenziale ed irriducibile della figura professionale ricercata
dall’Azienda, il cui profilo, per le considerazioni anzidette, non puéd che qualificarsi come eminentemente giuridico”.

https://associazioneforenseemilioconte.it/d-p-o-illegittima-la-richiesta-del-possesso-della-certificazione-iso-iec-27001-quale-titolo-abilitante-tar-

TAR Friuli Venezia Giulia

PeweHnem  AgMWHUCTPATMBHOrNO  cyAa
pervoHa ®Ppuynn — BeHeuua-IKynua B
Wtanum (TAR Friuli Venezia Giulia) ot
13.09.2018 Ne287 NPU3HaHO
NPOTMBONPABHbIM TpeboBaHME MECTHOrO
MeANLMHCKOro yupexxaeHus K
couMckatensm  nosvumu,  obnagatowen
cxogHbiM ¢ Data Protection Officer (DPO)
dYyHKUMOHanom, obnapatb ceptudMKaTom
Begywero Ayautopa B COOTBETCTBUM CO
ctaHgapTom ISO/IEC 27001.

friuli-venezia-giulia-sez-i-sentenza-del-13-settembre-2018-n/



https://associazioneforenseemilioconte.it/d-p-o-illegittima-la-richiesta-del-possesso-della-certificazione-iso-iec-27001-quale-titolo-abilitante-tar-friuli-venezia-giulia-sez-i-sentenza-del-13-settembre-2018-n/

104 Oco6beHHOCTU Ha3HauyeHnA DPO no mHeHuto puHcKoro DPA

e o DPO He MoOXeT 3aHMMaTb AO0NKHOCTb WU
® THE DATA PROTECTION OMBUDSMAN ocywiectBnATb  PyHKUMKM, KoTOopble  ByayT
B aBes M D TpeboBaTb OT HEro ONpPeAEeNUTb LLeI U MeToAbl
06paboTKK NepCoHaNbHbIX AAHHbIX.
=" : , OnpepeneHne uenerm n metoaoB 06paboTKU
2 i/ NepcoHasbHbIX OAHHbIX ABNAeTCS

- y 06A3aHHOCTbIO KOHTPONEPA.

KOHPANKT MHTEPECOB MOXeT BO3HWUKHYTb,

\ ecnn, Hanpumep, CISO wmam oauH w3 TON-
MeHe)KepoB KOMMNaHUM Ha3HayeH B KayecTse
DPO.

A data protection officer must be designated if your organisation

: :zrcniet:jnsde»si:::;?Z;il:l:lya f;jtz;c:tliecally and on a large scale o Ko HTa Ll bl e p'a bl bl e D P O p'on KH bl
* your organisation is a public authority (with the exception of courts) COO6|_|_||aTbCﬂ D PA' a TaKXXe pIOﬂ)-KH bl 6 blTb ABHO
M Nerko AocCTtynHbl ANA BCeX 3anHTEpPEeCOBaHHbIX
Who cannot serve as a data protection officer? u m |_|I H an p nme p’ y D P O MOXeT 6 biTb
cneumanbHbln  HOMep TenedoHa  CAyXKObl
noanepxKum K/IMeHTOB nnun KOHTAKTHaA

Can | designate a data protection officer on a voluntary basis? u

nHPopmauusa/popma Ha Beb-cailTe KOMNAHUMN.
Echm B KOMnaHuM  npousowna  yTeyka
nepcoHa/ibHbIX AaHHbIX, (o] KOTOpOl‘/'I
The data protection officer's contact details must also be directly and easily accessible to the public. Data subjects can contact the data C()()6L|"Ia eTCﬂ D PA “u 3anOHyTbI M Cy6-be KTa M
protection officer in all matters related to the processing of their personal data or the exercise of rights based on the GDPR. For example, 'ula HH bIX TO B OTL‘l ET ,D,OJ'I)'I'(H bl 6 blTb B Kn }'Oq e H bl
the data protection officer can have a dedicated customer service telephone number or contact form on the company’s website. ’

If a personal data breach that must be communicated to the data subjects and data protection authority occurs within the organisation, NMA n KOHTa KTH bl e p'a HH bl e D PO ﬂ,flﬂ
the name and contact details of the data protection officer or other contact person for providing additional information must be included 303M0).KH OCTM 3a n poca p'o n On H MTen bH 0 l\;]
in the report.

nHpopmaumu.

The contact details of the data protection officer must be communicated to the Office of the Data Protection Ombudsman.

https://tietosuoja.fi/en/designating-a-data-protection-officer
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105 [OesAatb poneBbix moaeneun nngepcrsa gna DPO
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http://gaspire.com/2010/06/18/nine-roles-for-great-leadership/
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https://www.pdpc.gov.sg/dp-competency
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107 Hesasucumoctb DPO cTrouT goporo

B aBrycte 2018 roma cTano M3BECTHO, YTO FeHepasibHbIN
THE IRISH TIMES sun, Dec 9, 2018 ceKpeTapb [lemapTameHTa NO BOMNPOCaM 3aHATOCTU U
- coumanbHo 3auwmtbl (Department of Employment Affairs
and Social Protection - DEASP) pacnopagunca BHecTu
M3MEHEeHNA B MNOAUTMKY [lenapTameHTa B OTHOLUEHWUU

Data watchdog investigating potential KoHOUAeHUNanbHoCcTM B MHTEpHETE U yaanuTb YNOMUHAHME

EPPR breadlics i Coveriient o cbope OMOMeTpMYECKMX faHHbIX. W3meHeHua Obinun
Department of Social Protection allegedly interfered with role of its data protection BHeCeH bl' KO rpla m LIIOI OTBETCTBEHHOE 3a 3d LLIIMTy
omeer nepcoHanbHbiX AaHHbIX (Data Protection Officer — DPO) B

NEWS SPORT BUSINESS OPINION LIFE & STYLE CULTURE

The Economy | Your Money | Companies | Technology | Work | Commercial Property | Ca

© Th, D, 28,0620 | Updates T, ec, 2018071 [JlenapTameHTe, HaxoAMOCh B OTNYCKe, a ero AanbHelillne
Elaine Edwards NOKa3aHWA O CBUAETENLCTBYIOT O Hecornacum DPO ¢ Takumm
» . carla s pDNnis! ¥oion
NS g b - g M3MEHEHUAMM 1 UTO OHU He 0BCYXKAANNCH C HAM.
NN Eire | reland

Toroa e WpnaHACKM Haa30pHbIn opraH (Data Protection
Commission - DPC), no »kanobe HKO “Digital Rights Ireland”
oT umeHn KapnaumHa JlunaudrtoHa (Karlin  Lillington) -
XypHanucta  u3ganma  “lrish  Times”,  uHUUMMpoBan
paccnenoBaHMe 0 BO3MOXHOM HapyweHumn ctaton 38 GDPR B
BMae BmewaTtenbctBa B pabory DPO co cTopoHbl ero

Williams-Fitzpatrick ! Y

Vs ot
<33 P (T

Seosaimhin Eilionor | "‘/

01-01-2015 T0001324 <" HaHumaTtena. B asrycte 2019 roga cTtano U3BECTHO, 4TO B
A ~— A
e s it s ol S eisiiavmiiimss oy npeaBapuTenbHbIX pe3ynbTatax paccnegoBaHms DPC 6bin
The Data Protection Commission has said it is investigating “potential 3a d) MKCUpPOBaH d)a KT HE3aKOHHOrIO BMeLlaTeN1bCTBa
breaches” of the General Data Protection Regulation by a Government py KO BOACTBa D EAS P B pa 60Ty CO6CTBe HHOTO D PO n Tene p b
department, following a complaint that it allegedly interfered with the role of !
its data protection officer, an offence under the EU legislation. ,D,e NnapTamMeHTy rposnT WTpa (I) pasmepom 4o € 1,000,000

https://www.irishtimes.com/business/data-watchdog-investigating-potential-gdpr-breaches-in-government-1.3721640
https://www.thetimes.co.uk/article/department-of-employment-and-social-protection-may-face-gdpr-fine-of-up-to-1m-0hcqgrrlh3
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108 LWrpad 3a HazHaAUEHMEe HeHaaNexallero nua B Kadectse DPO

Benbruncknii Hap3opHbid opraH (IAutorité de protection des données) B anpene 2020 roga owTpadoBan
KomnaHuto Proximus SA 3a HapylieHue cT. 32 n 38(6) GDPR Ha cymmy B €50,000.

MpuumHa:

HasHayeHne B KadectBe DPO paupeKktopa AenapTaMeHTOB BHYTPEHHero ayauTta, ynpaB/ieHMA pPUCKaMu U
KOMM/IaeHCa NPU3HAHO HeHaA/eXallen NPaKkTMKom, 4To Anwmnno DPO He3aBUCMMOCTM B NPUHATUN PELUEHUNA U
nopoanno KOHPAUKT MHTEepPECOoB, XoTA paHee B Pykosoactee WP29 npAmMo yKa3biBaaocCb, 4To nNpu Bbibope DPO He
CTOUT paccMaTpuMBaTb TakMe pyKkoBogALwme nosunumm kak CEO, COO, Head of Marketing, Head of HR nau Head of
IT. MosTOMY LIMPOKO PaACNPOCTPAHEHHOM MPAKTUMKOW CTaNo Ha3HayeHWe B KadectBe DPO nuu, 3aHMMatowmx
nosmumn Head of Compliance nnu Head of Legal.

Aosoabl DPA:

*  HapylweHue NnopaaoKa pasrpaHMYeHnA NOJHOMOYNIM, OTCYTCTBME NpoLeaypbl pa3rpaHUYeHUA NONHOMOYNM U
A0Ka3aTenbCcTB pakTUyeckom HesaBucnmoct DPO B NpUHATUM peLleHni;

* DPO He npuHMMan ydactme B O6OCYyXKAEHUAX pPe3y/ibTaToB aHa/M3a PUCKOB, a TONbKO MHPOPMUpPOBACSH
ncxoas u3 paencrsoBasluen B KomnaHum RACI-matpuubl (HapyweHue ct. 25 n 38(1) GDPR), HO cya He
cornacunca ¢ atum gosogom DPA;

* DPO 6bin pykoBogutenem genapTaMeHTa ayauTa, PUCKOB M KOMMJIAeHCA, TOT4a KaK POSb PYKOBOAUTENS
AernaptameHTa He coBmecTMma c ponbto DPO — pykoBoauTenb CTPYKTYPHOro nogpasaeneHuna npuHumaet
peLleHna B OTHOLEHMN PaboTHUKOB (CBOMX MOAYMHEHHDIX), @ TaKKe onpeaenaeT uenum, cpeactsa U cnocobbl
06paboOTKM NepcoHaNbHbIX AaHHbIX, YTO NOPOAUNO KOHGIMKT MHTEPecoB B OTHOWweHun ¢yHKuum DPO
(HapyweHwue cT1.38(6) GDPR). Kpome Toro, o6begmnHeHne 0603HauyeHHbIX GYHKUMN B OAHOM NO3ULUN MOXKET
NOB/INATb HA KOHPUAEHLMANBHOCTb NEPCOHANbHbIX AAHHbIX.

* DPO HemocTtaToOMHO MHTEHCMBHO Y4aCTBOBaN B PacciefoBaHUM M IMKBUAALMW HapylweHuit 6e30nacHoCTH
nepcoHasnbHbIX AaHHbIX (data breach).

https://edpo.com/news/dpo-and-conflict-of-interest-50-000e-fine-by-the-belgian-dpa/



https://edpo.com/news/dpo-and-conflict-of-interest-50-000e-fine-by-the-belgian-dpa/

109 LLtpad Facebook 3a HeHa3sHaueHue DPO n HeyBegomneHue
HaA30pPHOro OpraHa -ﬂl

Bloomberg the Company & s Products v | Bloomberg Asywhers Remte Login | Bloomberg Terminal Demo Request Kro: Der Hamburgische Beauftragte fir Datenschutz
Bloomberg und Informationsfreiheit (fepmaHus)

Business

Facebook’s Tiny Privacy Fine Is
a‘Warning, Watchdog Says

By Stephanie Bodoni
13 pespana 2020 r., 12:18 GMT+3 Updated on 13 gpespana 2020 2., 17:37 GMT+3 Kak: WwTpa d) €5 1’000

Koro: Facebook Inc.
Korga: 2020.02

3a uto: HapyweHue cT. 37 GDPR

» Hamburg privacy watchdog levies symbolic EU51,000 penalty

» EU’s new privacy rules give authorities higher fining powers

MpuunHa: HemeuKoe nogpasgeneHune Facebook Inc. He
Ha3HaumMno DPO u He coobuwmno ero KOHTaKTHble

LISTEN TOARTICLE Facebook Inc.’s German unit was handed a fine of 51,000 euros ($55,500)

. for failing to properly nominate a data protection officer for its local office, a AaHHb'e HeN\eLIIKOMy HaA30pHOMV OpraHy Ha pa3N\ep
penalty privacy regulators said should still serve as a “warning” to others. Lquad)a MONIOXUTENIbHO nosuaana HEMe,EI,ﬂeHHaﬂ
:t:fmu While the punishment seems tiny for the social network giant, it targets the pea KLLMH Facebook Ha npeﬂnmcaHme n OnepaTMBHoe
o Tweat German unit and not the “billion-dollar parent company,” the data
in Post protection authority in Hamburg, Germany, said in its 2019 annual report n p eﬂ.O CTaB/ieHNe KOHTAaKTHbIX ﬂ,a HHbIX D PO .
= i published on Thursday.

“This case should be a clear warning to all other companies: naming a data

In this article
protection officer and telling the regulator about it are duties,” which the
P GEBOOK ING-A data protection authority takes seriously, the watchdog said in the report.
?E—g]g s “Even smaller violations like these can lead to substantial penalties.”

which took effect in May 2018. The General Data Protection Regulation, or
GDPR, gives EU data protection authorities for the first time equal powers to
fine companies as much as 4% of global annual sales for the most serious
violations of people’s personal data.

https://www.bloomberg.com/news/articles/2020-02-13/facebook-fined-in-germany-for-violating-data-protection-rules
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LLtpad 3a HeHasHayeHne DPO un paenernposaHue ero
NO/IHOMOYMIA KOMUTETY NO 3aLLUTe AAHHbIX

us
agencia P

I 4
espanola ‘ =
proteccion ’J'" [m":

j datos =

* Procedimiento N° PSI00417/2019

Del procedimiento instruido por la Agencia Espafiola de Proteccion de Dafos v en
base a los siguientes

ANTECEDENTES

PRIMERO: A.A.A.,, y B.B.B. (en adelante, los reclamantes) con fecha 21 de mayo y 4 de
noviembre de 2019 respectivamente interpusieron reclamacion ante la Agencia Espafiola
de Proteccion de Datos.

Sus reclamaciones se dirigen contra GLOVOAPP23, S.L. con NIF B66362906 (en
adelante, el reclamada).

Los mofivos en que basan su reclamacion son gue no tienen nombrado un Delegado de
Proteccion de Datos (en adelante DPD) al que dirigir las reclamaciones.

SEGUNDO: Tras la recepcion de la reclamacion, la Subdireccion General de Inspeccion de
Datos procedio a realizar las siguientes actuaciones:

El 2 de julio de 2019, |a primera reclamacion fue trasladada a la reclamada la reclamacion
presentada para su analisis y comunicacion al reclamante de la decision adoptada al

respecto.

La reclamada contesta al traslado de la reclamacion afirmando que no se encuentran ni
entre los supuestos del art. 37 RGPD ni el del 34 LOPGDD, con lo que no fienen
obligacidn de designar un DPD.

TERCERQ: Con fecha 13 de enero de 2020, la Directora de la Agencia Espafiola de
Proteccion de Datos acordd iniciar procedimiento sancionador al reclamado, por la
presunta infraccion del articulo 37 del RGPD, tipificada en el arficulo 83.4 del RGPD.

CUARTO: Notificado el 22 de enero de 2020 el citado acuerdo de inicio, el reclamado
presento el 31 de enero de 2020 escrito de alegaciones en el que, en sintesis, manifestaba
gue su aclividad de fratamiento de dafos personales se encuentra exenta de las
obligaciones establecidas en los articulos 37 RGPD y 34 LOPGDD, v, por tanto, exenta de
la obligacion de designar un Delegado de Proteccion de Datos.

Sin embargo, alega que en ningun momento ha negado la existencia de un drgano que se
dedicara, en el contexto de la organizacion, al desempefio de las funciones gue son
propias de un Delegado de Proteccion de Datos, ya que el 8 de junio de 2018, constituyd
el Comité de Proteccidn de Datos, con el fin de cubrir los ambitos técnicos de la empresa y
en la misma fecha, se designo también un Subcomité de Proteccion de Datos, a fin de dar
cumplimiento a la autorizacion del Consejo de Administracion de constituir dicho comité.

Concluye afirmando gue el Comité de Proteccion de Datos, lleva a cabo las funciones

propias de un Delegado de Prof de Datos d itas en el arficulo 39 del RGPD.
€ Jorga Juzn, & v acpd.cx
28001 — Mackid =scdaanpd gob.cx

Kro: Agencia Espafiola de Proteccién de Datos (McnaHus)
Koro: Glovoapp23 SL

Korpga: 2020.06

3a yto: HapyweHwue cT. 37 GDPR

Kak: wtpad €25,000

MpuunHa: gBoe 3aaBUTENEN YTBEPXKAANAMN, YTO KOMMAHUA
He Ha3Hauuna DPO, koTopomy OHWM MoOraM Gbl HaNpPaBUTb
cBoM 3anpocbl. lpu 3TOM KOMNaHWUA yTBepXKaana ob
OoTCyTCTBMM Yy Hee ob6s3aTenbctBa HasHavaTb DPO,
MOCKO/IbKY OCYLLEeCTBNAeMan AeaTeNbHOCTb No obpaboTke
AaHHbIX He noanagaet nog TpebosaHue cT.37(1) GDPR, a
¢oyHKUMM DPO BbINOMHAA KOMWUTET MO 3aWMTe AQHHbIX
KOMMaHUM.

https://www.dataguidance.com/sites/default/files/ps-00417-2019.pdf
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ABOUT GDPR QUR SOLUTION IN THE MEDIA RESELLERS BLOG =

Aigine
DATA PROTECTION OFFICERS PERSONALLY LIABLE
FOR FINES

Eight now, the question of personal liability for employees are being tried in their role oz data protection
officers in both Switzerland ond the UK. In both coses, companies that have suffered costs under the
GDFR are seeking compensation from the Data Protection Officers, who they claim has acted wilfully or
blatantly negligent. The outcome could have impact for the whaole of Europe, os the national

legislations looks similar.

*__there are actions to toke to avoid any liability. "

It is @ common misconception that a data protection officer never could be personally liable for its
responsibilifies connected GDPR. However, such an obligation can only arise under specific
circumstances and there are actions to take to avoid any liability, which we will descnbe in this arficle.

Damaoges to data subjects and administrative fines from the supervisory authority must, occording to
GDPR, be directed aogeinst the date confroller or processor, that is, the data protection officer’s
employer and not the data protection officer himself. Howewver, the Data Protection Officer has very
clear duties and a responsible and an independent role in the organization as stated in Aricles 356 and
3% of the GDPE.

The Data Protection Officer is expected to give active advice to management and to monitor the
organization's compliance with the rules. The organization then have the responsibility for priontizing
and executing actions based on the Data Protection Officers advice. This division of responsibilities can
in maony cases lead to conflicts since a normal employee gives directives on how the employer should
perform tasks. Therefore, Article 38 (3) expressly prohibits penalization ageinst data protection officers.
This prohikition states that the DPO must not be dismissed, nor penalized, for perdforming his tasks. But
what if the DPO does not perform his tosks and duties? Could the Data Protection Officer then be

personally iable®

BpemAa  BOMPOC  JINYHOM
oTBeTcTBeHHOCTM DPO paccmatpusaetca B
cyaax Kak B llUBeduapum, TaK U B
BennkobputaHmn. B 060mx cnydaax KomnaHum,
KOTOpble MOHEC/IM PacxoAbl B pamKax Bbinaat
aAMUHUCTPATUBHBIX WTPadoB 3a HapylleHue
Hopm GDPR, TpebytoT KomneHcaumto ot DPO,
KOTOpble, MO WX YTBEPKAEHMUIO, OENCTBOBANM
npeaHaMepeHHO Uan ABHO HebperKHO.

B  HacTOoAwee

JlnyHaa OTBETCTBEHHOCTb DPO MOXKeT
BO3HUKHYTb B CAy4vyae, €C/IM OH He BbINOAHUA
cBou obs3aHHOCTH no noBeaeHuto
MHPOPMALMM O BbIABNEHHbIX HECOOTBETCTBUAX
A0  pyKoBOACTBA wAM  06A3aHHOCTM MO
NpPeAoCTaB/IEHUIO aKTUBHbIX PEKOMEHAALUMN MO
BbINONIHEHMIO TpeboBaHu GDPR.

DPO He HeceT OTBETCTBEHHOCTU 3a
onpegeneHne nNPUOPUTETOB W BbINOAHEHUE
OEWUCTBMIM, HANPaBNEHHbIX Ha YyAydlleHue
KoHpuAeHUManbHOCTM M cobntoageHne GDPR.
JTa OTBETCTBEHHOCTb JIOXKUTCA HA KOHTpO/epa
OaHHbIX UK Npoueccopa.

https://aigine.se/en/data-protection-officers-personally-liable-for-fines/gdpr/
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Home » South Korean Court Imposes Personal Liability On Privacy Officer For Data Breach

South Korean Court Imposes Personal
Liability on Privacy Officer for Data
Breach

Posted on January 9, 2020

POSTED IN ENFORCEMENT, INTERNATIONAL

According to MLex, on January 6, 2020, the Seoul Eastern District Court found Kim

Jin-Hwan, a privacy officer of the South Korean travel agency Hana Tour Service Inc.,

guilty of negligence in failing to prevent a 2017 data breach that affected over
465,000 customers of the agency and 29,000 Hana Tour employees.

The privacy officer was accused of violating South Korea's Personal Information
Protection Act and the Network Act, which require the person responsible for the
management of personal data to take necessary “technological and managerial
measures” to prevent data breaches and to notify the Korea Communication
Commission of any data breach incidents within 24 hours.

The Court imposed a penalty of 10 million South Korean Won (¥) against the
privacy officer, which is roughly equivalent to $8,500. This is in addition to separate
fines of ¥327,250,000 (around $280,000) imposed against the company by the
Ministry of Interior and Safety.

6 AaHBapa 2020 roga CeynbCKUI BOCTOUHbIA OKPYKHOM CyA,
npusHan Kum [QKuH-XBaHa, DPO 0KHOKOpEMCKoro
Typuctuyeckoro areHtctea Hana Tour Service Inc,,
BMHOBHbIM B  XaNaTHOCTM  M3-3@  HecnocobHocTu
npefoTBpaTUTb yTeuKy paaHHbix 2017 ropga, KoTtopas
3aTpoHyna 465,000 kKnaneHTOB areHtctBa wm 29,000
coTpygHuKos Hana Tour.

DPO 6bin 06BMHEH B HapyweHUM 3aKoHa O 3aluTe
nepcoHasbHOM WHPOpPMaALUMM UM 3aKOHA O ceTax, B
COOTBETCTBMM C KoTOopbimM DPO ponkeH RApuHUMATH
HeobXxoAMMble «TEXHO/NIOTUYEeCKMe W  ynpaBiaeHYecKue
MepbI», YTOObl NPesoTBPATUTL YTEUKY AaHHbIX, a TaKXkKe
06a3aH yBegomnatb Komuccuto no ceasm Kopeun o nobbix
cnyyaax  HapyweHua  6e30MacHOCTM  MepPOCHasIbHbIX
AaHHbIX B TeyeHune 24 yacos.

Cyn, Hanoxwun wtpad B  pasmepe 10,000,000
O>KHOKOpEeMCcKMx BoH (oK. $8,500) Ha DPO B gonosHeHue K
wrpady B 327,250,000 BOH (OK. $280,000), paHee
HA/IO}KEHHOMY Ha areHTCTBO MMHUCTEPCTBOM BHYTPEHHMUX
Aen n 6esonacHoctu Kopew.

https://www.huntonprivacyblog.com/2020/01/09/south-korean-court-imposes-personal-liability-on-privacy-officer-for-data-breach/
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CornaweHuna o6 obpaboTtke n sawure
NepCoOHaNbHbLIX AAHHbIX

We need to update our
vendor agreement with
you due to the GDPR.

1 Are you GDP
compliant?

K ornaBneHuro




114 CornaweHue — yHMBepPCa/ibHbliA UHCTPYMEHT peryimupoBaHus
06paboTKM U 3aWUTbl NEePCOHaNbHbIX AaHHbIX B GDPR
CywectsyeT 601bWION NOTEHLMAN TAKOrO YHMBEPCA/IbHOTO HOPUAMYECKOTO MHCTPYMEHTA KaK Cor/lalleHne
ANA YyPerynmpoBaHmMa OTHoWeHU 06 0bpaboTKe M 3awwmTe NEepPCOHANbHbIX AaHHbIX Meay CTOPOHaMM.
Hanbonee pacnpoCTpaHEHHbIMW U M3BECTHbIMM BuAamu cornaweHui asnartca DTA n DPA. CtopoHo#
COMMIAlEHNA C KOHTPOJSIEPOM MOXKeT ObiTb M CyObeKT JaHHbIX. Takoro poga oTHoweHuA 0b6bl4HO He

PEryAnpyloTCa CneumasbHbIMKU COMMALEHUAMM, HO CYLLECTBYET MPaKTUKa BKAKOYEHUS B COMMalleHue ¢
CyObeKTOM crneunanbHOro pasgena o npusatHocTM — SPA.

(O (O=()=(x) (O

Data Transfer Agreement Data Processing Agreement Subject’s Privacy Addendum
(Controller-to-Controller) (Controller-to-Processor/Subprocessor) (Controller-to-Subject)

Mpn 3tom GDPR ¢aKTUMYecKn yCTaHaBAMBAET pexXum bonbluero pasHoobpasua BMAOB [AOrOBOPHbIX
OTHOLUEHUN MeXAy Y4YaCTHUKamMn o0b6paboTKM nepcoHaNbHbIX AadHHbIX. [TpUMepHOM 3TOro ABAAIOTCS
COrNnaleHuns, HanpaB/ieHHble Ha CTPYKTYPUPOBAHUE CAOXKHbIX U YacCTO TPaHCrPaHUYHbIX MNPOLECCUHIOBbIX
akTuBHocTtelt — DMA 1 mexaHnsm BCR-C / BCR-P.

EU/EFTA Non-EU/EFTA EU/EFTA Non-EU/EFTA

Binding Corporate Rules - P
(Processor/Subprocessor)

P L LT T TS

Data Management Agreement
(Joint Controllers)

Binding Corporate Rules — C
(Controller)



115 MexaHn3mbl 4,OroBOPHOro peryinposaHUA TPAHCIPaHUYHOIO
obopoTa gaHHbIX mexay opraHusaumammu EC/EACT un PO

1. /[orosopbl rpa*ka4aHCKO-NPaBoBOro
XapaKTepa CO BKAOYEHHbIMU B HUX
Standard Data Protection Clauses (SCC)

2. ObuekopnopaTUBHbIE COrNalleHuns,

OpraHusaumsa JIOKaNIbHble HOPMATMBHbIE aKTbl U OpraHusaums

B EC/EACT ob6sa3aTenibHblIe KOPNOPATUBHbIE B PO
npasuna (Binding Corporate Rules)

3. CneuuanmsnpoBaHHble cornalleHus,
onpeaenatoLime CTaTyc U posb B
06paboTKe NepcoHanbHbIX AAaHHbIX

Data Processing Agreement ———— CornaweHue o nopy4yeHnn o6paboTku
Data Transfer Agreement > CornalueHue o nepegaye 6e3 nopyyeHusa
U Data Management Agreement o » CoenaweHue o coemecmHoii obpabomke @
(0) (@)

Onepamop (n.2 cm.3 152-®3) - ...1uyo, camocmoamesibHo
Usu COBMeCmHO € Opy2umMu AUYAMU Op2aHuU3yrowue u (unu)
ocywecmensowue obpabomky nepcoHasnbHobIX OAHHBIX...
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Tpe60oBaHMA K B3aMMOAEUCTBUIO MeXAY KOHTpoepamu,
npoueccopamu U COBMeCTHbIMU KOHTpoAepamm

Is the EU Personal
Data being sharedga s

with a

No specific

Controller requirements

Joint controller

(Art 26) sl pecific requirement

Processor Detailed specific

(Art 28) Bl requirements

https://globaldatahub.taylorwessing.com/article/data-transfer-agreements
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DTA: Standard Contractual Clauses

for EU controller to non-EU or EEA controller (SCC-C)

Decision 2001/497/EC
lMepsoHa4yansHasa pedakyusa SCC

4.7.2001

Official journal of the European Communities

L18I19

i

{Acts whose publication ix not obligascry)

COMMISSION

COMMISSION DECISION
of 15 Junc 2001
mmmrdcmmﬂmmhrﬁenn{;mmdmmmmmm
i}

(noxified under documens mumber C(2001) 1539)
(Text wich EEA relevance)

(2001/497/EC)
THE COMMISSION OF THE EUROPEAN COMMUNITIES,
Having regard 1o the Treaty establishing the European Community,

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the proecction of individuals with regard to the processing of personal data and on the free movement
of such daea ), and in parvicular Anicke 2644) thereof,

Whereas:

1) Pursuant o Directive 95/46/EC, Member Stares are required to provide that a transfer of personal
data 10 a third country may only take place if the third country in question cnsures an adequate level
of data protection and the Member Seates' laws, which comply with the other provisions of the
Directive, are respecred prior 1o the transfer.

{1 However, Anicle 26{2) of Directive 95/46/EC provides thar Member States may authorise. subject 0
cenain safeguards, a wransfer or a set of transfers of personal dara to third couneries which do not
cnsure an adeguate level of protection. Such safeguards may in partcular resul from appropriase
comeracrual clauses.

{5 Pursuan: 1o Directive 95/46/EC, the level of data prosection should be assessed in the lighe of all the
circumstances surrounding the data eransfer operation or scx of daa wansfer operations. The
Working Pany on Proceciion of Individuals with regard 10 the processing of personal diza eszablished
under thas Directive (‘) has issued guidckines to aid with the assessmene (.

) Of L 281, 25111995, p 3L
() The Intomes address of the Woeking Pary is

4'\\\!‘;5(ww|9)hmmmnm:‘mﬁxd ﬂ“"m
in assesing adequacy’, & discussion adop a\xg Ty on 36 one 19
W7 03757 Tl mn‘a‘m‘m‘.ﬁ.ﬂa’l Wt ke 4 rbacion i the &
procection in 4 thind country?, working. docament: by the Working Pty cn 14 umary 1998,
\\l":'d(miyﬂ)h&mmvrnmlhurnl;mrxl ulialumdpumddau
[

con
the Working Party ca 22 Apell

WP 12 Transios of cls 25 and 16 of the B dua proccion

direcnve, w Woeking Pary on 24 July 1995, Tl 1 he Wb

ment skie ¥ d Zlew ‘hosed by the Earopean St

wa

§'

Decision 2004/915/EC
ModepHu3zayus pedaxkuyuu SCC 2001 200a

https://eur-lex.europa.eu/legal-

content/en/ALL/?uri=CELEX:32001D0497

L

38574

Official Journal of the European Union 29.12.2004

COMMISSION DECISION
of 27 December 2004

Decision 2001/497,
amending J497[EC as regards the

introduction of an alternative set of standard

lurdun—uﬁolpaw—lthuwduﬂm
(notified under document mamber ((2004) 5271)
(Text with EEA relevance)

(2004/915/EC)

THE COMMISSION OF THE EUROFEAN COMMUNITIES,

Having regard to the Tremty cstablishing the European
Community,

regard to Directive 95[46/EC of the

Having
Parliament and of the Councl of 24 October 1995 oa lht
protection of individuals with regard to the processing of
personal data and on the free movement of such data(!), and

in

particular Aticle 26(4) thereof.

Whereas:

m

In arder to facilitste data flows from the Commaunity, it
is desirable for data controllers 1o be able to pa'fnﬂn
data transders globally under a single set of duta
protection rules. In the absence of global data protection
standards, standard contractual clauses provide an
important tool llowing the transfer of persomal o
from all Member States under a common set of rules.
Commission Decision 2001497 JEC of 15 June 2001 on
standard contractual chuses for the transfer of frnoru!
data to third countries under Directive 95/46/EC (%)
therefore bys down a modd set of standard mmnnuﬂ
clawses which ensures adequate  safeguards for the
transfer of data to third countries.

Much experience has been gained since the adoption of
that Decision. In addition, a coalition of business asso-
ciations (") has submitted 2 set of alternative !md.'nd
contractual causes designed to provide a

protection eguivalent to that provided for by the set o(

Oj L 281 zs.n.ex p. 51 Directive as amended by Regulation (EC)

3 40f L 284, 31102005, p. 1).

9 O) L 181, gt 2001, p. 19,

The taernarional Chamber of Commerce (1CC). fapin Business

(ma 3 Europe ‘)uu Europesss Information nd Communi-

echnology Association (EICTA). EU Committee of the

mman Chansber of Commerce in Belgaum |mham| Confe-

deration of Beitish Indestry (CBY). dmernational Communicaroa
Round Table (ICRT) and the Federamion of European Direct
Marketing Assoclations (FEDMA).

standard contractual clauses hid down in Decision
2001/497/EC while making use of different mechanisms.

Since the use of standard contractual clawses for interna-
tional data transfers is voluntary as standard contractual
clauses are only one of several possibilities under
Dircctive 95/46/EC. for hwfully transferring personal
dua to 3 thind country, dta exporters in the
Community and data importers in third countries
should be free to choose any of the sets of standard
contractual classes, ar to choose some other legal basis
for data transfer. As each set as a whole forms a2 moded,
data exporters should not, however, be allowed to amend
these sets or toally or partially merge them in any

manner.

The standard coatract clauses submitted by the business
associations aim 3t increasing the use of contractual
clauses amang operators by mechanisms such as more
flexible auditing requirements and more detailed rules on
the right of access.

and
several liabality for in Decion 2001497 [EC,
the set now submitted contains a liabidity regime bauxl
on due diligence obligations where the data exporter and
the data imposter would be lisble visdwvis the data
subjects for their respective breach of their contractual
oblgations: the data exporter is also liable for not using
reasonable efforts to determine that the data imposter is
able to satisfy its Jegal obligations under the clauses fadp
mmd;u and the data subject can take action against
the e m this The enforcement of
chauie 1) of she new et of sandid contractial
clauses is of panticular importance in this regard, in
patticular in connection with the possibility for the
data expocter to camry out audits on the data imposters
premises of to reguest evidence of sufficient fnancial
resources to fulfil s responsibilities.

Mareover, as an aktermative to the system of joint
provided

https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A32004D0915



https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32001D0497
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118 DTA: Controller to controller contract builder ot ICO

[ ] [ ]
The UK’s independent authority set up to uphold information The UK’s independent authority set up to uphold information
o rights in the public interest, promoting openness by public rights in the public interest, promoting openness by public
i mer ]

bodies and data privacy for individuals. formation Co = ) bodies and data privacy for individuals.

Home  Your data matters For organisations  Make a complaint  Action we've taken Home  Your data matters For organisations  Make a complaint  Action we've taken

For organisations / Data protection and Brexit / For organisations / Data protection and Brexit / Controller to controller contract builder /

Controner to COIltI'OHEI' contract buﬂder Controller to controller contract buﬂder

An asterisk (*) indicates a required field.

Use this tool to build a contract when using standard contractual clauses to ] . .
transfer personal data from an EEA-based controller to your UK-based organisation, Step one of three: Fill in details about the personal data you are

as part of your preparations if the UK exits the EU without a deal. transferring
Once you click start you will be asked a number of questions about the nature of

the data you're transferring, the organisations. You will also be asked to tick any
optional commercial clauses you would like to include.

Q1. Who is the personal data about?

Please tick all that apply. *
A draft contract will be created. It will contain all the clauses you need, plus the
information you provide about the data transfer and the additional clauses you [] staff including volunteers, agents, temporary and casual workers
select.

. Customers and clients (including their staff
Download the draft contract as a word document. You will need to and complete D ( g )

the remaining specific details. [] Suppliers (including their staff)

You will need to add in the details of the parties to the contract, which are marked
for you to check and complete. You may also add more details where you have
selected 'other'when answering any of the questions in the tool.

Members or supporters

Shareholders
Both parties will need to sign the document before it is in force and wvalid.

Before signing you should consider seeking your own legal advice. Relatives, guardians and assaciates of the data subject

Start now =»

All parties may wish to download this blank template of the contract, which
contains guidance notes.

Complainants, correspondents and enquirers
Experts and witnesses
Advisers, consultants and other professional experts

Further reading

Patients

(¥ Template contract with gnidance Students and pupils

External link

N N B

Offenders and suspected offenders

https://ico.org.uk/for-organisations/data-protection-and-brexit/controller-to-controller-contract-builder/



https://ico.org.uk/for-organisations/data-protection-and-brexit/controller-to-controller-contract-builder/

DTA: Data Transfer Agreement KaK 6a3oBbiit cnoco6
NOCTPOEHUA OTHOLLEHUM mexay pesnaeHtamu PO n EC/EACT

Data Transfer Agreement dated _s20__

[wame of the counterparty], blished and operating in accordance with legislation of [name of the stote],
represented by [fob title und,fuj’l’ name r.lJ the outhorized person], acting under [the bosis of outhority], on the one hand,
and [wome of the counterparty], [oddress], established and operasting in accordance with legislation of the Russian
Federation, representad by [iob title and full nome of the guthorized person), acting under [the basis of awthority], on the
other hand, hereinafter jointly referred to as the “Parties”, and separately — as the “Party” (sach Party may act in the
capacity of both Party transferring personal data and the Party receiving personal datz), have agreed on the following:

1. For the purpose of this Data Transfer Agreement including its exhibits {together, the “agreement”) the Parties apply
the following terms and definitions:

1) personl dote means any information relsting to & directly or indirectly identified or identifizble natural person
{personal data subject or data subjects);

12} controlier means & legal entity arranging (slene or jointly with others) and or) carrying out personzl data
processing, as well as defining the purposas of processing, the operations performed on the personal data [types
of precessing) and the categories of personal data that shall be processed;

|3}  tronsfer of personal dato means any act of sending and transmitting personal data by any means (including
physical and electronic ones), providing access to personal dats, including remote access and saving, inssrting
perzonal data in the information system(s);

|4} reosongbie time mesns period of the time that a Party needs to fulfil an obligation under this Agreement
detzrmined jointly by the Parties on a case-by-case basis considering peculiarities of cooperationfinteraction
between the Parties, volume of the data transferred by the Parties, technical, crganizational and other resources
of the respective Party. In cases where compliance with statutory obligations implying mandatory
tarms/deadlines depends on fulfilment of cbligations under this Agreement the determined reasconable time
shall enable Parties to comply with the s3id statutory obligations.

2. The Parties warrant and guarantee transfer of personal data to each other on a lawful basis in accordance with
requirements of applicable legislation and due notification of data subjects of such transfer if required by applicable
legislation in order to achieve one, several or all of the purposes s2t out below that are relevant for the relationship
between the Parties:

11} concleding, performing and {or) terminating of contracts and agreements between the Parties;

|2}  building and maintzining business relations betwesn the Parties;

|3} carrying owt due diligence procedures by the Parties;

|4)  participating of one Party in the procurement procedures of the other Party;

|5} facilitating information interaction/communication betwesn the Parties;

|6)  exercising rights, fulfilling obligations and complying with prohibitions/restrictions under applicable rules.

3. Each Party acknowledges that it acts in the capacity of an independent controller of personal data received from the
transferring Party (which acts as an independent controller as well) and that it, in common [but not jointly] with the
other Party, determines the purposes and manner of personal data transfer between the Parties unless otherwiss is
specified in the agreement on the assignment of personal data processing (instruction on data processing) or in the
agreement on joint controllership that may be concluded by the Parties in respect of certain parsonal data processing
activities.

4. The receiving Party undertakes to ceass processing of personal data (or ensure that such processing is ceased)
received from the transferring Party, upon achisvement of the purposss specified in this Agreement or where such
purposes are na longer relevant as well as in case of failure to ensure the lawful basis of the personal data processing
uriless otherwise is specifisd in applicabls legislation.

5. The Parties warrant and guarantee preserve confidentiality and security of the transferred personal data in the course
of their processing in accordance with requirements of the applicable laws, 25 well 33 agreements between the
Partizs. The Parties shall take legal, organizational and technical measures that are necessary to protect personzl data
in the course of their transfer between the Parties via electronic communication channels, computer-readsble and
paper media or otharwise (or ensure that such measures zre taken). If warranties or guarantees specifisd in this
paragraph are inaccurate then the receiving Party shall immediately refuse to receive personal datz from the
transferring Party and (or) shall within a reazonable time stop processing personal data received from the transferring
Party prior to that.

. The transferring Party shall, within 3 reasonable time as of receipt of the relevant request from the receiving Party,
provide the receiving Party with information and (or) documents confirming that it obtzined consents of data subjects
to transfer of their perzonal datz, or that it relizs on other legal grounds for the personal data transfer and it duly
notified the subjects of the transfer of their personal data.

7. For the purposes specified in this Agreement, the receiving Party has the right to engage third parties to the
processing of personal data received from the transferring Party by instructing third parties to process these personal
data and (or} by transferring (including cross-border transfer] personal data to third parties without assigning of
personal data processing (without giving instruction to process personzl data on itz own behalf]. The engagement of
third partizs to the processing of personal data can be carried out only if receiving Party ensured appropriats legal
grounds and only if the third parties undertake to preserve confidentiality and security of personal data in the course

MoarotoBneHHbI aBTOPOM npeseHTauuu npoeKkt DTA:

http://sps-ib.ru/dta-eu.docx

v onpeanenAaer CTaTycC CTOPOH KakK CaMOCTOATENbHbIX

KOHTPOJIEPOB B OTHOLLUEHUM MOJIy4aEeMbIX MNEePCOHasNbHbIX
AAHHbIX;

duKcnpyeT TpeboBaHMs 06 OcCyLWecTBAEHUU nepeaadn
NepCcoHasbHbIX  AAHHbIX  CYOBLEKTOB  Ha  3aKOHHOM
OCHOBaHMMW, O HaA/eXxalem yBeAOMNEHUM CyObeKToB Mnpwu
nepegaye MX NepcoHanbHbIX AaHHbIX U 06 obecneyeHuun
KOHPMAEHUMANbHOCTM M Be3onacHoCcTM  06paboTku
NOJIY4EHHbIX NePCOHA/bHbIX AaHHbIX;

3aKpenafaeT NPUMHUUN PaBHOMPaBUSA CTOPOH NpPU B3aMMHOM
nepegaye MepPCOHaNbHbIX AaHHbIX, He JaeT Kakux-nmbo
NPENMYLLECTB U He YLEeMIAET UHTepecbl 06enx CTOPOH;

ABNAETCA PaMOYHbIM U 6eCCpO‘-IHbIM, TO eCTb Tpe6yeT BCEro
JNb  OAHOKPATHOINo noanuncaHnAa W peryampyetr BCe
AOroBOpPHbLIE OTHOWEHNA MeXay CTOPOHaMWU;

3aliMLLAeT MNpaBa M 3aKOHHbIe MHTEpecbl CyObeKToB npwu
nepenaye Ux NepPCcoHanbHbIX AaHHbIX;

MNO3BOJIAET CTOPOHAM MNMPUBJIEKATb TPETbUX TNL, K o6pa60TKe
noay4yeHHbIX NepCoOHa/IbHbIX AaHHbIX;

CHUXAET PUCK NpeabsaBleHUA MNPEeTeH3MMn K CTOpoHam OT
HaA30pPHbIX OPraHOB B OTHOLLEHUW COBNOAEHNA CTOPOHAMM
[ONIKHOW ~ OCMOTPUTENIbHOCTM  NpMU OCYLLLECTBNEHNM
B3aMMHOM nepeaaym nepcoHaNbHbIX AaHHbIX.


http://sps-ib.ru/dta-eu.docx
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DPA: Standard Contractual Clauses

for EU controller to non-EU or EEA processor (SCC-P)

Decision 2010/87/EU
Lelicmesyrowjaa pedaxkyua ycmapena

4.7.2001 w Official journal of the European Communities

Mpumep DPA u uHTerpaumm 8 Hero SCC

[Mpoekm nod2omoesieH asMopom rnpe3eHmayuu

i

{Acts whose publication ix not obligascry)

COMMISSION

COMMISSION DECISION
of 15 Junc 2001
on standard contractual clauses for the transfer of personal daca o third countries, under Directive
95/46/EC

(motified under documens mumber €(2001) 1539)
(Text with EEA relevance}

(2001/497/EC)
THE COMMISSION OF THE EUROIEAN COMMUNITIES,
Having regard 1o the Treaty establishing the European Community,

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the proecction of individuals with regard to the processing of personal data and on the free movement
of such data (). and in panicular Anicke 26(4) thereof,

Whereas:

1) Pursuant o Directive 95/46/EC, Member Stares are required to provide that a transfer of personal
data 10 a third country may only take place if the third country in question ensures an adequate level
of data protection and the Member Seates' laws, which comply with the other provisions of the
Directive, arc respeceed prior 1o the transfer.

{1 However, Anicle 26{2) of Directive 95/46/EC provides thar Member States may authorise. subject 0
cenain safeguards, a wansfer or a sct of wransfers of personal daa to third countries which do ot
cnsure an adeguate level of protection. Such safeguards may in partcular resul from appropriase
coneractual clauses.

{5 Pursuan: 1o Directive 95/46/EC, the level of data prosection should be assessed in the lighe of all the
circumstances surrounding the data eransfer operation or scx of daa wansfer operations. The
‘Working Pany on Proeection of Individuals with regard 1o the processing of personal dasa essablished
under thar Direcive () has issued guidelines to aid with the assessmene (.

) Of L 281, 25.11.1995, B 5

) The lntemies address of the Woeking Party is
" »u' 4 (%020/97) ‘At orientations cer transders of personal data to mmﬂ countries working doc bl
ard iy assesing adequacy. 3 discusion Axumzm uhpml by the Woeking Pany o m une w&m
“rwwsvnmﬁmﬂn repdacion o & meanioghl Camrbucion o the kvl of dia
procection in 4 thind o ¥, working document: zdupoed h |he \\odxm Paty an 14 January Nn
\\r »4 (mi.w mnmm views on the we of wmumul provisces & the context ul wramsters of personal data
thied countries’, mmmh Warking Faty oo 22 Apell 199

o
wr 52 Tranders of pesceul s, 1o shind counres applvig A 25 and 26 o B, dus povcecion
document adopted by e Weeking bary on 34 July 1993, avalible in the web-working doco-
e e hosied by the Ewopean Commis-

https://eur-lex.europa.eu/legal-

content/en/TXT/?uri=CELEX%3A32010D0087

Data dated

ol

—T

[Wame of the counterparty] {*Controller”} as Data Centroller, [oddress], established and existing In accordance with the
legiziation of [nome af the shate], represented by (job fitle and full nome of the outharized perzan], acting under [the basis
af autharity], an the one hand, and [Name of the counterparty] {"Processor”| 25 Data Processor, [address], established and
existing in accardance with the legislation of the Russian Federation, represented by [(ab ttie ond full nome af the
authevized person], acting uncer [the besls of outhonty], on the other hand, hereinadter jainaly referred ta as the "Parties”
and Indvidually 3s the “Party”, have agreed as follpws:

This Data Frocessing Agreement including its exhibits [together, the *DPA”) applies o the Processing of Fersanal Data by
Pracessor on behaif of Controlier {"Data Processing”) subject to Art 28 of the Eurcpean General Data Protection Segulation
2016/57 ("GDPR"] and any other applicable data protection laws (together, the “Data Protection Laws") It & conchuded
Im cannection with the provision of the services pursuant to the following agreementis) between the Farties | "Agreemant”|:

[Name of Agreement|s|] dated [¢]

Capitalizad terms u=ed in this DPA which are not defined, shall have the meanings given to them in the GDPR.

L DATA PROCESSING

1.1 PFrocesser will process the Personal Data that is subject to the Data Processing |"Controlier Data®| only on and
acconding to Cantroller's documented instructions. Cantroller reserves comprehensive rights to change and lsue
further instructions regarding the Data Frocessing. Instructions that would lead to 3 6ata processing outside the
scope of this OFA je.g. due to the introduction of a new pracessing purpase] require price agreement between the
Farties and, If required by the Agr a contract

12 Thescope, nature and purpase of the Data Frocessing and the scope of the Instructions is defined by the Agreemant
and further detalled in Exhibiz 1.

13 IfProcessor beleves that aninstruction vialates Data Protection Laws, Processor will immediately inform Controlier
In weriting. In such cases, Processor |5 entithed to cease the Data g until the resp &
canfirmed ar changed by Controller.

14 The duration of the Data Processing follows the furation of the Agreement unbess otherwise setaut in Exhibit 1. 1
Processer: (I} commits a material breach of the provisions of this DPA, Including where such breach leacs ta a non
campliance with the chligations of Art. 28 GDPF, or (§] refuses to carry cut an instructian of Santroller with regard
to the Data Frocessing, Contraller is entithed to terminate this DRA fourteen (14) days after Raving ghven natice to
Processor in writing, provided that the Processor does nat remedy the breach or comply with the respective
Instrusction within fourteen {14) days.

15  If Pracessor is obliged by EU or EU member seate bws (to which Processor is subject) to process Cantreller Data
other than on the documented imstructions of Controdler {inclucing where this &s reguired for Investigations by
autharities), Pracesser shall immecately inferm Contraller in writing of that legal reguirement before commencing
the respactive processing, unless that such bws prohibit this infarmation on important graunds af public interest.
I thits case, Processor will inform Contralier in writing as soon as permitted by law.

16 Frocessor will ngt preduce copies or duplicates of Controller Zata without Contraller's price written consent, unless
and to the extent such processing Is required to guarantes due and proper 03t Pracessing JbJegwd 2o backup
capies and to comply with EU or EU Member State laws.

X DUTIES OF PROCESSOR

21 Frocessor will assist Controller to ensure compliance with the chigations pursuant to Art. 37 to 36 GOP takinaiot
FuEpunt the nature of processing and the infarmation avaitable to Precessor. This inchdes (without lmitation) that
Frocessor will inform Controller in writing without undue delay of al events which may have 3 negative impact on
the Data Processing, inpartiouacontegtal and actual Persanal Data Breaches ar other irmegulanties cancerning the
processing of Contraller Dats. in such cases, Processor will immediately take 3l necessary meazures to prevent
further harm from the Data Subjects and Controller.

2z Processor will assist Controller by appropriate technical and arganizational measures to fulfill Contraller's chigation
to rezpond to all requests of the Data Subjects [aid down In Chapter 2 [Are. 12 to 23) GOPR taking Into accaunt the
rature of processing, and will infarm Contraller in writing without undue delay about requests from Data Subjects
exerdsng thelr Data Subject rights regarding Contralier Data which are addressed 1o Processor.

Poge 1af IF

http://sps-ib.ru/dpa-eu.docx
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DPA: MNMepBble HaumnoHanbHbie SCC Controller-to-Processor,

yTBepaeHHble EDPB B aekabpe 2019 ropa

edph m

European Data Protection Board

Ewropean Data Protection Board

Hews  EDPE News

First standard contractual clauses for contracts
between controllers and processors (art. 28 GDPR) at
the initiative of DK SA published in EDPB register

ECPB

Following the EDPE opinion (July 2019) on the draft standard contractual clauses (SCCs)
for contracts between controller and processor submitted to the Board by the Danish
Supervisory Authority (SA), the final text of the Danish 5CCs, as adopted by the Danish
SA, has been published in the EDPB's Register for Dedisions taken by supervisory
authorities and courts on issues handled in the consistency mechanism.

The standard processor agreement has been adopted by the Danish 5A pursuant to art.
28(8) GDPR and aims at halping organisations to meet the requirements of art. 28 (3)
and (4], given the fact that the contract between controller and processor Cannot just
restate the provisions of the GOPR but should further specify them, e.g. with regard to
the assistance provided by the processor to the controller.

The possibility of using SCCs adopted by a 5A does not prevent the parties from adding
other clauses or additional safequards, provided that they do not contradict, directly or
indirectly, the adopted clauses or prejudice the fundamental rights or freedoms of the
data subjects.

Mevertheless, the clauses are an instrument to be used "as is”, i.e. the parties who enter
into @ contract with @ modified version of the clauses are not deemed to have employed
the adopted 5CCs. On the contrary, to the extent that organizations choose to make use
of these standard provisions, the Danish SA, for example in connection with an
inspection visit, will not examine these provisions in more detail.
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The UK’s independent authority set up to uphold information
rights in the public interest, promoting openness by public
bodies and data privacy for individuals.

ico.

Information Commissioner’

Home  Your data matters For organisations  Make a complaint  Action we've taken

For organisations / Data protection and Brexit /

Controller to processor contract builder

Use this tool to build a contract when using standard contractual clauses to
transfer personal data from an EEA controller to your UK-based organisation which
is acting as a processor, as part of your preparations if the UK exits the EU without
a deal..

Once you click start you will be asked a number of questions about the nature of
the data you're transferring, the organisations involved and your security
measures. You will also be asked to tick any optional clauses you would like to
include.

A draft contract will be created. It will contain all the clauses you need plus the
information your provide about the data transferred and any additional commercial
clauses you selected.

Download the draft as a word document. You will need to add in details of the
parties to the contract. You may also need to add further details about the
security measures you use to protect the personal data.

Both parties will need to sign the document before it is in force and valid.

Before signing you should consider seeking your own legal advice.

Start now =»

Either party may wish to download the blank template of the contract, which
contains guidance notes.

Further reading

[ Template with guidance notes
External link

122 DPA: Controller to processor contract builder ot ICO

The contract {or other legal act) sets out details of the processing including:

O the subject matter of the processing;

O the duration of the processing;

O the nature and purpose of the processing;
O the type of personal data involved;

O the categories of data subject;

O the controller's obligations and rights.

The contract or other legal act includes terms or clauses stating that:

O the processor must only act on the controller's documented
instructions, unless required by law to act without such instructions;

O the processor must ensure that people processing the data are subject
to a duty of confidence;

O the processor must take appropriate measures to ensure the security
of processing;

O the processor must only engage a sub-processor with the controller's
prior authorisation and under a written contract;

O the processor must take appropriate measures to help the controller
respond to requests from individuals to exercise their rights;

O taking into account the nature of processing and the information
available, the processor must assist the controller in meeting its GDPR
obligations in relation to the secunty of processing, the notification of
personal data breaches and data protection impact assessments;

O the processor must delete or return all personal data to the controller
(at the controller’s choice) at the end of the contract, and the processor
must also delete existing personal data unless the law requires its
storage; and

O the processor must submit to audits and inspections. The processor
must also give the controller whatever information it needs to ensure
they are both meeting their Article 28 obligations.

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/contracts/

https://ico.org.uk/for-organisations/data-protection-and-brexit/controller-to-processor-contract-builder/
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General
Data Protection

Regulation

GUIDE FOR PROCESSORS
SEPTEMBER 2017 EDITION

Applicable from 25 May 2018 across the whole of the European Union, the General Data
Protection Regulation (GDPR) strengthens European residents' rights bearing on their
data and inereases accountability on the part of all stakeholders processing such data

(controllers and processors), whether or not they are established in the European Union.

The Regulation lays down specific obligations that must be followed by processors, who
are likely to be held liable in the event of a breach

This guide sets out to assist processors in implementing these new obligations.

All of the good practices reported by professionals may be added to it in time.

CNIL.

COMMISSION NATIONALE
INFORMATIQUE & LIBERTES

Geners Data Protection Reguiation - Guide for Processors - September 2017 ediion

Example of sub-contracting contractual clauses

The example of uub—conlrachng clauses belou.v is provided pending the adoption of

d contr in the g of Article 28.8 of the GDPR. These
examples of clauses can be inserted into your - contracts. They must be tailored and
specified accordmg to the sub- conh-achng service concerned. Please note that they do
not a act in

1L

L.

[], located in [...] and represented by [.]

(hereinafter, "the controller")

of the one part,
AND

[...], located in [...] and represemed by [
fter, "the pr )

(heret

of the other part,
Purpose
The purpose of these clauses is to define the conditions in which the processor undertakes to carry
out, on the controller’s behalf, the personal data processing operations defined below.

As part of their contractual relations, the parties shall undertake to comply with the applicable
regulations on personal data processing and, in particular, Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 which is applicable from 25 May 2018
(hereinafter "the General Data Protection Regulation”).
Description of the processing being subcontracted out

The processor is authorised to process, on behalf of the controller, the necessary personal data for
providing the following service(s) [...].

The nature of operations carried out on the data is [...] .

The purpose(s) of the processing is(are) [...].
The personal data processed are [...].
The categories of data subjects are [..].

To perform the service covered herein. the controller shall provide the processor with the
following necessary information [...].

Duration of the contract
This contract enters into force on [...] for a duration of [} .
Processor's obligations with respect to the controller
The processor shall undertake to:
1. process the data solely for the purpose(s) subject to the sub-contracting

2. process the data in accordance with the documented instructions from the controller
appended hereto. Where the processor considers that an instruction infringes the General

CNIL. 13

https://www.cnil.fr/en/general-data-protection-regulation-guide-assist-processors
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DPA: Pykosopacteo DPC no noarotoBke Data
Contracts

A Practical Guide to R
Controller-Processor @ (S)C Chosaint Sonrai

Contracts

The General Data Protection Regulation (GDPR), which came into force on 25 May 2018,
introduced increased obligations for both data controllers (‘controllers’) and data
processors (‘processors’). One such obligation is the obligation on Controllers and
Processors to enter into a legally binding contract governing the processing of personal
data when a Processor is engaged to process personal data on the instruction of a
Controller (a 'data processing contract’).

This guidance note outlines in brief the context of the obligation on controllers and
processors to enter into a data processing contract under the GDPR, when they need to
enter inte a data processing contract, and the minimum provisions which should be
included in such a contract.

Who needs to enter into Data Processing Contracts?

All controllers who engage processors to process personal data on their behalf are
obliged to enter into a data processing contract. This obligation is relevant to controllers
and processors in both the public and private sectors.

Overview of Mandatory Provisions of Data Processing Contracts

Article 28(3) GDPR prescribes the provisions which must be included in a data
processing contract between a controller and a processor. A controller and processor
should enter into a data processing contract which must, ata minimum, centain the
following details:

= The subject matter, duration, nature and purpose of the data processing;

= The type of personal data being processed;

= The categories of data subjects whose personal data is being processed; and
= The obligations and rights of the controller.

A data processing contract should also contain the following mandatory provisions:

¥ That the processor will only process personal data received from the controller
on documented instructions of the controller (unless required by law to process
personal data without such instructions) including in respect of international
data transfers;

¥ That the processor ensures that any person(s) processing personal data is
subject to a duty of confidentiality;

Processing

A Practical Guide to

An Coimisidn um
Chosaint Sonrai

Controller-Processor C a7
Contracts

+ That the processor takes all measures required pursuant to Article 32 GDPR
(Security of Processing) including but not limited to implementing appropriate
technical and organisational measures to protect personal data received from
the contraller;

+ That the processor obtains either a prior specific authorisation or general written
authorisation for any sub-processors the processor may engage to process the
personal data received from the controller. The processor must further ensure
that where a general written authorisatien to the processor engaging sub-
processors is obtained, the controller has the opportunity to objectin advance to
each individual sub-processor to be appeinted by the processor;

+ Thatany sub-processors engaged by the processor are subject to the same data
protection obligations as the processor and that the processor remains directly
liable to the controller for the performance of a sub-processor's data protection
obligations;

+ That the processor assists the controller by appropriate technical and

organisational measures to respond to data subject rights’ requests under the
GDPR:

+ Thatthe processor assists the controller to ensure compliance with obligations
under the GDPR in relation to security of data processing (Article 32 GDPR),
notification of data breaches (Articles 33 and 34 GDPR) and data protection
impact assessments (Article 35 and 36 GOPR);

+ That, at the end of the data processing by the processor and on the contraller's
instruction, the processor deletes or returns the personal data received from the
controller; and

¥ That the processor makes available to the controller all information necessary to
demonstrate compliance with Article 28 GDPR and that the processor allows for
and contributes to audits conducted by the controller or a third party on the
controller's behalf.

Other Provisions which May Be Included in Data Processing
Contracts

There are a number of other provisions which controllers and processors may wish to
include in data processing contract which are not mandatory for inclusion under the
GDPR. Such provisions may include but are not limited to:

= Liability provisions (including indemnities);
= Detailed (technical) security provisions; and/or
= Additional cooperation provisions between the controller and processor.

https://www.dataprotection.ie/en/guidance-landing/practical-guide-controller-processor-contracts
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125 DMA: AoroBop mexay COBMECTHbIMU KOHTpOoAepamu

PEMYBAVMKA BEBAFAPUA

%

WHCTMTYUMATa
AIMMHWUCTPaTOPH Ha
JIMYUHK laHHN
MopasaHe Ha xan6u u
curHanu
Bunpocu ksM K3n1
MexayHapoaHo
CBbTPYAHNUYECTBO
[ITERTERTY
NpOCTPaHCTBO

AHkeTa

MpasHa paMka MpakTuka

» wKa » Cranosuiia wa K3/, 018 r. » Cranosuwe wa K3N[] no uckane na YruuKpeauT

BynGank” All BuS Bpb3Ka C NPUNaraHeTo Ha Pernament (EC) 2016/679

CraHoBuMWe Ha K3J1[1 no uckaHe Ha ,YHUKpeauT bynbaHk” ALl
BbB BpPb3Ka C nNpunaraHeTo Ha PernameHT (EC) 2016/679

CTAHOBMILUE
HA
KOMWCHATA 3A 3ALLUWMTA HA IMYHWUTE OAHHW
per. N¢ HAMCNO-01-873/10.08.2018 r.
rp. Codmn, 21.09.2018 r.

OTHOCHO: 3a [ no npunaraHeTo Ha
Pernament (EC) 2016/679 ot ,YuuKpeaut Bynbanx™ Afl

KomucuaTa 3a 3awmMta Wa nudumte aanmm (K3/1/1) B cbcTap - unewose: LlgeTennu
Codponuner, Mapua Matesa w Becenuu Llenkos, Ha 3aceqaHwe, NpoBeaeHo Ha 19.09.2018 r.,
pa3rnena McKaHe 3a CTaHoBMWE /Bx. N® HOAMCMNO-01-873/10.08.2018 r./ oT ,YHuKpeawt
Bynbauk” AJl, B KOBTO CE& NOCTABAT CNEAHMTE BbIPOCH OTHOCHO [DWIOXEHHWETO Ha

NPAKTMYECKW BBLNPOCKH PernamenT (EC) 2016/679:

HA 3ALLMTATA HA
JNIUYHUTE OAHHK CN ‘ 1. flonycTMo fin @ CBMECTHH 8AMMHMCTPATOPH A8 Pa3vnTaT Ha eAHO BONeH3ABNeHne
25 MAW 2018 I 38 NpeaAoCTapAHe WA CuraacMe OT CTPaWa Ha CybekTa, yWwkTo Aamnn obpabotear, ¢ uen

npeanarane Ha AMPEKTEH MAPKETHHT.

e

2. Kakso kauecTBoTo mma Gankara 8b8 BpPB3Ka C MPOTHBOPEYHBOTO TBIKYBAHE Ha
npasHnTe GUIYPH LAAMUHKCTPATOP”™ # ,00paborBall AMYHM A3HHK™ B KOHTEKCTa Ha
BIAHMOOTHOWIEHHATE W C KNTHENTHTE.

Bve BPb3Ka C MPHBEXAAHETO Ha  AEHHOCTTa CM B CbOTBETCTEBME C
Pernament (EC) 2016/679, .YuuKpeaur bBynbauk” AJl ce cbnbckBa € nNPOTHBOPEUHBO
TLAKYBaHE OT CTPaHa Ha CBOMTE KIMEHTHHAKaYeCTBOTO Ha CTPAHKTE B OTHOWEHWATA, CBbLPIAHW
€ NpeaocTaBAHeTo Ha BaHKOBW YCnyrW — aaMWHWCTPaTop W ofpaboTeawl. KnwenTtwna Gankata
M3MCKBAT MOAMMCBAHETO HA CMOPa3yMeHWe, CMOPe]l KOETO KIMEHTLT MMa KadyecTBOTO Ha
AAMMHUCTPATOP NO OTHOWEHWE HA AAHHWTE, KOWTO NPeAoCTaBA Ha ,YHuKpeauT Bynbank” All,
BU3Mpaikn, ye bBankata mMma kauectsotoHa obpaboreaw nanHuTe. OCHOBHHAT UM apryMeHT B
Tasu HacoKa e, He CKAIYBaHMTE MeXAy CTPaHMTeqoroBopu 3a GaHKOBM YCNYrH, N0 KOWTO
KMWEHTHT WMMa KauyecTBOTO ,Bbanowuten’, a ,YuuKpeawt Bynbawk” Afl Ha ,u3mbauuTen”,
0bycnaesaT W NOCTAaBAHETO MM B NO3MuUMA ,aamuHucTpatop” (kimewt) u ,obpaborsaw”
(BaHkaTa).

OT cBOA CTpaHa, ,YHWKpeawt Bynbauk” AflHe cnoaens ToBa TbAKyBaHe Ha OO6WMA
pernaMeHT, KaTo CuMTa, ye NpW OCbLLECTBABAHETO Ha AeHHOCTTa No NPefoCTaBAHE HA BaHKoBK
YCNYTH Ha QU3MYECKM W I0DHAAYECKH NHUA, TA NPMTEXABa KAYeCTBOTOMIAALMMEHWATA Ha
LANMHHUCTPATOP” Ha COBCTBEHD OC no o Ha cubup u obpaboteanuTe

it .B ponmbaH NPejoCTABAHETO Ha Tean cneundmyHn yonyrm moxe aga Goae
M3BBPLWEHO EAMHCTBEHO NPH HANMUME Ha CbOTBETHUA NUUEH3, T.e. 0BPaBOTBAHETO Ha AGHHM
Ce U3BbplIBa Ha cobcTBEHO OCHOBAHWE, 8 He OT UMETO Ha K/IMeHTa.

BbaeTe HHdOpMUpPaHH

KoHTakTh

|
MonuTuka 3a
npospayYHocT

TOAMLIHK OTUETH

WHdopmaymoHeH
6loneTuH

Mpodun Ha Kynysaua

AMHHHCTPATMBHO
obcnyxBaHe

Crobuiennn
WHdopMaLmMonHa KaMnaHns
Mo wanbn

Twproee

Kanenpap Ha ceburtuara
4 Hoemepu 2018 »
n B8 € 4 N Cc H

Apxus

Cobutna

®oTo ranepua
Kondeperums 2015
KoHkypc 3a geua

Hapen6a N° 1 ot 30 auyapm
2013 - OTMEHEeHa, CUHTAHO OT
25.05.2018

CNUCHUW, CELPAHK C

Komucuara 3a 3awmra Ha
NNYHUTE AaHHU

bonrapckuit Hag3opHbIM opraH K3/,
onybanKoBan CBOM OTBET Ha 3anpoc
6aHKa «YHuUKpegut bynbaHK», B
KOTOPOM  pEeKOMeHAyeT  3aK/to4aTtb
COOTBETCTBYIOWMIN  [OFOBOP  MeEXKAY
COBMECTHbIMW  KOHTposepamu. B
A0roBope A0/IKHbI ObITb OnpeaeneHbl
00A3aHHOCTU Ka)XAOW CTOPOHbI MO
cobnogeHnto  TpebosaHunm  GDPR
(ocobeHHO B OTHOLWEHMU MexaHW3Mma
peannsaumMm npasB CyObbEKTOB AaHHbIX
M o06s3aTenbct8 N0 YBEAOMJIEHUIO
cybbekToB). Kpome TOro, MHpopmaums
0 daKTe 3aK/NYeHMA TaKoro A0roBopa
M ero coaepaHue [OMKHbI ObiTb
AoBefeHbl A0 cBeAeHUs CcybbekTos
AaHHbIX.

https://www.cpdp.bg/?p=element view&aid=2119
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DMA: NpoekrT Joint Controllers Agreement n obpasey,

yseaomneHusa cybvekros o JCA ot LfDI Baden-Wiirttemberg

Landesbeauftragter flr
und

Baden-Wlrttemberg

Mehr Licht! — Gemeinsame Verantwortlichkeit sinnvoll
gestalten

Gepostetvon Pressestelle | 22. Mai 2019 | Aktuelle Meldungen, Datenschutz, Pressemitteilung

Die im letzten Jahr ergangenen Entscheidungen des Europaischen Gerichtshofes iiber die gemeinsame
Verantwortlichkeit waren ein lauter Paukenschlag, deren Hall seitdem nichtverklungen ist. Die Rechtsfigur
der .gemeinsamen Verantwortlichkeit® und die damit verbundene Frage, wie eine solche vertragliche
Vereinbarung zwischen den beteiligten Verantwortlichen eigentlich auszugestalten ist, 16st seitdem bei
vielen Verantwortlichen grof e Fragezeichen aus. Den gemeinsam Verantwortlichen kommt hierbei eine fiir
den Betroffenenschutz zentrale Aufgabe zu: Entscheiden mehrere Verantwortliche gemeinsam tiber Zwecke
und Mittel der Datenverarbeitung, so sind sie gemeinsam verantwortlich und miissen untereinander
vereinbaren, wer im Innenverhaltnis welcher Pflicht aus der Datenschutz-Grundverordnung (DS-GVO)
nachkommt.

Von offizieller aufsichtsbehordlicher Seite entwickelte Muster eines solchen Vertragswerks sucht man
bislang vergeblich, so dass die Gestaltung eines solchen Vertrages den Vertragspartnern oftmals wichtige
Zeitund personale Ressourcen raubt.

Landesbeauftragter flir
Datenschutz und
Informationsfreiheit
Baden-Wirttemberg

Vereinbarung gemaR Art. 26 Abs. 1 8. 1 Datenschutz-
Grundverordnung (D5-GVO)
zwischen

Partei 1
[Name und Kontaktdaten angeben]

und

Partei 2
[Name und Kontaktdaten angeben]

Hirweis: Dem voriegenden Verragsmuster iagen die Definitionen und Begniffe der Art. 4
wnd 5 DE-GVO zugrunde. Der Mustertext ist suf eine Veminbamung zwischen zwel
Verfragsparteien susgeleglt. Je nsch Enzelfsl kinnen sush mehrere Verdragsparieien von
einer gemeinssmen Vesnfwordfichked wnfasst sein. fn diesen Falflen muss das
nachfolgende Musfer insoweit suf eine grofere Anzshl von Verfregsparieien umgeschrieben
und sngepasst werden.
mmmmmlﬂﬂammmmm
Veriragsgesizlfungen haf sich die in diesem Vi worgeno heidung
in Wirkbersiche als praktikabel! enviesen, ﬂmhwennd'.ﬂse!ﬁrameuﬂtmmewammbﬂumg
im Sinne des Art. 26 Abs. 1 DS-GW0 nicht zwingend erforderich ist

g1

{1} Dizze Versinbarung regelt die Rechtz und Fllichten der Varantwortlichen (in Folge auch
Farteien® genannt)] bei der gemeinsamen Verarbeitung personenbezogensr Daten. Diess
‘“ereinbarung findet suf alle Tafigkeitzn Anwendung. bei denen Beschafiigte der Parteien
oder durch sie besufragte Auftrspsverarbeiter personenbezogene Daten fir dis
‘“erantwortlichen werarbeiten. Die Parteien haben diz Mitiel und Zwecks der nachfolgend
niher beschriebensn Werarbeitungstatigkeiten gemeinsam festgei=gt

https://www.baden-wuerttemberg.datenschutz.de/mehr-licht-gemeinsame-verantwortlichkeit-sinnvoll-gestalten/
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DMA: Data Management Agreement Kak onTUMa/ibHbIN
cnocob perynnposaHusa 060poTa AaHHbIX B XON4UHre

JOINT CONTROLLERSHIP AGREEMENT

Date: [X]

The Parties:

[Bedrijf X]. having its registered seat at [Adres] in [Plazts] and registarad with the Chamber of
Commerce's Trade Register under company number [nummer], here duly represented by
[Vertegenwoordiger]. hereinafter referred to as [*X"],

and

[Bedrijf X], having its registered seat at [Adres] in [Plaats] and registered with the Chamber of
Commerce's Trade Register under company number [nummer], here duly represented by
[Vertegenwoordiger], hereinafter referred to as [*X"],

and

[Bedrijf X]. having its registered seat at [Adres] in [Plaats] and registered with the Chamber of
Commerce’s Trade Register under company number [nummer], here duly represented by
[Vertegenwoordiger]. hereinafter referred to as [*X"],

and

[Bedrijf X]. having its registered seat at [Adres] in [Plaats] and registered with the Chamber of
Commerce's Trade Register under company number [nummer], here duly represented by
[Vertegenwoordiger]. hereinafter referred to as [*X7],

hereinafter collectively referred to as the “Parties” and individually referred to as a "Party”,

Whereas:

# The Parties wish to collaborate on the project outlined in greater detail in Scheduls 1;

# The Parties conclueded a Main Agreement on <DATUM:= or wish to collectively conclude such an
agreement along with this Agreement with the reference <KENMERK VAN DE
HOOFDOVEREENKOMST= relating to <ONDERWERP VAN DE HOOFDOVEREENKOMST=;

#  This collaborative partnership shall involve the processing and exchange of Personal Data;

« The Parties shall jointly determine the purpose of the Data Processing Operations and the
resources used therein, and shall therefore be Joint Controllers within the meaning of Article 26
of the GDPR, rather than serving as the Data Processors of each other’s data;

* Toensure that the Personal Data are processed in a careful manner, the Parties wish to enter into
commitments on the Processing of Personal Data and the various Parties’ respective
responsibilities vis-3-vis each other.

Now, therefore, the Parties have agreed as follows:

Model Joint Controllership Agreement ot SURF:
https://www.surf.nl/files/2019-11/model-joint-
controllership-agreement.pdf

1. coBmecTHOe onpepeneHne uenn B OTHOWEHUNN O6pa6OTKI/I
nepcoHasibHbIX AaHHbIX,

B Kakux cnydaax moxket notpebosatbca DMA (JCA):

2. ICNONb30BaHME OAHOro U TOro e Habopa nepcoHaNbHbIX
NaHHbIX (MK 6a3bl AaHHbIX) A8 AOCTUXKEHUA 0bLLEen Luenu;

3. coBMecTHoe onpegeneHMe obauMka npouecca 06paboTKu
NepCcoHabHbIX AAHHbIX, NYCTb U C Pa3HbIMU LLENSMMU;

4. Hannume oO6WMX NpPaBUN  YyNpPaBAEHUSA MEPCOHANbHbIMU
AAHHbIMM.

HekoTtopble npenmywectsa DSM gna xonauHra:

v/ yCTaHOB/IEHNE NePaPXMUHOCTU CTOPOH M NOPAAKa NPUHATUA
peLIeHN;

v’ rmbkoe pacnpeaeneHue OTBETCTBEHHOCTHU mexay
y4YacTHUKaMu;

v’ LeHTpannsoBaHHoe B3aMmogencTamne XONAMHra o
npoueccopamun u cybnpoueccopamu;

v/ ucnonb3oBaHMe AnA  3Kcnopta AaHHbix  u3  EC/EACT
nocpeacrsom SCC-C;

v BO3MOXHOCTb y4YecTb 0COBEHHOCTU npaBa, NPUMEHMMOrO K
y4YaCTHUKaM, Haxoaawmmea sHe EC/EACT;

v oTcyTCTBME MexaHu3ma o06A3aTeNbHOro COoraacoBaHMa C
HaA30PHbIMW OpraHamu.


https://www.surf.nl/files/2019-11/model-joint-controllership-agreement.pdf

128 BCR: PekomeHaauum v nyyiume npaktmku ot WP29

PekomeHgaumn  Pabouyen  rpynnbl  no  3awmTe

M| SN dusmyeckmx nny  npu  obpaboTke NepcoHaNbHbIX
Home » .. » International dimension of data protection > Binding Corporate Rules (BCR) AdaHHbIX (Data Protection Working Pa rty, WP29),
- KoTopaa AencteoBana Ao 25.05.2018. HeKkotopble u3
Binding Corporate Rules (BCR) YKa3aHHbIX peKomMmeHaauni npoaonKatoT AeNCTBOBaTb
Corporate rules for data transfers within multinational companies. nocne paCd)OpMVIpOBaHVIFI Pabouen rpynnbol WP29 wu

nepeaaynm nonHomoumn EBponenckomy coBeTy Mo
3alMTe AaHHbIX:

What are binding corporate rules?

1. Working Document Setting Forth a Co-Operation
Procedure for the approval of “Binding Corporate

Binding corporate rules (BCR) are data protection policies adhered to by companies established
in the EU for transfers of personal data outside the EU within a group of undertakings or

enterprises. Such rules must include all general data protection principles and enforceable rights Rules” for co ntrol Iers and processors under the
to ensure appropriate safeguards for data transfers. They must be legally binding and enforced by
every member concemned of the group. G DPR’ WP 263 reV.Ol

2. Recommendation on the Standard Application for
Approval of Controller Binding Corporate Rules for

Approval of binding corporate rules

Companies must submit binding corporate rules for approval to the competent data protection the Tra nSfer Of Pe rsonal Data' WP 264

authority in the EU. The authority will approve the BCRs in accordance with the consistency

mechanism set out in Article 63 of the GDPR[A. This procedure may involve several supenisory 3_ Recommendat|on on the Sta ndar‘d App||cat|0n
authorities since the group applying for approval of its BCRs may have entities in more than one . R

Member State. The competent authority communicates its draft decision to the European Data fOI‘m fOI’ Appl’ova| Of Processor B|nd|ng Corporate
Protection Board, which will issue its opinion on the binding corporate rules. When the BCRs

have been finalised in accordance with the EDPE opinion, the competent autharity will approve RU|es for the TranSfer Of Personal Data' WP 265

the BCRs.
4.

Working Document setting up a table with the
Authorisations of supenisory authorities on the basis of Directive 95/46/EC remain valid until . . B . .
amended, replaced or repealed, if necessary, by that supenvisory authorities. EIementS and DrInCI D|€S tO be fOU nd n B| nd|ng
Corporate Rules, WP 256 rev.01

5.  Working Document setting up a table with the
elements and principles to be found in Processor
Binding Corporate Rules, WP 257 rev.01

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/binding-corporate-rules-bcr en



https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/index_en.htm
https://edpb.europa.eu/node/89
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623056
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623850
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623848
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614109
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614110
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/binding-corporate-rules-bcr_en
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HekoTopble n3 KomnaHuit-yuyactHukos BCR:

JUSTICE AND CONSUMERS ABN AMRO Bank Cisco Legrand

Airbus Citigroup Maersk Group
SRS Allianz Deutsche Post DHL ~ Mastercard
{A] HOME {0} ARTICLE29 NEWSROOI &§ Share Sesrch Q Micheli
Astra Zeneca plc Deutsche Telekom Ichelin
mamwnmen  List of companies for which American Express e-Bay Motorola
Cugeines the EU BCR cooperation ArcelorMittal Group Ericsson Novartis
. Oracle
Letters, other documents procedure IS Closed AVAYA Group ErnSt & You ng O
Opinions BMW General Electric sram
Plenary meetings iﬁffz;icﬁprocedureclosed@ BNP ParlbaS HeWIett PaCka rd PayPaI
Press releases BP IBM Corporation SaleSforce .
BT Group Intel Corporation S.chne|der Electric
Cargill John Deere Siemens
® 0
edpb HeKoTopble n3 KomnaHuMu-yyacTtHMKoB BCR:
e Equinix (2019)
Register of approved binding corporate rules Fujikura Automotive Europe Group (2020)

Type of B{Rs Year of
(controller or ‘approval/last Approver
processor) revision

HName of the group of Categories of

data subjects

undertakings/enterprises

Employ d
MPLAVEES AN view

BCRs of Equinix Inc_ Controller 2019 UK SA business .
details
contacts
Employeesand
BCRs of ExxonMobil Corporation  Controller 2019 BESA business J t;‘l
contacts e
i > Employees and S
BCRs of Fujikura Automotive Controller 2020 ESSA business V\e\.‘
Europe Group (FAE Group) details

Comiacts

https://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=613841
https://edpb.europa.eu/our-work-tools/accountability-tools/bcr_en




130 SPA: PykoBoacTtso EDPB no 06paboTke nepcoHasbHbIX AaHHbIX
npu NpeaoCcTaBAeHUN OHNAWH-YCAYT CybbeKTam
3TO PYKOBOACTBO MNPU3BaHO MOMOYb B  OMNpeaesieHun
NpaBoBOro ocHoBaHMA 06paboTKM MepcoHasbHbIX AaHHbIX B
KOHTEKCTe 3aK4YaembiX C Cy6'bEKTaMVI AJaHHbIX KOHTPAKTOB
Guidelines Ha OKa3aHMe MM OHAAMH-YCAYr, He3aBUCUMOo cnocoba onnatbl
AAHHbIX yCAyr. B pyKoBOACTBE M3N0XKEHbI KBaaudpuumpyowme
NpPU3HaKM NpaBomepHON 06paboTKM NepCcoHaNbHbIX AAHHbIX B

cootBeTcTBUKM co cT.6(1)(b) GDPR n paccmoTpeHa KoHuenuus
«HeobxoaMMOCTU» B TOM BUAE, B KAKOM OHa MPUMEHMMa K

Guidelines 2/2019 on the processing of personal data under NCNO/THeHUIK KO HTpa KTa.
Article 6(1)(b) GDPR in the context of the provision of online
services to data subjects Ha uTo HEO6XO,£I,VIMO O6paTVITb AonoaHunTeNbHOE BHUMaHUE B
KOHTEKCTE ICI,OI'OBO[’.')HOI‘;I AeATENBbHOCTU C Cy6'beKTaMMI
ARRUON AN v' Tlocne pacTopXeHua KOHTPaKTa 0BblYHO HecnpasenInBo

nepexoanTb Ha Apyroe feranbHoe ocHoBaHue (n. 41).

Yetsion fo public Lonsiltation v’ [leicTBMA, CBA3AHHble C KOHTPAKTOM Mociae  ero
pacTop»KeHuA (Bo3BpaT onnatbl M T.N.) TOXKe MOryT 6biTb
OCHOBaHbI Ha cTaTtbe 6(1)(b). (n. 42, 44).

v" OB6bI4HO KOHTPAKT C KAMEHTOM He ABNAETCA OCHOBaHMEM

ANA AEMOHCTPaUMM eMmy TapreTUpOBaHHOM peknambl. Ho

€C/IN XOYEeTCHA, HYXKHO Y4YecTb, YTO K/IMEHT MMeeT NpaBo

BO3parkaTb MPOTMB MPAMOro MapKeTMHra no cratbe 21

AR e——" GDPR (n. 52), yyectb TpeboBaHus ePrivacy, MHeHue no
WP171 n WP208 (n. 55).

v lepcoHanbHble AaHHble HE MOryT PacCMaTpUBaTbCA B
KayecTBe KOMMepyecKkoro Toeapa (n. 54).

https://edpb.europa.eu/sites/edpb/files/consultation/edpb draft guidelines-art 6-1-b-final public consultation version en.pdf



https://edpb.europa.eu/sites/edpb/files/consultation/edpb_draft_guidelines-art_6-1-b-final_public_consultation_version_en.pdf
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ANA 06paboTKN NepcoHaNbHbIX AAHHbIX

Version last updated: December 2019

Contract

"processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract”

Article 6(1)(b) GDPR

The legal basis of ‘contract’ (also referred to as ‘contractual necessity” or 'contractual
performance’) is another relatively commonly utilised legal basis for the processing of
personal data, in contexts where there is a contractual relationship between the data
subject and the controller. Article 6(1)(b) and Recital 44 GDFR set out that processing
may be lawful where necessary for performing or initiating a valid contract.

Contrellers need to be aware that to rely on a contractual legal basis for processing
personal data it isn't sufficient for the processing to just be somehow related to the
contractual relationship, instead it must go further and be 'necessary for the
performance’ of that contract - i.e. objectively necessary to carry out the contract.
Alternatively, this legal basis may be relied upon where the processing is necessary to
take steps leading towards a contract, where the data subject has requested the
controller do 50, as discussed in maore detail below.

As set out in the wording of Article &(1)(b) GDPR, controllers need to be aware that this
legal basis can only apply to contracts between the actual data subject and the
controller, and not to processing of personal data for the purpose of performing a
contract between a controller and a third party. Thus, a controller cannot use a contract
between themselves and another service provider or advertising partner as the legal
basis for the processing of a data subject’s personal data, just because the processing
would be necessary to perform that contract - as the data subject is not a party to that
contract. Thus, this legal basis would not apply in the absence of a direct contractual
relationship with the data subject concerned.

Prior to Entering into a Contract

The wording of Article 6{1§b) GDPR reflects the fact that preliminary processing an
individual's personal data may be necessary before entering into a contract with the
controller, in order to facilitate concluding a contract, such as the processing of personal
details by an insurance company where a data subject has asked for a quate, with a view
to potentially entering into a contract of insurance.

In an online context, this may be of relevance in situations where, for example, a data
subject provides their postal address to see if a particular service provider operates in
their area, or processing which is carried out as part of aregistration process for an online
service. This idea of preliminary processing could not cover unsolicited marketing or
other processing which is carried out solely on the initiative of the controller, or at the
request of a third party, as this isn't done at the request of the actual data subject.

Npnanackmin Haa3opHbin opraH Data Protection Commission
B JAeKkabpe 2019 roga onyb6namMkoBan pyKoOBOACTBO ANS
KOHTPONEPOB NO ONpeaeneHntd MNpaBUIbHOW NPaBOBOW
OCHOBbl AN1A TOM MAWM MHOM 06paboTKM NepcoHaNbHbIX
JAHHbIX M 00A3aTenbCTB, KOTOPblE COOTBETCTBYIOT 3TOWM
NnpaBoBOW OCHOBE.

CtpaHuupbl 11-13 pykoBoacTBa NOCBALLEHbI aHaNM3y 6a30BbIX
TpeboBaHniA K 06paboOTKe nNepcoHaNbHbIX [AaHHbIX B
KOHTEKCTe NpeasoroBOpHOM M AOFOBOPHOM AEATENbHOCTU
MeXKAY KOHTPONEePOM U CYObEeKTOM AAHHbIX.

Right of Right to Right to Right to Right to Right to
Access Rectification | Erasure Restriction | Portability | Object
Consent v v v v v -
Can withdraw
consent
Contract v v v v v *
regar
Obligation v v = v e &
vital v v v v x *
Interests
Public
— v v x v x v
Legitimate
Interests v v v v -

https://www.dataprotection.ie/en/guidance-landing/guidance-legal-bases-processing-personal-data



https://www.dataprotection.ie/en/guidance-landing/guidance-legal-bases-processing-personal-data
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SPA: Subject’s Privacy Addendum kKak Heobxoaumbiv anemeHT
AOroBopa Mmexxay KOHTPOepoM U CY6beKToM AaHHDbIX

Subject’s Privacy Addendum (B ka4ecTee pazgena s gorosop [MX ¢ #1)

. MopnKcHEaA JoroEop, MENGAHUTENE HAAEARET 32HATHES, KEK CAMOCTOATENEHE AEHCTaYIUEND ONEpaTopa (320 W
[AANEE MOHATMA SONEPETOR®, *NEPCOHAMDHDIE A3KHDIE?, t0GpE00THE NEQCOHANDHE AEHHDOE WLNONDIVKITCR 8
THEYEHMN, ONPegenSHHOM CT.3 $GELSpaNoHOND 33KOHE OT 27.07.2006 Ma 152-93 o0 NEPCOHANDHSLE SEHHLICH),
NPaE0M Ha DCYWECTEREHUE OOpaGoTHH NEPCOHANDHENE O2HHEI MCNOAHMTENR, C WEARD 33KAKHEHHA, MONOIHEHHA W
NPEKPELLERHA CTOROHAMM QOT0E0RS, 3 TEKAE © UMb COYWECTEARHHA, BEMOAHEHHA W CoBNoagHHA CTOROHaMM
npae, ofRsaHHOCTEN W 33NPETOE, NpEAYCMOTPSHHEN HOpMEMM. COCTSE MEPCOHEABHED! 43HHBIX
WICTIOAHMTENR, NoAex s 06pafoThe, 3 Takse NepeyeHD SHCTEHI [ONSPaUMEA), COSEPIWEEMBIX C NEPOOHANDHAIMM
[ASHHEIMM WCMOAHUTENA, ONPEAENAKTIR B COOTEETCTENM C NPEAYCMOTREHHEIMM LESAMM W YCIOENAMK J0r0B0pa.

. B omyHae, 2 MOMOMHETEAE B NPEOYCMOTREHHGLE USARY NEPEAIST 33H334MEy NEDCOHINGHLIZ A3HHGIE MHBI
CySUEKTOE NEPCOHENTHOIE QAHHDE (4anse — oCyfibexThie), TO TEM CEMaIN MCMOHWTEND JEBEPAET W FEPEHTHRYET
np ™o Takoll nepegEdM Nepoo H3HHOIC B CODTEETCTEMM C TP W onp o
ZIHOHOMETEABCTES, 3 TEHME HIANEMEIES YESA0MNSHNE [y BSKTOE 0 T2HOW NEPEREHE WX NEPCOHANBHBL 43HHALK
3EHETHNKY, BCAM TOTD TPEAYET NPUMEHKMOE J3KOHDAETENECTID.

3. [INA AOCTHIKEHWR NPSOYCMOTREHHEI Lznei o8paSoTkin NEPoHENbHEIX ASHHEIX S3HATHHH:

(1) EBMpase NPHENEKETo TREToMX MWW K 0GpsbOTHE NEpIOHANDHOIK A3HHES: NYTEM NOPYSEHHA TRETHAM AHULAM
oSpafoTsy NEpCOHENEHEN SEHHE W (M) MyTem NepegsuqM TRETEHM AWLEM MEPCOHENLHLY OEHMoi De3
nopy4esiA obpafoTiM NEPCOHENEHDE A3MHLE, 3 TOM YMONE OCYILECTANATD TRIMCTDSHMYHYID NEpeasyy
NEQCONHENGHEIX AEHHEIE TRETENM THUAM HE TERPMTORMID COSAMEEHHENE LUTETOE AMERWEM, TOCYAEPCTE-SNEH0S
ESpONESHCKOND COKZ2 M MHBIX MEOCTREHHBG rOCy A3PCTE. MPMENS4EHNE TPETENX AMY K 05paBoTHe NEPCoHAABHBX
A3HHBIX MOMET COYWECTRAATECR TOADKG NPW YOIOEHK OODaSOTEM TEKMMM MMUSMM MEDCOSEAEHDD L3HHOIK
MCKAKMMTENBHO AR AOCTUHEHWA NPEgyCMOTPEHEEN yenei 05paboTky NEpCOHantHaIC A3HHEIX, 3 TaKKe NPM
YonoEKMK OBECMNEHEHMR TIRMMM THUEMM KOHOMIEHUMENEHOCTA W G830N3CH0CTH NEPCOHENDHELE SEHHEIX NP W
oSpafioTse. K TREToMM AMUEM, B $3CTHOCTH, OTHOCATCA KOHTPSrEHTE 335334HKE, 3 TakKe apdnaMposaHHoe (3
IHIHEHHM NOHATHA, ONPEASNEHHOMD CTS SefepanbHOro 33koHa o7 26.07.2006 Me 13543 «0 zawwWre
KOHRYDEHUMME] C 33HEIHME0M KOMIIHHK;

(2) Enpaze ofpafaTniBaTE NEPCOHANGHEIE ASHHEIE 40 MOMEHTS OKOHYEHMR AEACTEMA 0T020PE, 3 TAKME B TE4EHHE
5 (NATH) MET NOCNE MPEKPEWIEHWA ASACTEMA [lorosopa ANA cofMNEHWR CDOKOE WCHOSSNH AzsH0cTd M
BLINOAHEHWA TDEOOS3HWA 33KOHOMATEADCTES 0 HANOrEX M O OYXFEATEPCKOM YHETE, SCAM WHOE HE
NpSgYCMOTPSHO COTNBWEHMEM MEHTY CTOPOHEMS MIH NPMMEHHMEIM S2HOHOLETENDITEONM;

(31 oSAzyeTcA 0OSCNE4MEETE KOHGHAEHLHANDHOCTE M DE30NECHOCTE NEPCOKENDHEE GEHHDE NPpH Mx ofpaboTse 8
COOTEETCTEMH £ TRE50BSHMAMM NDHMEHMMOTS 33K0HOQATENDCTES,

4. [ANA ROCTHHKEHWR NPSAYCMOTPEHHEE Lznei 0fpaBoTki NEpCOHEAbHES ASHHEIX MCNOAKMTENE:

(1) MME2T Npaso JOCTYNE K OTHOCALMMCA K HEMY NEPCOHANDHOIM A3HHDM, TPEGOE3To WX YTOMHEHWA,
GAOKMDOEIHHA MAM YHHSTOMEHWA 8 CIYYSE, BCTM TEHWE NEPCOHANDHDIE AAHHDIE RENAKTCR HENONHGIMM,
YCTSPEEIINMH, , HESZKOHHO MOy MM HE ASNAKITCA HEOBAOAMMBINMMN ANA 2ZAINSHHOM LM
0EpafoTEM. MCNONHHTEND MOMET DEENHIDEITD (B0S NPIS0 YEPEE MHIBMEHHOE 0ODIWEHNE MyTEM BID IHEHOTD
NpSAOCTIENEHUA NPEACTEEMTENID 3EKETHHKE MK NOYTOEOND HANE no agpecy ;

(2) 0BREYETCA MpELOCTAENATL TOMHOIE, MNONHEE W SHTYENDHLE MEPCOHaNoHoIE OEHsplE AnA ofpaSoTen @
NEPSAYCMOTPSHHEIX UENAK. B CAY438 MIMEHSHHA OTHOCAWMACR K HEMY MNEPCOHENGHDIX A3HHED HINOAHWTEAD
05AZYETCA CEDEEPEMEHKD W HILNZMEIMM 05D2I0M YERLOMART: OF 3TOM 32Kaz4MK3;

(3) ofAZyETCA HE noagHes 5 (NATW| palousx Geef CO BHA NONYHEHMA 33MPOCE OT 3aKEZ4HKE NPSGOCTaEHTE
S3KATHMRY CEEASHUA M [MAM) AORYMEHTE, Nograepsgaowmre awbo $axT NOAYYEHNRA COMASCHA MHES: CyBbekTos
H3 OCYLWECTEEHME NEPELEHM HX NEPLOHEADHED AAHHED OT MCNONHKTENA K 33KEZMKY, NTHOO HEAMHME WHO
Npasosnix OCHOSEHMA ANA OCYILECTANEHMA YKIZIHHON NEPEnsHM NEprOHANbHEN OEHHOI CyberToR W dakT
H3ANEHEILETD YERAOMARHIR CyEBSKTOE 0 T2HOH NEPEa4E MK NEPCOHINBHEIX ASHHBI;

(4 ofasyeTcA AobpPOCOBECTHO COTPYOMWYETD © 3SKAZYMKOM WM DKE3GIEATD 33KAZ4MKy He0bx0gMMos palymHoE
COAEHCTEME NP PACCMOTPEHMK W YBETyIMPOEaMMI 23NP0ocos [#anof, Tpefosaxnl, npegnncaHmi, npaTessmi,
cyaebHalx  MCKOE], H3c3owpecA 0OpafEThaaembd H2  OCHOB3HMM  [QOFOBODE MEDCOHANGHLIX  OSHHDI,
NOAY4EHHE SERIZHHROM 0T HONCAHMTENR.

MoarotoBneHHbIW AaBTOPOM Npe3eHTaLumu NPoekT SPA,
npeaHa3sHayYeHHbI ANA AOrOBOPOB COMMACHO nNpasy Pd:

http://sps-ib.ru/spa.docx

v onpeaenAaer Cratyc oOpraHuvM3aumm B  OTHOWEHUAX C
Cy6'bEKTOM AdaHHbIX KaK CaMOCTOATE/IbHOIO KOHTPONEPaQa;

v PUKCMpYeT uenn [A0roBopHON 06paboTKM MepCoHasIbHbIX
AAHHbIX — 3aK/loYeHWe, WUCMNONHEeHWEe W MpeKpalleHue
CTOPOHAaMW  [AOroBOpPa, a  TaKKe  OCYyLEecTB/IeHMe,
BbiNONHEHWE M cobnogeHne  CTOpoHamu  npas,
06s3aHHOCTEN Z 3anpeTos, npeayCcMOTPEHHbIX
NPUMEHUMbIMU HOPMaMMU;

v/ BBOAWT B l0roBOP HEobXOAMMbIN MOHATUMHBIN annapar;

v/ ABHO YKasblBaeT Ha Nepuof nocT-A0roBopHON 06paboTKu
AaHHbIX;

obecneumBsaTb
06paboTKK

o06a3aHHOCTb
6e3onacHoCTb

v/ BMEHAET KOHTponepy B
KOHOUAEHUMANBHOCTD U
NepcoHaNbHbIX AaHHbIX;

\/3au.|,14u.|,aeT npaBa W 3aKOHHblE HWHTEPECHI Cy6'bEKTa npu
o6pa60TKe nepCcoHa/ bHbIX AaHHbIX;

v/ N03BONIAET KOHTPO/NEepy MpUBAEKaTb TPETbUX
06paboTKe NoNyYEHHbIX MEPCOHANbHbIX AAHHbIX;

g, K

v 06Aa3blBaeT cybbeKkTa [J0OPOCOBECTHO COTPYAHMYATH C
KOHTPO/ZIEPOM W OKa3blBaTb eMy Heobxoammoe pasymHoe
cogenctsMe nNpuM  PacCMOTPEHMU WU yperyanpoBaHUK
3anpocoB (anob, TpeboBaHUM, NpeanucaHnii, NPeTeH3un,
cygebHbIX MCKOB), Kacatowmxca obpabaTbiBaemblx Ha
OCHOBAHWM A0OroBOpPa NEePCOHaNbHbIX AaHHbIX.


http://sps-ib.ru/spa.docx
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npeaocTaBIeHUU OHNANH-YCAYT cybbeKkTam

! Guidelines
&

Guidelines 2/2019 on the processing of personal data under
Article 6(1)(b) GDPR in the context of the provision of online
services to data subjects

Adopted on 9 April 2019

Version for public consultation

Adopted - version for public consultation

PykosoactBo EDPB no 06paboTKke nepcoHanbHbIX AaHHbIX NpU

EBponeiickuii coBeT No 3awmte AaHHbIX (European
Data Protection Board) npuHAan npoekT pykoBoAcCTBa
2/2019 no npumeHumocTu cT.6(1)(b) GDPR B KOHTEKCTE
npeaocTaBieHNA OHNANH-yYCAyr CybbeKTam AaHHbIX.

3TO PYKOBOACTBO MPM3BAHO MOMOYb B OMpeaeneHun
NpPaBoOBOr0 OCHOBaHMA 06pPAbOTKM NepCOHaNbHbIX
[AHHbIX B KOHTEKCTE 3aK/loYaemblX C CybbekTamu
[AHHbIX KOHTPAKTOB HAa OKasaHWME MM OHJIAMH-YCAyT,
He3aBuMCMMO cnocoba onnaTtbhl AaHHbIX ycayr. B
pyKoBOACTBE N3N0MKEHbI KBanuduumpyowme
NPU3HaKM nNpaBomepHoi 06paboTKM NepCoHaNbHbIX
JAHHbIX B cooTtBetctBMM co cT.6(1)(b) GDPR w
PacCMOTPeHa KOHUEMuua «HeobXxoAMMOCTU» B TOM
BMAE, B KAKOM OHa MPUMMEHMMA K MCNOJIHEHWUIO
KOHTpaKTa.

https://edpb.europa.eu/sites/edpb/files/consultation/edpb draft guidelines-art 6-1-b-final public consultation version en.pdf



https://edpb.europa.eu/sites/edpb/files/consultation/edpb_draft_guidelines-art_6-1-b-final_public_consultation_version_en.pdf

Te3ucbl pykosoactsa EDPB no 06paboTke aaHHbIX npu
npeAoCcTaBAeHUN OHNANH-YCAYT CybbeKTam

Mocne pacTopKeHMA KOHTPaKTa 06bIYHO HecnpaseaMBO NEPEXoAUTb Ha APyroe nerasabHoe ocHoBaHue (n. 41).

<

v' [leicTBUA, CBA3aHHbIE C KOHTPAKTOM MOCNe ero pactopXeHua (BOo3BpaT onnatbl U T.M.) TOXKe MOryT 6biTb
OCHOBaHbI Ha cTaTtbe 6(1)(b). (n. 42, 44).

v' C6op AeTanbHoN MHPOpMaLMKM O Nonb3osaTene A/A yAydlleHUa cepsBuca AOMKEH OCYLLECTBAATLCA HA WMHbIX
OCHOBAHMUAX: IETUTUMHbIN MHTEpec, cornacue (n. 48, 49).

V' MOHUTOPUHI 1 NPOGUAMPOBAHNE KIMEHTOB B LENAX NpeaoTBPalleHMA MOLIEHHMYECTBa BbIXOAAT 33 PaMKU
KOHTPaKTa, Kak OCHOBaHME MUCMO/b3yeTca NErMTUMHbIN MHTEpPeC an npaBoBoe 06s3atenbcTso (n. 50).

v' O6bIY4HO KOHTPAKT C KJAMEHTOM He ABNAETCA OCHOBaHMEM A/1A AEeMOHCTPaLMM eMy TapreTMPoBaHHOMN peKnambl.
Ho ecnu xo4eTca, HYXKHO y4eCTb, YTO K/IMEHT MMEET NPaBO BO3paxKaTb NPOTUB NPAMOro MapKeTUHra no cratbe
21 GDPR (n. 52), yuectb TpeboBaHus ePrivacy, mHeHne no WP171 n WP208 (n. 55).

v' OTcne)kvMBaHue rpynn nosib3oBaTesnien A1a AeMOHCTPaUuM UM OMpefesieHHOro ToBapa TaKKe He ABaseTcA
HeobxoaMMbIM ANA UCNONHEHMA KOHTPaKTa (n. 56).

v' [epcoHasbHble AaHHble HE MOryT PAaCCMaTPUBATLCA B KaYecTBe KoMMepyecKoro Tosapa (n. 54).

v lepcoHanmsauma KOHTEHTa MOXKET (HO He Bceraa) H6bITb HEOTbEMIEMbIM U OXUAAEMbIM 3/IEMEHTOM HEKOTOPbIX
OHNAMH-CEPBUCOB U, CNEAO0BATENIbHO, MOMKET CYMTATbCA HEOOXOAMMOM ANA BbINOJHEHMA KOHTPaKTa C
Nno/ib30BaTe/ieM CepBMUCa B HEKOTOPbIX cayyanx (n. 57).

OAuH 13 nHTepecHbix npumepos (Ne 8):

OHNaH ToproBaa nJoLWaZKa MNO3BOAAET MOTEHUMAbHbIM MOKyNnaTenaM MPoCcMaTpmBaTb M MOKyMNaTb TOBapbl.
ToproBas NowWanKa enaeT NoKasbiBaTb NEPCOHANN3NPOBAHHbIE NPEANOKEHUA MO NPOAYKTAM, OCHOBAHHbIE Ha
TOM, KaKMe CMUCKU MOTeHUManbHble MNOKynaTenM paHee npocmaTtpuBanu Ha nnatdopme ANA NOBbILEHUA
WHTEPAKTUBHOCTU. IMa nepcoHanu3ayus He aenaemca o0b6vekmusHoO Heobxooumol 0418 npedocmasseHus ycay2 Ha
poiHKe. Takum ob6pazom, makas o6pabomKa nepcoHasnbHbIX OAHHbLIX HE MOXEeM 0CHOB8bIBAMbCA HaO cmambe 6(1)(b)
8 Ka4ecmee rpaso8020 OCHOBAHUSA.

https://m.facebook.com/groups/gdpr152/permalink/711357612715349/
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Home  Your data matters

For crganisations [/ Guide to PECR /

The UK’s independent autherity set up to uphold information
rights in the public interest, promoting openness by public
bodies and data privacy for individuals.

For organisations ~ Make a complaint  Action we've taken  About the ICO

Guidance on the use of cookies and similar

technologies

Search this document Q

About this guidance

What are cockies and similar
technologies?

What are the rules on
cookies and similar
technologies?

How do the cookie rules
relate to the GDPR?

How do we comply with the
cookie rules?

What else do we need to
consider?

Share e Download options 9

The Privacy and Electronic Communications Regulations (PECR) cover the use of
cookies and similar technologies for storing information, and accessing
information stored, on a user's equipment such as a computer or mobile device.

This guidance addresses cookies and similar technologies in detail. Read it if you
operate an online service, such as a website or a mobile app, and need a deeper
understanding of how PECR applies to your use of cookies.

If you haven't yet read the Cookies page In the Guide to PECR, you should read
that first. It sets out the key points you need to know.

Contents

‘What are cookies and similar technologies?

* What are 'session’ and 'persistent’ cookies?

* What are 'first party’ and third party’ cookies?

» What are 'similar technologies?

‘What are the rules on cookies and similar technologies?

* What does PECR say about cookies and similar technologies?

* Who are ‘subscribers’ and "users’?

* What is 'terminal equipment’?

* What does "clear and comprehensive information’ mean?

» What does "consent’ mean?

* Who do we need consent from?

e Are we required to provide information and obtain consent for all cookies?

BpuTaHCKMIA  Hap30pHbIM  opraH  Information
Commissioner’s  Office  (ICO)  onybaukosan
PYKOBOACTBO MO MCMNO/b30BaHMO ¢pannos cookie m
aHanornyHbIx TexHonorun (Guidance on the use of
cookies and similar technologies), ocHoBaHHOe Ha
Hopmax  «[lpaBun  KOHOMAEHUMANbHOCTU U
3N1EKTPOHHbIX ~ KOMMyHMKaumin»  (Privacy and
Electronic Communications Regulations - PECR),
KOTOpble OXBaTblBAlOT MCNO/Mb30BaHMe ¢aitnos
cookie M aHaNOrMYHbIX TEXHONOTUA ONA XPaAHEHUA
MHGOPMaLMKM N AOCTYMA K XPAaHUMON UHPOopMaumm
Ha o6opygoBaHMM NONb30BaTeNsi, TAaKOM  Kak
KOMMbIOTEP MAKM MOBUIbHOE YCTPOMCTBO.

PECR wumeeT npuoputeT Hag OpuTaHCKMM
«3aKoOHOM O 3awmTe aaHHbix» 2018 roga (DPA) wm
GDPR. B 710 e Bpema, PECR onupaetca Ha
NOHATUMHBLIN  annapaT W obwwune npUHLUNDI
peryanpoBaHma 06paboTKM n 3aLLNTbI
NepPCOHaNbHbIX AaHHbIX, 3adUKCUPOBAHHbIE B
BblLUEYyKa3aHHbIX MPABOBbIX AKTaX.

https://ico.org.uk/for-organisations/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies/
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AUTORITEIT
PERSOONSGEGEVENS

Home Actueel  Overprivacy ~ Onderwerpen ~  Zelfdoen -~  Publicaties -

Websites moeten
toegankelijk blijven bij
weigeren tracking
cookies

Websites die bezoekers alleen toegang geven op hun site als deze akkoord
gaan met het plaatsen van zogeheten "tracking cookies’ of andere
vergelijkbare manieren van volgen en vastleggen van gedrag door middel
van software of andere digitale methodes, voldoen niet aan de Algemene
verordening gegevensbescherming (AVG). Deze normuitleg heeft de
Autoriteit Persoonsgegevens vandaag gepubliceerd. De AP kreeg tientallen
klachten van websitebezoekers die na het weigeren van tracking cookies
geen toegang kregen tot de webpagina’s die ze wilden raadplegen. De AP
zal daarom de controle op de juiste naleving intensiveren en heeft
inmiddels een aantal specifieke partijen hierover een brief gestuurd.

HupepnaHackmMn  Hag30pHbIM - opraH  Autoriteit
Persoonsgegevens (AP) B mapte 2019 roaa
PYKOBOACTBO MO WCNoAb30oBaHUO ¢ainos cookie,
COrNacHO KOTOpPOMY «CTeHbl ¢ainoB cookie» (cookie
walls) HapywatoT TpeboBaHua GDPR. CreHa ¢aiinos
cookie - 3TO BcCnnbIBaloWee OKHO Ha Beb-caliTe,
KoTopoe 6n0KMpyeT A0CTyn nonb3oBaTens K Beb-
CalTy [0 Tex Mop, NMOKa OH He JacT cornacuve Ha
ncnonb3oBaHue ¢ainos cookie gna oTcneknsaHmA
ero AeucTBui WMAN WUCNONb30BAHMA AHANOTMMYHbIX
TEXHO/IOTUMN.

CornacHo peincTByloWEeMy FONNAaHACKOMY 3aKOHY O
¢dannax cookie, PyHKUMOHANbHbIE U aHANUTUYECKME
¢dainbl cookie moryt mcnonb3oBaTbca 6e3 cornacua
nonb3oBatend. Painbl cookie ans oTcnexkusaHwus,
nogobHble Tem, KOTOpble MCMONb3yKTCA  ANfA
peKknambl, MOTyT MCMO/Ib30BaTbCA TO/IbKO C COrnacus
noab3oBaTens.

Monb3oBaTenam, KOTOpble pewuanm He AasaTb
cornacme Ha wucnonb3oBaHue ¢annoB cookie anA
OTCNEKUBAHUA UX AENCTBUIM, BCE PAaBHO A0/IKEH ObITb
npenocTaBneH AocTyn K Beb-caiity (Hanpumep, B
obmeH Ha onnary).

https://autoriteitpersoonsgegevens.nl/nl/nieuws/websites-moeten-toegankelijk-blijven-bij-weigeren-tracking-cookies
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MY COMPLIANCE TOOLS | DATA PROTECTION | TOPICS | THE CNIL |

ﬁ > Cookies and other tracking devices: the CINIL publishes new guidelines

=]
Cookies and other tracking devices: the CNIL publishes new
guidelines
29 July 2019

As part of its action plan on targeted advertisement, the CNIL has adopted
guidelines on cookies and other tracking devices. These guidelines outline the
applicable law. In early 2020, they will be supplemented by a recommendation
aiming at providing guidance to stakeholders on practical modalities for obtaining
consent from the Internet user.

Article 82 of the French law "Informatique et Libertés" transposes the 2o02/58/EC "Privacy and Electronic
Communications Directive” (or "ePrivacy”) into French law, as revised in 20049. In particular it outlines the
obligation, except in some sitnations, to collect the consent of users before any operation consisting in reading or
writing data from the terminal of the user can occur. In order to offer practical guidelines, the CNIL adopted in
2013 a recommendation to guide operators in the application of this article.

However, the entry into force of the General Data Protection Regulation (GDPE) on 25™ of May 2018 reinforced
the requirements for a consent to be valid.

Thus, without waiting for the future ePrivacy regulation, which is currently under dizcuossion at the European
level and which is not likely to come into force in the short term, the CNIL has decided to update its
reference framework. In particular, it was necessary to repeal the 2013 recommendation, which was not
compatible with the new provisions of the GDPR.

The guidelines adopted on 4 July, which aim at summarizing the applicable law, constitutes the foundation

of the CNIL's action plan announced on June 28™. They will be followed by a new recommendation, which
will specify the practical techniques for obtaining a valid conzent. This recommendation will be drafted following
a 6 months consultation with professionals and the civil society, which will start in the coming months. It will
then be smbject to a 6 weeks public consultation after which the final recommendation will be published in the
first quarter of 2020.

@®paHUY3CKMA  HAA30pHbIM  opraH  Commission
nationale de l'informatique et des libertés (CNIL) B
none 2019 ropa otmeHwun pencrtsoBaBwme ¢ 2013
roga pPekoMeHZauMi Mo MCNOJIb30BaHU ¢$annoB
cookie, KoTopas He 6blna coBmMecTMMa C HOBbIMMU
nonoxkeHnamu GDPR, v Havan npouenypy npuUHATUA
HOBOTO PYKOBOACTBA, COOTBETCTBYHOLLETO
TpeboBaHnam GDPR wu 6yaywero pernameHTa
ePrivacy.

Tenepb NPOKPYTKa BHWU3 WAW NPONUCTbIBaHME Beb-
CanTa WAN  NPUNOXKEHUA Bonblle He MOXKeT
pPacCMaTpPMBATbCA KaK LeNCTBUTE/NIbHOE BblpaXeHue
cornacMs Ha wucnonb3oBaHue ¢annoB  cookie.
Bnageneu caiiTa u TpeTbM NMUA, OTC/AEXKMBAKOLIME
AencTema nosnb3oBaTene, AOMKHbI NMEeTb
BO3MOXHOCTb AOKa3aTb dakT noNy4yeHums
N0/Ib30BaTE/IbCKOrO COrNacus.

https://www.cnil.fr/en/cookies-and-other-tracking-devices-cnil-publishes-new-guidelines
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Figure 1 - Le détail des finalités est disponible sous un bouton de déroulement que l'utilisateur peut
activer sur le premier niveau d'information.

Figure 2 - Le détail des finalités est disponible en cliquant sur un lien hypertexte présent sur le
premier niveau d'information

®paHuUy3CcKMI Haa3opHbIM opraH Commission nationale
de l'informatique et des libertés (CNIL) Hauan
nyb6AnYHbIE  KOHCYNbTaUMWM MO MPOEKTYy  CBOMX
peKoOMeHZaLMN O NOMYyYEHUU COMNACUIA NONb30BaTENEN
CaNTOB W NPUIOKEHUN NPU MUCMNOb30BaHMKU cookie-
bannoB n Apyrux TEXHONOTNIM cnexxeHma. KoHcynbTaumm
npognatca go 25.02.2020.

[MpoeKT pykoBOACTBA:
https://www.cnil.fr/sites/default/files/atoms/files/projet

de recommandation cookies et autres traceurs.pdf

https://www.cnil.fr/fr/la-cnil-lance-une-consultation-publique-sur-son-projet-de-recommandation-cookies-et-autres-traceurs



https://www.cnil.fr/sites/default/files/atoms/files/projet_de_recommandation_cookies_et_autres_traceurs.pdf
https://www.cnil.fr/fr/la-cnil-lance-une-consultation-publique-sur-son-projet-de-recommandation-cookies-et-autres-traceurs

141 PykosopacTtso Datatilsynet no 06paboTke nepcoHanbHbIX
AAHHbIX Nonb30BaTenen Beb-caintos
B [JaTCKM Haa30pHbIM OpraH B cdepe NepCcoHaNbHbIX
r ﬁ e AaHHbIX (Datatilsynet) 17.02.2019 cBou pekomeHaaunu

[ no obpaboTke NepcoHaNbHbIX AaHHbIX MOAb3oBaTenei
: Beb-calToB.

Eksempel 11

Behandling af
personoplysninger om

Tillad

En mekanisme eller lgsning til indhentning af samtykke, hvor muligheden for at afsta
fra at give samtykke til behandling af personoplysninger ikke har samme meddelel-
seseffekt, som muligheden for at give samtykke, vil ikke vaere lovlig, idet den registre-
rede indirekte skubbes i retning af at give samtykke.

hjemmesidebesggende

Vejledning

Februar 2020
Det er efter Datatilsynets opfattelse i strid med det grundiazggende princip om gen-

nemsigtighed.

Her har de to valg mellem at give samtykke eller ikke at give det samme meddelelses-
effekt, og valget er dermed gennemsigtigt for den registrerede.

DATATILSYNET

https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2020/feb/nye-retningslinjer-om-behandling-af-personoplysninger-om-
hjemmesidebesoegende/
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Example no. 1:
Cockies

We use cur own and third-party cockies to analyse our services and show ads related to your
preferences, according to profiling based on your browsing habits (for example, websites visited).
You may know more and set up your preferences HERE.

I ACCEPT COOKIES I REJECT COOKIES
agencia
espanoja Example no 2:
prOteCCIon Wi d third party kie fi Iyt d in order to sh
datos 2 USE our own ar I pa COOKIE TOr amalylic purposes and In onger to show

personzlised ads according to profiling based on your browsing habits (for example,
websites visited). Click HERE to know more. You may accept all cockies by clicking on
“Accept” or reject or set up your preferred configuration by clicking HERE.

ACCEPT

Example no. 3:
Cocsies

We use our own and third party cookie for analysing our own services and to show ads which
are relevant for you according to profiling based on your browsing habits (for example,
websites visited). If you continue browsing, we will consider that you accept them. You may
reject or set up your preferred configuration by clicking HERE.

Example 1:

If you are under 14 years of age, please ask your father, mother or tutor to read this

message.

We use both our own and third-party cookies to find out how you use our website and
prepare statistical surveys. More information.

. November 2019
Your father, mother or tutor may press "Accept” if he or she agrees with us using all cockies.

He or she may also set up or refuse these cookies HERE.
ACCEPT

https://www.aepd.es/sites/default/files/2019-12/guia-cookies-en.pdf



https://www.aepd.es/sites/default/files/2019-12/guia-cookies-en.pdf

PykoBogcteo DPC no ucnonbsoBaHuio $paitnos cookie 1 nHbix
QHa/IOrMYHbIX TEXHONOTUMN

The DPC’s regulatory role in relation to cookies and tracking technologies........ccuvvevrreeessmrrvssanennens

The ePrivacy REEUITIONS .....ovorececreieec e sersss e erns s anms s nae s s nnssn e srnas s nnssmrrssrnsnsnmns
WWHET @re COOKIEST ..oviireceeiiesse s re e ras s s aane s na s e s s s e rn s e e smr s srn s e nms

What other types of tracking technologies are iNUSE? ...

Guidance Note: What is terminal eqUIPMIENT? ... ettt et e e e e ere s an e nnee
- What is the law on cookies and what is IS PUMPOSE? ...
Cookies and other

L0 0T L0 o OSSOSO OSR P RRPRORR

t ra c ki ng teCh n o I ogi es Which cookies are exempt from the requirement to obtain consent from the user or subscriber?

. Do analytics cookies require CONSENT? ..o s
April 2020 vt q
Can you obtain consent for multiple purposes at the same time? ... e

WiItharawal Of COMSENT.....c..e et re e e s e en e e e e eaaaam e e ranessneassnessanmsenns

How do you obtain consent in Practice? ... e
Can you use implied consent for the use of cookies and tracking technologies? ..........cccovviiaciecs
Clear and comprehensive INfOrMation ... s rsne s ann s
Transparency information and responsibilities under the GDPR ......ccooevvviencense s s
Pre-checked boxes and Sliders.. ...
Requirements for the use of consent management providers (CIMPS) .......cooieciinieseeieeees
Requirements for COOKIE DANMMETS. .......co ettt a e s anennes
Can you rely on the user’s browser settings to infer consSent? ...
CONTUSING INTEITACES ..veiieiiiiii e e e s n e s em e a s s em s s nan s e amn s ern s s amnsnnns
L0 Lo LT 1 == Ty T
JOINE CONEMOIIEIS ..t bbbt sn s
Processing Of Personal data ... ieeeeeins e s aam e s se e s ann s e ern s nn s e n s
Do you need to conduct a data protection impact assessment (DPIA)? .....cooceiccicnicsniesiesnnines
An Coimisiln um SPeCial CAtEEOMY HaTa ... ittt et e a2 e nrn st et enee

Chosaint Son
Location tracking or derivation of location information from cookies. ...

L0004 a0 =Ty Lol OO OO O OSSO SRR RORRRROPPY

https://www.dataprotection.ie/sites/default/files/uploads/2020-
04/Guidance%20note%200n%20cookies%20and%20o0ther%20tracking%20technologies.pdf
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[1aTCKNIA Haa30pHbIM opraH B chepe nepcoHasnbHbIX AaHHbIX (Datatilsynet) 11.02.2020 onybankosan nHpopmaLuto o
CBOEM pPELUEeHMWN B OTHOLLUEHWUM Kanobbl nonb3oBaTensa canta [atckoro MeTeoponornyeckoro MHctutyTa (DMI) Ha
HenpaBoMepHyt0 06pabOTKy ero MepcoHanbHbIX AAHHbIX B PEKNAMHbIX uUenax. MNo3uuma AaTCcKOro HaA30pPHOro
opraHa BO MHOFOM COBMaAaeT c ApyrMumu eBponenckmmmn DPA, HO ecTb M1 0COBEHHOCTH:

1. Onupanacb Ha pewenuna CJEU no genam Wirtschaftsakademie u Fashion ID, Datatilsynet npuwen K BbiBOAY, 4YTO
KOHTponepa Beb-canta (DMI) BmecTe ¢ Google cneayeT paccmaTpmBaTh Kak COBMECTHbIX KOHTPOJIEPOB, HO TO/IbKO B
OTHOWweHnN cbopa M packpbiTUA AaHHbIX noceTutenen Beb-canta DMI, a BoT nobasa nocnepyowana obpaboTka
AAHHbIX, BKAo4Yas npodunmpoBaHue, Google yxKe ocyuwectensetr 6e3 BavaHua DMI - KaK camocToaTesbHbIN
KOHTponep.

2. Datatilsynet nogsepr Kputnke cookie-6aHHep DMI, B KOTOpOM NONb30BaTENIO NPeanaraeTcs TO/IbKO ABE ONuuu:
Ha*kaTb «OK», Tem cambim Aas cornacue Ha cbop dpannos cookie Kak Ana CTaTUCTUYECKMX, TaK U ANA MAPKETUHIOBbIX
uenen, nan «lMNokasatb nogpobHOCTMY, AaB OTAENbHOE COrnacue Ha Kaxkayr u3 Kateropuit pamnos cookie. Takue
onuuMm He oTBevYaloT TpeboBaHMAM MPO3PAYHOCTM U TPAHYASAPHOCTM cornacms (nonb3oBaTend KOCBEHHO
NOATA/IKMBAKOT K Aaye Cornacusa Ha Mcnosib3oBaHMe Bcex ¢paiiioB cookie), Tak Kak Nonb3oBaTesib GaKTUYECKU INLLEH
BO3MOXHOCTM [AaTb OTAENbHOEe corfacMe MNpu NepBOHA4Ya/lbHOM B3auMmogencTeum ¢ cookie-baHHepom. MHaue
roBops, BO3MOXHOCTb BO34epPKaTbCs OT NPeAoCTaBAeHMA coracua Ha 06paboTKy NepcoHanbHbIX AaHHbIX B cookie-
6aHHepe DMI He MMeeT TaKoro e KOMMYHUKaLMOHHOTo 3p¢deKTa, Kak BOSMOXKHOCTb AaTb COrnacue.

3. BblNO YKa3aHO, YTO CybbEeKTbl AaHHbIX AO/KHbI ObiTb B MPOCTOM W JIETKO NOHATHOM dopme OCBEeAOMEHbI O
KOHTponepax U uenax obpaboTkm d¢annos cookie. Tak, B ONMCaHUM MaAPKETUHIOBbIX ¢annoB cookie KpaTko
onucbiBaeTca ux noctaswuk (DoubleClick) n HeT aocTaTouyHO YeTKoM MHPOPMaAUUKM O TOM, YTO ANA Takux pannos
COBMECTHbIMW KOHTponepamu ssnstotcs Google 1 DMI. BmecTto 3Toro nosib3oBaTenam MNpeaocTaB/Aa/IMCb YacTo
HEMOHATHbIE WAW U3ObITOYHbIE ANA HUX cBedeHUss O Beb-calTax, MCeBAOHMMAxX WM Ha3BaHWUAX MNPOAYKTOB,
MCNONb3YEMbIX KOHTPONEPOM.

https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2020/feb/dmis-behandling-af-personoplysninger-om-hjemmesidebesoegende/
https://www.linkedin.com/pulse/danish-dpa-zooms-cookie-consent-banner-design-peeks-bitiukova/
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O6wumit 0630p pykosoacte DPA no ucnonbsosaHuio ¢pannos
cookie U aHaNOrMUYHbIX TEXHONIOTUN

Mo3suuua ICO, CNIL n AP

Cornacue

CteHbl cookie
TexHuueckue cookies

AHanutunuyeckue cookies

DemoHcTpauua
TPAHCNAPEHTHOCTH

MoapasymeBaemoe cornacue HegoCTaTOYHO - TpebyeTca ABHO
BblpaXKeHHOe corniacue cornacHo TpebosaHnam GDPR

OpraHusauum A0aKHbl UMETb BO3MOXHOCTb NPOAEMOHCTPUPOBATb
Mno/lyYeHne cornacus B Hagnexkalien dopme

He npusHatloTca npaBoMepHbIMU
Cornacue He TpebyeTca

ICO: cornacue Tpebyetcs
CNIL: cornacue He TpebyeTtca npu onpeaeneHHbIX YCA0BUAX

AP: cornacue He TpebyeTcs npu onpeaeneHHbIX YC10BUAX

MoBblWweHHble TpeboBaHUA K MHPOPMUPOBAHHOCTU NOJIb30BATENEN
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Table 1: cookies used by commonly used website

Web Site / Technique | Cookies-Checker Firefox Chrome
Facebook Unable 12 FPC; 0 TCP 9 FPC; 2 TCP
Google 2 FPC: 0 TPC 8 FPC; 0 TCP 4 FPC; 1 TCP
Amazon.com 7 FPC; 0 TPC 11 FPC: 0 TCP 7FPC: 4 TCP
Linkedin 8 FPC; 0 TPC 14 FPC; 0 TCP 9 FPC; 3 TCP
Twitter 4 FPC; 0 TPC 9 FPC; 0 TCP 6 FPC; 3 TCP
YouTube 4 FPC; 0 TPC 12 FPC; 0 TCP 6 FPC; 6 TCP
Instagram 11 FPC: 0 TPC 10 FPC: 12 TCP 2FPC: 2 TCP
The Guardian 8 FPC: 6 TPC 2 FPC; 0 TCP 2 FPC; 11 TCP
WSJ 27 FPC; 8 TPC 6 FPC; 0 TCP 7 FPC; 5 TCP
En.wikipedia 3 FPC; 0 TPC 3 FPC; 0 TCP 3 FPC; 2 TCP
Leibniz University 2 FPC: 0 TPC 1 FPC; 0 TCP 1 FPC; 1 TCP
University of Oslo 6 FPC; 0 TPC 1 FPC; 0 TCP 6 FPC; 0 TCP
PornHub 1 FPC; 1 TPC 9 FPC; 4 TCP 9 FPC; 9 TCP

Note: FPC: First Party Cookies, TPC: Third Party Cookies

https://www.duo.uio.no/bitstream/handle/10852/67266/Thesis-

Completed.pdf?sequence=1&isAllowed=y

NHPopMaLma 0 N0Nb30BaTE/IbCKUX AAHHbIX, KOTOPble MOXKHO cobupaTb ¢ ncnonb3osaHmnem Firebase (Google Analytics) -
https://support.google.com/firebase/topic/6317484?hl=ru&ref topic=6386699

MmnopT aaHHbIX B Google Analytics - https://support.google.com/analytics/topic/6065609?hl=ru&ref topic=1727148



https://www.duo.uio.no/bitstream/handle/10852/67266/Thesis-Completed.pdf?sequence=1&isAllowed=y
https://support.google.com/firebase/topic/6317484?hl=ru&ref_topic=6386699
https://support.google.com/analytics/topic/6065609?hl=ru&ref_topic=1727148

PykoBogcTeo IAB no 3pe, HacTynawLen nocnae oTkasa ot W
MCNONb30BaHUA CTOPOHHUX dannos cookie -
EBponelickoe 6topo MHTepaKTMBHOM peKknambl (Interactive
Advertising Bureau - IAB) 7 mas 2020 r. onybaukoBasno
PYKOBOACTBO MO 3pe, HacTynatoweh nocne oOTKasa OT
NCNONb30BaHUA CTOPOHHUX ¢ainos cookie (Guide to the Post
Third-Party Cookie Era). B pykoBoacTBe paccmaTpuBatoTCs
¢daKTopbl, cnocobcTByOWME OTKAly OT  MCMNO/b30BaHMUA
THE POST CTOPOHHMX @aitnos cookie, BAMAHME 3aKPbITbIX MAATGOPM
THIRD-PARTY (skocuctem) cdaiinos cookie Ha peknamHbln BU3HEC, a TaKXkKe
COOKIE ERA nocneacTeMa OTKasa OT Takux nnatoopm. Kpome ToOro, B
pyKOBOACTBE  NpeacTtaBieH  0630p  anbTepHaTMB  Aaa
MCNONb30BaHMA CTOPOHHMX ¢annoB cookie, Takux Kak
KOHTEKCTHbIV TapreTUHI U peknamHble NaeHTUGUKATOPDI.

Monitoring Firefox Enhanced Tracking Prevention

Die Firafoxbrowserversionan wurden Uber dan UserAgzent aus den WebAnalytics-Datan emittelr. Indie Auswertung gehen alle FF-Versionen ein, m\:ﬂeﬂeng?sﬁduﬂsmdml!mm Bﬂragm gensmwurﬂm
Die Blockrate wird iber eine Adition-Kampagne auf einem TAM-Werbeplaz der Homepage gemessen. Bai diesar Kampagne wurden di er-Evenss
ermitteln, ob beiiner Al sine Cookie-ID vorliegt und um welche Browserversion essich handelt. Ab KW 31 wurde eine neue Messung eingefuhrt, weshalbfur die KWs 23 und 30 keine validen Zahlenvorliegen.

100% 100%

90% . 3G gole. sBlE: 86,0% 86,7% 86,6% 86,6% B86,8% oo

il R I . . et S e e

50%

iabeurope.eu

3rd Party Blocking in %
Firefox Browserversion® in %

I I l I e

https://iabeurope.eu/knowledge-hub/iab-europe-guide-to-the-post-third-party-cookie-era/



https://iabeurope.eu/knowledge-hub/iab-europe-guide-to-the-post-third-party-cookie-era/
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Privacy Policy

+

@ Airbnb, Inc. [US] | airbnb.col

Terms of Service

Nondiscrimination
Pol

Privacy Policy

Host Guarantee
Guest Refund
Copyright Policy

Cookie Policy

Transmission
License Disclosures

Airbnb Privacy Policy

Last Updated: January 21,2019

TABLE OF CONTENTS:

1.INTRODUCTION

2.INFORMATION WE COLLECT

3.HOW WE USE THE INFORMATION WE COLLECT
4.SHARING & DISCLOSURE

5. OTHER IMPORTANT INFORMATION

6. YOURRIGHTS

7. OPERATING GLOBALLY & INTERNATIONAL TRANSFERS
8.SECURITY

9. CHANGES TO THIS PRIVACY POLICY
10. CONTACT Us

1.INTRODUCTION

Thank you for using Airbnb! Your trust isimportant to us and we're
committed to protecting the privacy and security of your personal
information. The information that’s shared with us helps us to provide a
great experience with Airbnb. We have a dedicated privacy team that’s
committed to protecting all the personal information we collect and help
ensure that personal information is handled properly worldwide

This Privacy Policy describes how we collect, use, process, and disclose
your personal information, in conjunction with your access to and use of
the Airbnb Platform and the Payment Services. This privacy policy
describes our privacy practices for all websites, platforms and services
that link to it. Please read the privacy policy on the applicable site

Mo MHeHu

aBTopa MccneaoBaHuA

MoNUTUKa KOHPUAEHLNANbHOCTU AO/MKHA
cofieprKaTb cneaylolme pasaensi:

NpPUHUMNbI 06pabOoTKM AaHHbIX;
KaTeropumn obpabaTtbiBaembiX AaHHbIX;
Luenm obpaboTKM AaHHbIX;

NpaBoOBble OCHOBaHUA cbopa AaHHbIX;
TPETbU NNLA, NOAYyYatoWMe A0CTYN K
DAHHbIM;

obecneyeHne KOHPMAEHUNANIBHOCTHU
neten;

npasa noTpebuTenen B OTHOLWEHUU
JAHHbIX;

KOHTaKTHasa nHpopmaums.

https://www.usdigitalpartners.com/how-to-write-a-privacy-policy/



https://www.usdigitalpartners.com/how-to-write-a-privacy-policy/
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Login Pricing

COOk'SﬁLE’( Products Solutions Partners Knowledge Free Edition

.
Cookiebot What is CCPA?  What is GDPR?  Pricing  Help

COOKIEBOT HELPS MAKE YOUR USE OF COOKIES AND ONLINE TRACKING COMPLIANT.

Is my website compliant?

Cookie Consent & Website Scanning

Cookie Banner | Cookie Preferences | Cookie Consent

The General Data Protection Regulation (GDPR) applies to all websites with

users from the EU. Check if your website’s use of cookies and online tracking
is compliant with GDPR and the ePrivacy Directive (ePR).
See what data your website collects and shares with 3rd parties - also useful

for CCPA compliance (California Consumer Privacy Act). Enter Ir domain name

Q, SCAN

CHECK MY WEBSITE

https://www.cookiebot.com/en/ https://www.cookiepro.com/products/cookie-consent/
9” T St CCPA Products Solutions Customers Services o Termly Products Resources Pricing Sign In

Cookie Consent and Website Scanning

A

GDPR Cookie Consent i ...
OneTrust is the Most Mature and Trusted Solution
for Cookie Consent Manager Google Cookle Law

Analytics
@ Use our all-in-one cookie consent tool to create a

cookie policy, build a GDPR cookie banner, and manage
Used By 50 6M
75,000 Supported Pre-Categorized user consent. Try for free today!

Websites Languages Cookies u ‘
Start Building Cookie Consent App Sore
GDPR AdSense
GDPR, IAB

& ePrivacy
Compliant

()

7 Years in Highly Scalable
Production Billions of Impressions|

https://www.onetrust.com/products/cookies/ https://termly.io/products/cookie-consent-manager/



https://termly.io/products/cookie-consent-manager/
https://www.cookiebot.com/en/
https://www.cookiepro.com/products/cookie-consent/
https://www.onetrust.com/products/cookies/

AHaNN3 NOPOUYHOI NPAKTUKMU MOBUIbHBIX NPUNOXKEHUN No
c6bopy AaHHbIX Nonb3oBaTeneun
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Perfect365
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Wave
Keyboard

Summary of findings

Sends birth year to Amplitude, Apptimize, and Braze.
Sends Advertising ID to Adjust, Amplitude, and Facebook.

Sends GPS coordinates to AdColony, Braze, Bucksense, MoPub, OpenX,
Smaato, PubNative, Vungle, and others. Sends the IP address to AppNexus and
Bucksense, and information about “relationship type” to Braze.

Sends Advertising ID to all of these third parties and others, except Braze.

Sends country, gender and age segment of the user to Google.
Sends Advertising ID to Adjust and Facebook.

Sends IP address to Appodeal.
Sends Advertising ID to AppLovin, Appodeal, Facebook, and Liftoff.

Sends GPS coordinates and Wi-Fi access point information to Neura, Placed, and
Placer. Sends IP address and a list of installed apps on the phone to Placed. Sends
Advertising ID to AppLovin, Liftoff, Google, Ogury Presage, and Placed.

Sends IP address to Mobfox, PubNative, and Rubicon Project.
Sends Advertising ID to AppsFlyer, AppLovin, Facebook, IQzone, ironSource,
Mobfox, Outfit7, and Rubicon Project.

Sends GPS coordinates and answers to personal questions to Braze. Sends detailed
device information to AppsFlyer. Sends Advertising ID to AppsFlyer, Facebook and
Kochava.

Sends various location data such as GPS coordinates and Wi-Fi access point
information to Fysical, Safegraph, and Vungle. Sends GPS coordinates unencrypted to
Receptiv. Sends Advertising ID to Amazon, Chocolate, Facebook, Fluxloop, Fyber,
Fysical, InMobi, Inner-Active, Ogury Presage, Safegraph, Receptiv, Unacast, Unity3d,
and Vungle.

Sends GPS position and “target gender” to AppsFlyer and LeanPlum.
Sends Advertising ID to AppsFlyer, Branch, Facebook, and Salesforce (Krux).

Sends Advertising ID to Crashlytics, Facebook, Flurry, OneSignal.

Hopsexcknin CoseT [MoTpebutenei
(Forbrukerradet) 14.01.2020
onyb6AMKoBan aHAaAUTUYECKMA OT4eT
"Out of control. How consumers are
exploited by the online advertising
industry", B KOTOpOM oOnuUCbiBaeTCA
nopoyHas NPaKTMKa AecaTKa
NPUIOXKEHUN (Tinder, Grindr,
OkCupid, Perfect365, MyDays u T.4.)
no cbopy nNepcoHanbHbIX AaHHbIX
CBOMX Nonb3oBatenen nHopmaumio,
BK/OYAA TOYHOE MECTOMOJIOXKEHME,

CeKCya/ibHY0 OpUEHTaUMIo,
PeNnrnosHbie n NoAuUTUYECKne
ybexxaeHus, cBeaeHuA 06

ynoTpebaeHMn HapKOTUKOB U APYryto
nHopmaunto, M noa AasibHenwen
nepegaye CcobpaHHbIX CBeAeHW B
pacnopsKeHne nNo KpanHen mepe 135
Pa3IMYHbIX CTOPOHHMX KOMMAHUNA.

https://fil.forbrukerradet.no/wp-content/uploads/2020/01/2020-01-14-out-of-control-final-version.pdf



https://fil.forbrukerradet.no/wp-content/uploads/2020/01/2020-01-14-out-of-control-final-version.pdf

152 Pa3sbAacHeHue ot Datatilsynet 06 06paboTke nepcoHanbHbIX
AAHHbIX Npu nybankaumua ¢orto noaen B UHTepHeTe -ﬂl

ol st Kb G Sions: et vl remouninic 12 [aTckmii Hap3opHbii opraH Datatilsynet nepecmotpen
DATATILSYNET  \eqeiTOMDASESKVITELSE . EMNER . TISYNOGAFGORELSER . GRONLANDIKAL - cBon pasbAcHeHna oT 2002 ropga OTHOCUTENbHO
Dusrher. Foride | Emner | Intemetogapps | Bieder i memetiet T 06paboTKM NepcoHaNbHbIX AaHHbIX MNpW nNybAMKauua

¢doTo ntopen B MIHTepHEeTe Ha OCHOBAHUW OLLEHKM TOTO,
ABNAETCA /1N 3TO CUTYAUMOHHbIM M306pakeHMem uau
NoOpTPeTHbIM  M306paxeHnem. Llenb CUTYaUMOHHbIX
doTon306parKeHNn - 3TO AOeNcTBUEe WAM  CUTyaums,
Hanpumep ¢oTorpadumn 3putenen gna KoHuepta. Lenb
NopTpeTHbIX ¢oTon3obparkeHnn - 1M306pasuTb OAHOrO
NN HECKONIbKMX KOHKPETHbIX INL,.

Lo Billeder pa internettet »

Billeder pa internettet
Udvidalle  + Pa3rpaHVI‘-IEHMe mexay CUTyaTuBHbIMM U NOPTPETHbIMU

N3006parKEHNAMM HA MPAKTUKE OKA3a/IoCb HEYETKUM, a
TexXHoNorm4yeckoe u coumanbHoe passmutne ¢ 2002 roga

Generelt v

Rettigheder og pligter v

npueeno K 3HaYUTENIbHOMY N3MEHEHUIO B

em———— - MCNONb30BaHUMN NHTepHeTa. Tak, ¢doTorpadum

Lo mere - ONO3HaBaeMbIX NIML, CErogHA LWMPOKO NyBAMKYHOTCA Ha
Beb-caliTax M B COLMANbHbIX CETAX, TaKMX Kak Facebook u
Instagram.

Ha atom ¢oHe [atckoe areHTCTBO MO 3almTe AaHHbIX
PEWNNIO WM3MEHWUTb CBOK MNPAKTUKY M bOosblue He
NPOBOAUTL  pPas3nMuMe  MeXay CUTYyaTUBHbIMKU WU
NMOPTPETHLIMU U306parKeHNAMU, a Aanee — OLEeHMBaTb
BONpoc o nybaunKkaumum ¢otorpadum cybbeKkTa AaHHbIX
(6e3 ero cornacmsa) B WHTepHeTe Ha OCHOBAHMMU
BCECTOPOHHEM  OUEHKM  Uu30bpaxeHuMa U Uenu
nyb6ankaymu.

https://www.datatilsynet.dk/emner/internet-og-apps/billeder-paa-internettet/



https://www.datatilsynet.dk/emner/internet-og-apps/billeder-paa-internettet/
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AAHHbIX B MOBUIbHBIX NPUIOKEHUAX

GDPR PRINCIPLES INDICATIVE PRIVACY RISKS | INDICATIVE REQUIREMENTS

* en;sa App providers/developers should make sure that they have a legal
basis for the processing of personal data.

Unlawful, excessive and

* *
x * incorrect processing (e.g. App providers/developers should inform the data subjects properly
Lawfulness, fairness and due to permissions to about their data processing activities. This may help the users to
transparency Art.5(1)(a) unautharised parties to understand what personal data is collected by them and why.
access personal data
P App providers/developers should be aware of data subject rights
through the app). . e "
such as rights to access, rectification, erasure, data portability. They
should implement appropriate processes to support these rights.
Excessive collection and App providers/developers should use the data for a specific purpose

sharing of data (e.g. due to that the data subjects have been made aware of and no other,
multiple sensors of mobile without further consent. If the personal data is used for purposes
devices that are activated other than the initial, they should be anonymised or the data
without need). subjects must be notified and their consent must be re-obtained.

Purpose limitation
Art.5(1)(b)

The minimum amount of data for specific processing should be
processed by app providers/developers. For instance, they should
not store the exact location point when a generic location area is
sufficient for their app functionalities.

Excessive processing (e.g.
due to use of third party
libraries).

Data minimisation
Art.5(1)(c)

Privacy and data protection in
mOb||e appllcatlons AL theft risks. in the app design.

Outdated data pose identity = Rectification processes into data management should be embedded

A study on the app development ecosystem and the
y PP P Y Undue data disclosure (e.g. = Personal data must not be stored longer than necessary. App

technical implementation of GDPR Storage limitation due to cloud storage providers/developers should provide the "right to be forgotten" to
Art.5(1)(e) services used by mobile app | the data subjects. This data must be kept only for a certain period of
developers). time for non-active users.
NOVEMBER 2017 App providers/developers should ensure that the security
Unlawful data processing, requirements of the personal data and the processing systems are
Integrity and data loss, data breach, met. This encompasses integrity and confidentiality as well as
confidentiality Art.5(1)() . availability and resilience (Art. 35(1)(b) GDPR). For instance, the
YA data destruction or damage appropriate control access mechanisms should be embedded into
SRS Eurofisan Unlon Agericy For Network and nforration Secucy the apps infrastructure in order to detect or monitor unauthorized

access to the data.

https://www.enisa.europa.eu/publications/privacy-and-data-protection-in-mobile-applications



https://www.enisa.europa.eu/publications/privacy-and-data-protection-in-mobile-applications

154 Transparency and Consent Framework ot IAB Europe

Blopo WHTepakTMBHON peknambl EBponbl (KOHcOpuMyM, BKAoYaowuii Google u apyrve KomnaHuu),
coBmecTHO ¢ IAB Tech Lab, pa3paboTano TeXHMUYECKUIA NPOTOKO/, U3BECTHbIM Kak Transparency and Consent
Framework (TCF), ana obecneyeHuna Hagnexkalwero Noay4eHMa cornacuii nonb3oBatenen Ana obpaboTku mnx
OAHHbIX B UeNAX peKknambl W aHAaAUTUKK. [aHHbIA MEXaHM3M npeaHasHayeH AaA MCNoAb30BaHMA
BNageNbLaMu peKNaMHbIX MNAOWaA0K (M3aaTeneit), BEHOOPOB, pPeKNamogaTeneir M pPeKNaMHbIX areHTCTB,
nnaTpopm ynpasneHma koHTeHTom (Consent Management Platforms).

https://iabeurope.eu/transparency-consent-framework/
https://support.google.com/admanager/answer/9461778?hl=ru



https://iabeurope.eu/transparency-consent-framework/
https://support.google.com/admanager/answer/9461778?hl=ru

AHanus Autoriteit Persoonsgegevens cooTBeTCTBMA CEPBUCOB
BUAEO0 KoOHpepeHUuu TpeboBaHMAM NPUBATHOCTH

—t Q . . . . . .
TS Privacy Decision-making aid: Video Call Apps
; :.j AUTOR'TE'T As of 15 April 2020 UNOFFICIAL TRANSLATION by Christopher Schmidt, CIPP/E CIPM CIPT CBSA
o8
& -
—a% PERSOONSGEGEVENS £
. : E, 5
fll N 2 & g
= H g ||%3 £
Home Corona Over privacy ~ Onderwerpen ~ Zelf doen What does the app offer?
(group) chat (text) HEEEBE /HHEEEEEER
1to-1 calls (audio and/or video) H EEEEEEN l | B BN BN BN |
group calls (audio and/or video) | B8 B BR BR BR BB | | B BE R BE |
. .. set up and manage yourself (self-hosted) ‘ | | ] ‘ ]

e u Ze u r I Va C I participation in conversation w/o creating an account | R | o . BN BN | . |
use in browser HEEEMN . BN BN BN AN |
use on different platforms (cross-platform) | | | B0 BE- BR BE BE BR BER B BR BB |

. What data does the app collect? ‘ | [ | | ‘ \ | | | ‘

videobel-apps LI IL I
location data | B0 BER BN | | ] =] | B BN |
call data | | | BB BN | | | | | | | [}

Nieuwsbericht /15 april 2020 Categorie: i EEEE el - g e

uw | Lateg : linking data with data from other products
- . . (I)r:;l)ﬂrgmae:WI jata Frrom other producl . . . | . . -
Frivacy o corona, For what purposes does the app process data? | | ‘ | | | ' | | | |
Veilig thuiswerken tijdens corona, Apps For using the app HEEEEENEENEEERENEER
Forimproving the app | BE BN | ‘ H R | ] ‘ | | | BN BN |
Show (personalised) advertisements . . 9
. .. N . How does the information flow look like?
De Autoriteit Persoonsgegevens (AP) heeft bij 13 veelgebruikte videobel- Data Processing Agreement possible ‘ | l | ] | 5l ‘ m
. . Data transfer to 3rd parties |
apps gekeken naar de belangrijkste privacyaspecten. Zoals welke gegevens (F so, what data and to whom) A A A ‘ LN | ’ | ‘ ’ .| H A A
d | d d d fd . . Location of data controller US | US | IRL | IRL | US | 4 RL | US [ RL | 4 RL | IRL | US
e app verzamelt, wat de app daarmee doet en of de communicatie et LT e \ o | = \ = | = 3

HH H H H 5 H data remain in the EU |

beveiligd is. De AP krijgt namelijk veel vragen over privacy bij zulke apps, nu N ‘ | e | ||

mensen massaal zijn gaan videobellen tijdens de coronacrisis. Daarom o el Spcrption sen e proke of the o [ | H . EA N o

biedt de AP een keuzehulp om verschillende videobel-apps te vergelijken. e | (| ‘ =] ‘ ] ‘ =] \ EEEEE
able to access it, but this does not mean it will happen). |
minimisation of metadata use .
) 3 . encryption by default . - - - - . - . . | . .

Let op: de AP heeft geen uitgebreid, technisch onderzoek kunnen doen anyone can check source code (open source) | | o | 0 | @

.. How does the app make money? | | \ | | \ [ | | | |

naar de apps. De AP gaat af op wat bedrijven zelf zeggen over wat hun CSI0 SUbsaoton & peKTVGESor "l . = 'm A m B

videobel-apps met uw gegevens doen, bijvoorbeeld in hun i "= = =N "
nati
rivacyverklaring. otherwise \ 'm =

P W & Where can you find information? ‘ | } | | ‘ [ | | ‘

Privacy statement efe to the Dutch oigingfordickable k) P|lP P P P | P PP || n|FP|L|FP
. privacy statement in Dutch H EEN | B Sy B

Keuzehulp videobellen

Welke app u het beste kunt gebruiken, hangt ten eerste afvan wat u ermee s G G

wilt. Bijvoorbeeld of u een gesprek wilt voeren met één of met meerdere

personen. :

o AT B oo oA g 4 s o v g U e, o i il i bt

https://autoriteitpersoonsgegevens.nl/nl/nieuws/keuzehulp-privacy-bij-videobel-apps
https://workupload.com/file/8FzuCsSkMky



https://autoriteitpersoonsgegevens.nl/nl/nieuws/keuzehulp-privacy-bij-videobel-apps
https://workupload.com/file/8FzuCsSkMky
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“...the analysis of data to model some aspect of the world. Inferences from these models are then

used to predict and anticipate possible future events.”
UK Government Office for Science. Artificial intelligence: opportunities and implications for
the future of decision making. 9 November 2016.

“...giving computers behaviours which would be thought intelligent in human beings.”
The Society for the Study of Artificial Intelligence and Simulation of Behaviour. What is
Artificial Intelligence. AISB Website. http://www.aisb.org.uk/public-engagement/what-isai

“A set of sciences, theories and techniques whose purpose is to reproduce by a machine the
cognitive abilities of a human being. Current developments aim, for instance, to be able to entrust a

machine with complex tasks previously delegated to a human.”
The following definition of Al is currently available on the Council of Europe’s website
https://www.coe.int/en/web/human-rights-rule-of-law/artificial-intelligence/glossary

“Artificial intelligence (Al) refers to systems that display intelligent behaviour by analysing their
environment and taking actions — with some degree of autonomy — to achieve specific goals.

Al-based systems can be purely software-based, acting in the virtual world (e.g. voice assistants,
image analysis software, search engines, speech and face recognition systems) or Al can be
embedded in hardware devices (e.g. advanced robots, autonomous cars, drones or Internet of
Things applications).”

Communication from the Commission to the European Parliament, the European Council, the Council, the

European Economic and Social Committee and the Committee of the Regions on Artificial Intelligence for
Europe, Brussels, 25.4.2018 COM(2018) 237 final.


http://www.aisb.org.uk/public-engagement/what-isai
https://www.coe.int/en/web/human-rights-rule-of-law/artificial-intelligence/glossary
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159 PerynuposaHue U B GDPR

Official Journal of the Furopean Union L11s)1

(Legislasive aces)

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 ,\pi‘il 2016
on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC {General Data Protection Regulation)
(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union. and in particular Article 16 thercof,

Having regard to the proposal from the European Com:

After transmizzion of the draft legislative act to the national parliaments

Having regard to the opinien of the Furopean Feo

Having regard to the o

Rec.(15) In order to prevent creating a serious risk of circumvention, the protection
of natural persons should be technologically neutral and should not depend on the
techniques used. The protection of natural persons should apply to the processing
of personal data by automated means, as well as to manual processing, if the
personal data are contained or are intended to be contained in a filing system...

Rec.(71) The data subject should have the right not to be subject to a decision,
which may include a measure, evaluating personal aspects relating to him or her
which is based solely on automated processing and which produces legal effects
concerning him or her or similarly significantly affects him or her, such as automatic
refusal of an online credit application or e-recruiting practices without any human
intervention...

Article 22. Automated individual decision-making, including profiling

1. The data subject shall have the right not to be subject to a decision based solely
on automated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her.

2. Paragraph 1 shall not apply if the decision:

(a) is necessary for entering into, or performance of, a contract between the data
subject and a data controller;

(b) is authorised by Union or Member State law to which the controller is subject
and which also lays down suitable measures to safeguard the data subject's rights
and freedoms and legitimate interests; or

(c) is based on the data subject's explicit consent.

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller
shall implement suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests, at least the right to obtain human intervention
on the part of the controller, to express his or her point of view and to contest the
decision.
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Figure 10- Data collected in aminuteof onlineactivity worldwide

https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS STU(2020)641530



https://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_STU(2020)641530

161 CxemartunuHoe onpegeneHue UU-cuctem

(@)

reasoning /

percepts information processing

_ decision making
actions

https://ec.europa.eu/newsroom/dae/document.cfm?doc id=56341



https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=56341
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YnpoueHHasa cxema COOTHowweHunA obaactu 3HaHuM 06 UU ¢
MHbIMMK obnacTamu

https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=56341



https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=56341

Benaa KHUra no UCKYCCTBEHHOMY UHTE/IJIEKTY - eBPONenCKumn

noAaxoA K COBEPLUEHCTBY U A,0BEepUIo

“ EUROPEAN
COMMISSION

Brussels. 19.2.2020
COM(2020) 65 final

WHITE PAPER

On Artificial Intelligence - A European approach to excellence and trust

Artificial Intelligence is developing fast. It will change our lives by improving healtheare (e.g. making
diagnosis more precise, enabling better prevention of diseases), increasing the efficiency of farming,
contmbuting to climate change mitigation and adaptation, improving the efficiency of production
systems through predictive maintenance, increasing the security of Europeans, and in many other ways
that we can only begin to imagine. At the same time, Artificial Intelligence (AL} entails a number of
potential risks, such as opaque decision-making, gender-based or other kinds of discriminationm,
intrusion in our private lives or being used for criminal purposes.

Against a background of fierce global competition, a solid European approach is needed. building on
the European strategy for Al presented in April 2018°. To address the opportumities and challenges of
Al the EU mmst act as one and define its own way. based on European values. to promote the
development and deployment of AL

The Commussion is committed to enabling scientific breakthrough. to preserving the EU's
technological leadership and to ensuring that new technologies are at the service of all Europeans —
improving their lives while respecting their rights.

Commission President Ursula von der Leyen announced in her political Guidelines® a coordinated
European approach on the human and ethical implications of Al as well as a reflection on the better
use of big data for mnovation.

Thus, the C ission supports a regulatory and investment oniented approach with the twin objective
of promoting the uptake of Al and of addressing the risks associated with certain uses of this new
technology. The purpose of this White Paper is to set out policy options on how to achieve these
objectives. It does not address +the development and use of AI for military purposes. The Commission
invites Member States, other European institutions, and all stakeholders, including industry, social
partners, civil society organisations, researchers, the public in general and any interested party. to react
to the options below and to contribute to the Commuission’s future decision-making in this domain.

On Artificial Intelligence - A European approach to
excellence and trust

Esponerickaa  kKomuccma  19.02.2020 onybaunKosana
«benyto  KHUry» no WCKYCCTBEHHOMY WHTEN/IEKTY, B
KOTOPOM ONUCbIBAaeTCA [AOKTPUHaNbHbIM noaxon EC K
MCMNONb30BaHMIO W perynuposBaHuio WW. B pokymeHTe
yKasbiBaeTca, 4yto MW bbicTpo pa3BuBaeTcA M cnocobeH
YIYYWUTb 34paBOOXPaHEHMe, NOBbICUTb 3PPEKTUBHOCTL
BEAEHMA CEeNbCKOTO XO03AWCTBA, CMAMYUTb MNOC/NEeACTBUA
N3MEHeHUA KIMMaTa, NOBbICUTb 3pdeKTUBHOCTL
NPOW3BOACTBEHHbIX cucTem nocpeacTBom
npoduraakTUYECKOro obcnyxnBaHus, ynpo4nTb
6e3onacHocTb obuectBa. B 1o ke Bpemsa UMW Bneyet 3a
cobo paa  NOTEHUMANbHbIX  PUCKOB, TaKMX  Kak
HEeNpPoO3payYyHOe MPUHATUE PEeLUeHUN, OUCKPUMMUHAUMA MO
NPU3HAKYy NoMa WAM APYruX MNPU3HAKOB, BTOPXKEHWE B
YaCTHYIO XXM3Hb MW UCMOIb30BAHME B NPECTYMNHbIX Lenax.

https://ec.europa.eu/info/publications/white-paper-artificial-intelligence-european-approach-excellence-and-trust en



https://ec.europa.eu/info/publications/white-paper-artificial-intelligence-european-approach-excellence-and-trust_en

164 Pykosoacteo ot CE no 3awure pusnyecKkux auy, npum
06paboTKe nepcoHaNnbHbIX AAHHbIX B MUpe 60NbLINX AaHHbIX
Guidelines on the protection of individuals with
regard to the processing of personal data in a

Guidelines on world of Big Data

the protection of individuals
with regard to the processing B anBape 2019 roga KoOHCynbTaTMBHbLIN  KOMMUTET

ofpersonaldatainaworld ofBig Data «KoHBeHumnn 108» Coseta EBponbl (Council of Europe)
onybnmkosan Pykosoactso T-PD(2017)01, nocsAuweHHOe

BONpPOCaM 3aluTbl Pu3MYeckux nauy npu obpaboTke
NepPCOHaNbHbIX AAHHbIX NMPU MUCMNOb30BAHUN TEXHOOTUI
06paboTKM B6oNbLIMX AAHHbIX.
B PykoBOACTBE ONMCLIBAKOTCA MEpPbl, KOTOPbIE KOHTPOAEPDI
n o0bpaboTumkm AONKHbI NPUHUMATb ans
npeaoTBpaLLeEHUA NOTEHLMANbHOTO HEeraTMBHOIO
BO34ENCTBMA  WMCNONb30BAaHMA OONbWKMX AaHHbIX Ha
Verircarion. G W Yye/loBEYECKOE AOCTOMHCTBO, NPaBa YeN0BEKA U OCHOBHbIE
% Toading. N Y i MHOMBMAYANIbHbIE U KONJTIEKTUBHbIE CBOOOAbI, B YaCTHOCTU
B OTHOLUEHWW 3aLLNTbI MEPCOHANbHbIX AAaHHbIX.

www.coe.int/data-protection !

https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/t-pd-2017-1-bigdataguidelines-en/16806f06d0



https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/t-pd-2017-1-bigdataguidelines-en/16806f06d0

165 UccnepoBaHue ICO o BaAnaHUM 6onblumnx aaHHbIX, U n
MaLUMHHOro obyuyeHus -Ial

Big data, artificial intelligence, machine learning
and data protection

Data Protection Act and General Data Protection Regulation

NccnepoBaHue, oOTpaxKawouwee B3rasgbl  YnpasieHUA
YNO/NHOMOYEHHOIO no aenam nHpopmaumu
CoepguHeHHOro KoponescTtBa (Information
Commissioner's Office), 0 BAMAHUM TaKUX TEXHONOTMM
06paboTKM  AaHHbIX  Kak  OonbluMe  AaHHble,

Big data, artificial

intelligence, maChine MCKYCCTBEHHbIN MHTENNIEKT M MallMHHOe ObyyeHue Ha

pa3nnyHble aCneKTbl 3aWNTbl NEPCOHA/IbHbIX AdHHbIX U

leal'l’ling and data NPUBATHOCTM.
protection

https://ico.org.uk/media/for-organisation/documents/2013559/big-data-ai-ml-and-data-protection.pdf



https://ico.org.uk/media/for-organisation/documents/2013559/big-data-ai-ml-and-data-protection.pdf

166 PykoBoactBo ICO no ocHoBam ayguta UU

Guidance on the Al auditing framework

Ynpas/sieHne yrno/JIHOMOYEHHOro no Aenam uHpopmauumm
CoeguHeHHOro KoponescTtBa (Information
Commissioner's  Office) 19.02.2020 WHMUUMPOBANO

Guldance On r|y6n|/|que O6CY)'K£I,€HM€ NnPoeKTa pyKkoBoACTBa IO

— ocHoBam ayamta UW. [atoin 3aBepluieHma obcyxaeHms
the AI alldltlng asnAaetca 01.04.2020.

I: k PyKOBOﬂ,CTBO CoOdePHKUT peKOMeHOAaUNUNM O TOM, KaK
amewor NMOHNMMATb 3adKOH O 3auWuTeé [AddHHbIX B OTHOWEHUU

perynnmpoBaHua TexHonorun UU, n pekomeHgaumm no
Draft guidance for consultation OPraHM3auMOHHbIM U TEXHUYECKMM  Mepam  No
CHU)EHUIO PUCKOB, KoTopble WU npeactasnaetr ans
oTaenbHbIX nuu. [OKYMEHT TakXe npeaocrasnnet
HaAEeKHYI0 MeTOoAO/IornIo ANnAa ayauta cuctem MU u
obecneyeHns UMM  CnNpaBeaIMBOMN W 3aKOHHOM
06pabOoTKM NepcoHaNbHbIX AAHHbIX.

ico.

Infarmation Cormmissonar’s Office

https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-consultation-on-the-draft-ai-auditing-framework-guidance-for-
organisations



https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-consultation-on-the-draft-ai-auditing-framework-guidance-for-organisations

167 PyKoBOACTBO NO pa3bACHEHUIO NpUMHUMaembix UU pelneHnia
oT ICO n UHcTtutyTa M. AnaHa TblOpUHra -HI
Project Explam

Explaining Explaining Explaining
decisions decisions decisions
made with Al made with Al made with Al

Draft guidance for consultation Draft guidance for consultation Draft guidance for consultation

Part 3:

Part 2:

Explaining Al in practice

Part 1:

What explaining Al means

The basics of explaining Al
for your organisation

)
lCOo :s'%ilal?tlu'ing

Information Comemissioner's Office

Part 1: The basics of explaining Al Part 2: Explaining Al in practice Part 3: What explaining Al
means for your organisation

https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-and-the-turing-consultation-on-explaining-ai-decisions-guidance/



https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-and-the-turing-consultation-on-explaining-ai-decisions-guidance/

168

Pykosoactso AEPD no ncnonb3soBaHuto TexHonoruii U B

KOHTeKcTe Tpe6bosaHuu GDPR

agencia

espanola
Oep proteccion

datos

(This document is a translation from the original in Spanish Adecuacion al RGPD de

tratamientos que incorporan Inteligencia Artificial)

IomImmonWE

» =

mo o

~ o

INTRODUCTION TO THE Al FRAMEWORK
AND DATA PROTECTION

Al Technigues

Data processing by means of Al solutions

Data protection and ethical dimension

GDPR definitions

Life cycle of an Al solution

Personal data processing by means of Al
Assessment of Al-based solutions

Short summary of obligations lay down by the GDPR

ROLES, RELATIONSHIPS AND RESPONSABILITIES

COMPLIANCE
Lawfulness and limited purpose
Legitimate interest
Special categories
Processing for compatible purposes
Information
Relevant information on the implementad logic
General aspacts related to the exarcise of rights
Right to access
Right to erasure
Limitations to erasure
Blocking of data
Right to rectification
Portability
Decision-making based on automated processing

IV. PRIVACY RISKS MANAGEMENT

Risk assessment

= P

Privacy Impact Assessment-{PIA)
C. Transparency
During training
Certification
Automated decisions and profiling
Data controller personnel
The Data Protection Officer as a tool for transparency
D.  Accuracy
Factors affecting accuracy
Biometric information
Profiling combination
Verification vs. Validation
Accuracy assessment as continuous process
E.  Minimisation
Training data
Minimisation technigues
Extent of the data categories in an Al-based solution
Extent of the training set
Personal data in the Al-based solution
F.  Security
Specific threats in Al components
Logs or activity records

G. Assessment of the proportionality and the need
for such processing

H. Audit

V. INTERNATIONAL TRANSFERS
VI. COMCLUSIONS

VIl. REFERENCES

VI ANNEX: CURRENT AI-BASED SERVICES

https://www.aepd.es/sites/default/files/2020-02/adecuacion-rgpd-ia-en 0.pdf



https://www.aepd.es/sites/default/files/2020-02/adecuacion-rgpd-ia-en_0.pdf
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Pykosoactso AEPD no 3awmute nepcoHanbHbIX AAHHbIX NPU

ncnosb3oBaHnu ApoHOB

gencia

aepdit.|
Drones and

Data Protection

Drone Operation

1. No risk of processing personal
— data.

DOES 1O, & priord, mciuae

processing of personal data.

(Inspection of infrastructure,
aerial surveys, inspections
and/or land surveys and other
photography and video services)

2. Risk of intentional or
inadvertent data processing.

3. Intrinsically includes personal
data processing.

(Video surveillance, recording
of events)

https://www.aepd.es/sites/default/files/2019-12/guia-drones-en.pdf



https://www.aepd.es/sites/default/files/2019-12/guia-drones-en.pdf

170 3awuTa AaHHbIX U CUCTEMDbI UCKYCCTBEHHOIO UHTEN/1EKTa

ey Declaration on ethics and data protection in
@ 1coPPC artifical intelligence

EANE T R E e M ER e [eknapauya 06 3TMKe U 3aWnUTe [AaHHbIX B

DECLARATION ON ETHICS AND DATA PROTECTION IN ARTIFICAL INTELLIGENCE cuctemax MCKyCCTBeH HOrO UHTenneKTa, n pM HAaTasa
4

40™ International Conference of Data Protection and Privacy Commissioners 23.10.2018 Ha 40_[/] Me).KplyHa pOﬂ,HOﬁ

Tuesday 23'° October 2018, Brussels KOHPEpPEeHUMM  YNOSIHOMOYEHHbIX MO  3awuTe

AaHHbIX W KoHdmaeHumanbHoctM (International
Conference of Data Protection and Privacy
¢ European Data Protection Supervisor (EDPS), European Union Commissioners).

« Garante perla protezione dei dati personali Italy YyperkgeHa noCTOAHHO Aencteytowas Pabouvas
rpynna no 3TMKe W 3aWmTe  [aHHbIX B
MCKYCCTBEHHOM MHTennekte (working group on
Ethics and Data Protection in Artificial Intelligence).

AUTHORS:

* Commission Nationale de I'Informatique et des Libertés (CNIL), France

CO-SPONSORS:

* Apencia de Acceso a la Informacién Pablica, Argentina

* Commission d’accés a lI'information, Québec, Canada

+ Datatilsynet (Data Inspectorate), Norway

+ Information Commissioner’s Office (1CO), United Kingdom

* Préposé fédéral a la protection des données et 3 la transparence, Switzerland

+ Data protection Authority, Belgium

& Privacy Commissioner for Personal Data, Hong-Kong

& Data protection Commission, Ireland

+ Data Protection Office, Poland

+ Instituto Macional de Transparencia, Acceso a la Informacion y Proteccion de Datos
Personales (INAI), Mexico

+ National Authority for Data Protection and Freedom of Information, Hungary

* Federal Commissioner for Data Protection and Freedom of Information, Germany

+ Office of the Privacy Commissioner (OPC), Canada

+ Mational Privacy Commission, Philippines

https://www.privacyconference2018.org/system/files/2018-10/20180922 ICDPPC-40th Al-Declaration ADOPTED.pdf



https://www.privacyconference2018.org/system/files/2018-10/20180922_ICDPPC-40th_AI-Declaration_ADOPTED.pdf

OtueTt ot CE « ACKYCCTBEHHbIA MHTENNIEKT U 3aL4UTa AAHHDIX:
BbI30Bbl U BO3MOXKHbl€ OTBETbl HA HUX»
Artificial Intelligence and Data Protection: Challenges
and Possible Remedies

COUNCIL OF EUROPE

B aHBape 2019 ropga KoOHCynbTaTUBHbIA KOMUTET

«KoHBeHumn 108» Coseta EBponbi (Council of Europe)

S e I onybankosan Otuet T-PD(2018)09Rev, nocsALLEHHbIN

BbIABNEHHbIM  MPU  UCMONb30BAHUM  TEXHONAOTUM

ONSULTATIVE CONMITIEE OF THE CONVENTION FOR THE PROTECTION MCKYCCTBEHHOINO  MHTenNekKTa  Ana  o0bpaboTku

OrIENIBEALS W Feommn 1o A I procssse NepCoOHaNbHbIX AAHHbIX NPaBOBbIM Mpobaemam u
cnocobam mx peLueHus.

CONSEIL DE LEUROPE

(Convention 108)

Report on Artificial Intelligence

Artificial Intelligence and Data Protecti Challenges and Possible R

Directorate General of Human Rights and Rule of Law

https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/artificial-intelligence-and-data-protection-challenges-and-possible-re/168091f8a6



https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/artificial-intelligence-and-data-protection-challenges-and-possible-re/168091f8a6

172 PykoBoacteo oT CE no 3awmTte nepCoHaNnbHbIX AaHHbIX NpU
MCNO/Ib30BaHMMU UCKYCCTBEHHOIO MHTE/IJIEKTA
Guidelines on artificial intelligence and data
protection

/. I<3
B aHBape 2019 roga KoHcynbTaTUBHbINA KOMUTET «KOHBEHLUM
Strasbourg. 25 Jamary 2019 TR0 108» Coseta EBponbl (Council of Europe) onybaukosan
PykoBoacteo T-PD(2019)01, koTopoe AaéT onpenenéHHoe
CONSULTATIVE COMMITTEE OF THE CONVENTION FOR THE PROTECTION npeactaBieHne O  KOHTypax eBponeﬁcimro NpPaBoOBOro
OF INDIVIDUALS WITH REGARD TO AUTOMATIC PROCESSING perynMpoBaHnA UCNOAb30BaHNA TEXHONOTMN UCKYCCTBEHHOTO
erremsonsLoaT nHTennekta (MN) ona o6paboTkn NepcoHaNnbHbIX AaHHbIX.

{Convention 108)

TexHonormm UM He TONbKO nNpeacTaBnAOT NOTEHUMANbHYIO
Yrpo3y AnA HENPUKOCHOBEHHOCTM YaCTHOM KU3HU, HO N 4YacTo
GUIDELINES ON ARTIFICIAL INTELLIGENCE AND DATA PROTECTION CO3HATEeNbHO MPOEKTUPYHOTCA AN NPOPUANPOBAHMA NOAEN.
OAHOBpPEMEHHO eBpOMencKoe 3aKOHOAATENbCTBO M 6e3 Toro
ABNAETCA O4YEeHb XKECTKMM, U OHO MOTEHLMANBbHO CNOCOBHO
OYeHb CyLw,ecTBeHHO 3ameninTb passutne UM B EBpone.

PYyKoBOACTBO HanpaBAEHO Ha TO, YTOObl MOMOYb CO3aaTeNAM

Drectorste Ganersl o Human Rights and Rule of Lo NOJINTUK, pPa3paboTUMKaM UCKYCCTBEHHOro uHTennekta (UU),
NPOU3BOAUTENAM MPOAYKTOB W MOCTaBLWMKaM YyCcayr B
obecneyeHnn Toro, 4ytobbl UU-npunoxkeHns He nogpbiBaan
NPaBo Ha 3aLLUTY NEPCOHANbHbIX AAHHbIX.

https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/guidelines-on-artificial-intelligence-and-data-protection/168091f9d8



https://www.coe.int/en/web/data-protection/-/new-guidelines-on-artificial-intelligence-and-personal-data-protection
https://rm.coe.int/guidelines-on-artificial-intelligence-and-data-protection/168091f9d8
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PyKoBOACTBO MO 3TUKe ANA 61aroHageXXHOro UCKYCCTBEHHOro

nHTennekra ot EC

INDEPENDENT
HIGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE

SET UP BY THE EUROPEAN COMMISSION

* X 5
* *

ETHICS GUIDELINES
FOR TRUSTWORTHY Al

Ethics Guidelines for Trustworthy Al

B anpene 2019 roga 6bin onybankoBaHo PyKkoBoacTso,
noAroToBneHHOe [PynnoM 3KCNepTOB BbICOKOFO YPOBHA MO
NCcKyccTBeHHOMY WHTennekty (Al HLEG), co3gaHHOM npu
EBponenckon KOMUCCUMM. ITa He3aBUCMMAA 3SKCNepTHas
rpynna 6bina co3aaHa EBponericko komuccuen B noHe 2018
roga B pamkax crpaterun UM, o6baBNeHHON paHee B 3TOM

roay.

PyKoBOACTBO He noxoxke Ha «Tpu 3aKoHa POOOTOTEXHUKU»
Ncaaka A3mmoBa. OHO He npeanaratoT BbICTPbIX, MOPa/bHbIX
PaMOK, KOTOpble MOMOryT KOHTPO/IMPOBATb MNOTEHLMANIbHO
onacHbIx pobotoB. Bmecto atoro PykoBoacTBo aHanusunpyet
pasainyHble 3TUYEeCKmne acnekTbl MCnonb3oBaHnAa NN, KoTopble
6yayt BAMATL Ha 06WecTBO, MNOCKONAbKY Bce 6Honblie
OpraHusauMin naaHUpyeT Mcnonb3oBaTb MU B Takux otpacnax
Kak  34paBoOxXpaHeHMe, obpa3oBaHMEe WU  KOHeYHoe
notpebnerHme.

PyKOBOACTBO He MMeeT 06A3aTeNbHOM HOPUANYECKOM CUAbI,
HO OHO byaeT cnocobcTBoBaTb GOPMMPOBaAHUID B OyayLLEM
€BpOonencKoro 3akoHoaaTenbCcTBa B obnactn UN.

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai

https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines



https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines
https://ec.europa.eu/digital-single-market/en/news/communication-artificial-intelligence-europe

174 NpwusHaKu n KayecTBa «baaroHageXXHoro n uenoseyHoro» UA

--------------------------------------------------------------------------------------------------------------------------------------------------------
.

£ ) = () «
- B ,l W :
WL 3 I [
Lawful Ethical Robust
Respecting all applicable laws Respecting ethical principles Both from a technical
and regulations and values perspective while taking into
s account its social environment

.
-------------------------------------------------------------------------------------------------------------------------------------------------------

Human agency and oversight
Technical robustness and safety

Privacy and Data governance

v

v

v

v" Transparency
v Diversity, non-discrimination and fairness
v Societal and environmental well-being

v

Accountability

.
------------------------------------------------------------------------

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines



https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines

175 Google Cloud Vision 3anpetunan onpegenatb Noa nl0geun Ha
doto

—_ usiess Jp— dTMYEeCKMe NpaBusia YenoBevyecKoro obLLecTBa MOBAUAAN U Ha
Goiciole AL Wil longer uke gender b ke Woman'or MCKYCCTBEHHbIA WHTeNNeKT. Anroputmam Google 3anpetunu
‘man’ on images of people to avoid bias onpeaenAtb non nwaed Ha ¢GOTO M3-3a pPUCKA OCKOpPOUTH
T i TpaHCreHAepos.

Peub naét o cepsuce Google Cloud Vision API, KoTopblii, TOMUMO
BCEro npo4ero, no3BonAeT pas3paboTyMkam CTaBUTb METKM Ha
doTorpadumn, naeHTUPUUMPYA M306parKEHHbIE HA HUX OODBEKTHI.
Tenepb e anropuTMbl HE CMOTYT BbIBOAUTb HAAMUCU «KMYXKUYMHAN
NN «KEHLLMHA» HAa CHUMKaX.

B Google 06bACHUAM, UTO AN UBMEHEHUIN €CTb ABe NPUYMHbLI. Bo-
NepBbIX, MCKYCCTBEHHbIA MHTENNEKT He Bcerga cnocobeH TOYHO
onpeaenvTb NON Ye/NioBEKAa Ha OCHOBE €ero BHELWHOCTU. Bo-
BTOPbIX, TAaKME METKM MOryT AUCKPUMMUHUPOBATb OTAE/IbHble
KaTeropuu ntoaein, Hanpumep, TPaHCreHAepos.

Google CEO Sundar Pichal

B UTOre BMECTO METOK O reHAEePHOMN MPUHALNENKHOCTU aAropUTM
B e o e s e 6yAeT UCMNONb30BaTb HAAMUCH KYENOBEKY.

Google's Cloud Vision AP1 Is used by developers to analyze what's
In an Image. identifying anything from brand logos to faces to
landmarks.

Google emalled Cloud Vision API customers on Thursday morning
stating that It won't use labels that pertain to gender because you
can’t deduce someone’s gender by their appearance alone.

An expert in Al blas toid Business Inskder that the change was a
big positive.

Visit Business Insider’s homepage for more storles.

Here are the 11 companies that

experts think Microsoft could

try to acquire In 2020, Including
AGoogle Al teol that can recognize and Tabel what's in an imege will Salesforce, Twio, and Workday

o Jonger attach gerder Lxgs Tike “woman™ or "rsn” (o photes of
peaple.

https://www.businessinsider.com/google-cloud-vision-api-wont-tag-images-by-gender-2020-2



https://www.businessinsider.com/google-cloud-vision-api-wont-tag-images-by-gender-2020-2
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AstomaTtusauumsa Privacy n Data Protection

THIS 15 THE CHEAPEST
OYTION IN OUR

PRIVACY
ENHANGNG

K ornaBneHuro




177 Website Evidence Collector ot EDPS
P European Data Protection Supervisor
llebsite
a becnnatHoe MO gna aBTOMaTM3auUM MPOBEPKU
E V 'l d e n C e Beb-caiToB, KOTopoe cobupaeT nHPopmauuto 0b

06paboTKe MNepCOHaNbHbIX AaHHbIX, TAaKMUX KakK
C O'L'Lecto r- dannbl cookie nan nepegavy e,aHHbIX TpeTbum

CTOPOHaM npu noceweHun camta. CobpaHHble
cBeaeHus, CTPYKTYPUPOBAHHbIE B
MaLNHOYNUTaEMOM dopmare, NO3BONAIOT
aAMUHUCTPaATOpPam Beb6-cainTosB, DPO 7
KOHEYHbIM N0N1b30BaTENAM Nly4lle NOHATb, KaKaA
nHPopmaLmAa NepesaeTca U XPaHUTCA BO Bpems
noceweHuna Beb-camTa.

Run Website Evidence Collection

links:

count: 8

entries:
edps.europa.eu
twitter.com
www.linkedin.com
www . youtube . com
www . europarl.europa.eu
forumti.pl
fra.europa.eu
edpb.europa.eu

user@linux :~$

https://edps.europa.eu/press-publications/edps-inspection-software en



https://edps.europa.eu/press-publications/edps-inspection-software_en

178 0630p CNIL no otkpbiTomy MO ana ocywecrsneHma DPIA

CN I L Commiission nationale de l'informatique
. et des libertés

To protect personal data, support innovation, preserve individual liberties

DATA PROTECTION | TOPICS | THECNIL | Q

®paHuUy3CKMA  Haa30pHbIM  opraH  CNIL
The open source PIA software helps to carry out data panLy A30p P

protection impact assesment onybnukosan 0630p OTKPbITOTO
12 December 2018 nporpaMMHoro O6eCI‘queHMﬂ,
obnervatouLero nposeneHue data

The PIA software aims to help data controllers build and demonstrate compliance P rotection Im pa ct assessment ( DPI A)

to the GDPR. The tools is available in French and in English. It facilitates carrying cornacHo ctaTtoe 35 GDPR.

out a data protection impact assessment, which will become mandatory for some

processing operations as of 25 May 2018. This tool also intends to ease the use of
the PIA guides published by the CNIL.

analyse d'impact sur la protection des données
privacy impact assessment

https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-protection-impact-assesment



https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-protection-impact-assesment

179 Privacy Tech Vendor Report 2020 ot IAPP

fapp

2020

PRIVACY TECH
VENDOR REPORT

Privacy Program Management -
solutions designed specifically for the
privacy office.

Assessment managers tend to automate
different functions of a privacy program,
such as operationalizing privacy

impact assessments, locating risk gaps,
demonstrating compliance and helping
privacy officers scale complex tasks
requiring spreadsheets, data entry

and reporting.

Consent managers help organizations
collect, track, demonstrate and manage
users’ consent.

Data mapping solutions can come in
manual or automated form and help
organizations determine data flows
throughout the enterprise.

solutions help
organizations facilitate inquires made by
individuals who wish to exercise their data
rights. These can include requests involving
the right to access, rectification, portability
and erasure.

Incident response solutions help
companies respond to a data breach
incident by providing information to
relevant stakeholders of what was
compromised and what notification
obligations must be met.

Privacy information managers provide
organizations with extensive and often
automated information on the latest
privacy laws around the world.

Website scanning is a service that
primarily checks a client’s website to
determine what cookies, beacons and
other trackers are embedded to help
ensure compliance with various cookie
laws and other regulations.

Enterprise Privacy Management -
solutions designed to service the needs
of the privacy office alongside the overall
business needs of an organization.

Activity monitoring helps organizations
determine who has access to personal
data and when it is being accessed or
processed. These solutions often come
with controls to help manage activity.

Data discovery tends to be an automated
technology that helps organizations
determine and classify what kind of
personal data they possess to help manage
privacy risk and compliance.

Deidentification/Pseudonymity solutions
help data scientists, researchers and other
stakeholders derive value from datasets
without compromising the privacy of the
data subjects in a given dataset.

Enterprise communications are solutions
that help organizations communicate
internally in a secure way to avoid
embarrassing or dangerous leaks of
employee communications.

https://iapp.org/media/pdf/resource center/2020TechVendorReport.pdf



https://iapp.org/media/pdf/resource_center/2020TechVendorReport.pdf

180 0630p Forrester no peweHUaAm gaa asBTomaTUsauum
ynpaB/iieHUA KOMNAAeHCOM B cdhepe 3aLmnTbl JaHHbIX

Strong
Challengers Contenders Performers Leaders
Stronger THE FORRESTER WAVE™
;J:::tg Privacy Management Software
A Q1 2020
Market presence
0000
LogicManager
Poslovna inteligencija «
Privacy Company «
Weaker
current
offering

Weaker strategy = Stronger strategy



0630p Gartner no aBTOMaTU3NPOBAHHbIM peLleHUAM B chepe

181
peanusauum npas cy6beKToB

Subject Rights Fulfillment Workflow

Internal
Internal Response/
Requests Confirmation

I—/H!—/FI

® ®

®

(1 12 L3 ' ® 16 7]
Capture Log Request Verify Request . Initial } Validated Log and
R t Workflow Trackin Identity Triage esponse

eques ( Q) @ Confirmation Response Respond

Confirm receipt of request.

Authenticate that the person making the request is authorized to.

Validate the request (whether it is excessive), define and agree the scope, and notify of extension if needed.

Source: Gartner
D: 463762_C

Metrics for Efficiency and Investment Justification in SRR Handling The Three Categories of Subject Rights Requests

O iy |2 i &

Corrective
Rectification and
Erasure

Time Cost Scale Informative
The time it takes to The financial cost of a Capacity to respond

request fulfillment. within a certain time.

Access and

respond to a request. Portability

Restrictive

Limitations on
Processing or Sale

Source: Gartner

ID: 463762_C

Source: Gartner

ID: 463762_C

https://www.gartner.com/doc/reprints?id=1-1YIGLOC8&ct=200227&st=sb



https://www.gartner.com/doc/reprints?id=1-1YIGL0C8&ct=200227&st=sb

182  OneTrust — 0630p peLieHunii

Privacy Program Management
Readiness & Accountability Tool
|i| Assessment Automation (PIA/DPIA)
Data Inventory & Mapping

Vendor Risk Management

m Incident & Breach Management

Small & Medium Enterprise

-] DPO Register for GDPR

&: SME Marketing Compliance

Technology Integrations

e .
o, Integrations Marketplace

OneTrust for ServiceNow

Marketing & Web Compliance
5_]_@' Data Subject Rights Management
{D Website Compliance Scanning
Cookie Consent Management
[2=] Universal Consent Management
E*E Enterprise Preference Center

IAB Publisher Consent

Mobile App Consent

GDPR & Global Privacy Solutions
. GDPR Validation Program

@ GDPR Compliance

T\'\I California Consumer Privacy Act

rﬁq"'\. - -
\f! Brazil Law Compliance



183  OneTrust — Data Mapping Automation

Processing Activities United States

REPORTING
Marketo
United Stat
Welcome nited States
Cross Border D

United Kingdom

Scan Results @
Greenhouse

United Kingdom

ASSESSMENT SETUP ® Privacy Shield

Asset Template ® . Greenhouse
United Kingdom
Processing Template
® EEA
. JobVite
Data Elements Spain

" Data Magping < Reports  GDPR Article 30 Basic Requirements
v
Asvvume ort Altriteite =
ol . W | Pracasor
23 e "
GOPR based Procesung Al Processing Organization Saspendent Apphcation House S Data Deta Slowmants Data Processor Processer Phone
2 Activity Growy Name vedrd Sulipncty Purpase Name Address
b Country Nurmber
W G rarty
- Activ As oS A =
- | : ~ ;
Beporn MR Recruing R ‘
0 = More
o
Data Proce a = Mobaie Device . .
Management b Bie.: e
T
Source ]
ta Transte =
o 8 Berefits y
v age = Evalmant , y
e
® Ubject Acce = L8P
Acte . Vore
J: More
Cross Border Transfers : A
DATA MAPPING
Welcome Filter by Process Activity  Select PA v : .
ere
Yy
Dashboard y " )
@ e %
Assessments
INVENTORY
CLEAR
Assets
‘ Kronos ADP

United Kingdom

SalesForce
United Kingdom

ADP

Argentina

ClearCo.
Germany

—

ClearCo.
Germany

—

Greenhouse
Poland

—
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RSA Archer Privacy Program Management
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UHTerpauma mexgy OneTrust u RSA Archer

RSA DNl

IT Asset
Catalog

Applications Asset Inventory

—

Findings Privacy Risk Register

Issue
Management

https://www.onetrust.com/onetrust-rsa-partnership/

Data
Discovery


https://www.onetrust.com/onetrust-rsa-partnership/

Privacy-SPS (IRADD) - Mpumep nHtepdeica
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188  ARIS (Architecture of Integrated Information Systems)
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3almTa NepCoHaNbHbIX AAHHbIX

SHOULD WE
OPEN THE

ATTACHMENT?

K ornaBneHuro




190 TexHuuyecKue v opraHM3aLUOHHbIe mepbl 3awuTbl B GDPR

Reference Properties Category
Recital 29 Pseudonymisation, unlinkability, authorization PP
Recital 66 Distribute data subject requests to processors DSR
Recital 67 Restriction of processing DSR
Recital 68 Data portability request DSR
Recital 71 Accuracy of data PP
Recital 78 Data minimization, pseudonymization, information PP
Recital 81 Security General
Recital 88 Protect data General
Recital 156 Data minimization PP

Art. 4 (5) Pseudonymity PP
Art.5(1)e Non-identifiability PP
Art.5(1) e Storage limitation PP
Art.5(0)f Integrity and confidentiality PP

Art. 17 (2) Distribute data subject requests to processors DSR
Art. 24 (1) Demonstrate compliance PP

Art. 24 (2) Purpose limitation PP

Art. 25 (1) Pseudonymisation PP

Art. 25 (2) Data minimization PP

Art. 28 (1) meet the requirements of this regulation General
Art.28(3) e Distribute and execute data subject requests DSR
Art. 28 (4) meet the requirements of this regulation General
Art.32(1) a Pseudonymization PP
Art.32(1) a Encryption PP
Art.32(1)b Confidentiality, integrity, availability, resilience PP
Art.g2(1)c access PP
Art.34(3)a render data unintelligible — (eneryption, unlinkability) PP

Art. 83 (2)d Technical measures will be taken into account when determining fines General

https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1052&context=amcis2019



https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1052&context=amcis2019
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MeTtogonornueckoe pykosoactso ot 2016 roga ana cpegHero
M manoro 6usHeca no 3awmTe AaHHbIX oT ENISA

Define the
context of
personal data

Implement &
mentain

measures :
processing

Identify
relevant
security

Select
appropriate
MEENVES

Guidelines for SMEs on the

security of
processing

DECEMBER 2016

WWW.enisa.europa.eu

threats

Calculate risk

personal data (likelihood,

impact to
individuals)

Security risk management for personal data

k and Information Security -

https://www.enisa.europa.eu/publications/handbook-on-security-of-personal-data-processing



https://www.enisa.europa.eu/publications/handbook-on-security-of-personal-data-processing

MNMpaKTnuecKkoe pykosoactso ot 2017 ropga AnAa cpegHero m

192 manoro 6u3sHeca no 3awute AaHHbIX oT ENISA

PROBABILITY
N ASSESSMENT AREA

P LEVEL | SCORE

" enisa = :

* NETWORK AND TECHNICAL RESOURCES [ Medium 2

* x .

* * [ High 3

D Low 1

PROCESSES/PROCEDURES RELATED TO THE PROCESSING OF [ Wedum B

compliant COMpany compliance PERSONAL DATA

:upervnsory authority § st prepare D High 3
(g S safety CONsent ¢  processor
W
YiiDPO¢ general : [ tow "
D5 Iaw PARTIES/PEOPLE INVOLVED IN THE PROCESSING OF PERSONAL I:‘ B
regu a"on B Medium 2
fine
E '-U‘ i m acciss D High 3
- K t )
3 § EU mprOtaeecuE(I);?e?n union H
g OV passwor =3
) personal g information 3 I:' Low 1
& business m Secu re
kg specam controller
BUSINESS SECTOR AND SCALE OF PROCESSING D Medium 2
[ nigh 3

OVERALL UMD I R ATIOCGURRENCE THREAT OCCURRENCE PROBABILITY LEVEL

Handbook on Security of

PROBABILITY
. 4-5 Low
Personal Data Processing — —
9-12 High
IMPACT LEVEL
Low Medium High / Very High
Low
DECEMBER 2017 THREAT OCCURRENCE :
PROBABILITY Medium
High

Legend
Low Risk Medium Risk High Risk
Www.enisa.europa.eu European Union Agency For Network and Information Security

https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing



https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing

UccnepoBaHue no nHpopmaumMoHHoOM 6e3onacHocTu B chepe
3N1eKTPOHHbIX KOMMYHUKALUWU U OHAalH-ycayr oT ENISA

- B atom wuccnepoBaHun npeactaBneH 0630p yCTOABLUMXCA
Rl meTogoB obecneyeHns WHPOPMALMOHHOM 6He3onacHoCTK,
« €nisa KOTOPOM Npu3BaH NOMOYb CpegHemMy M Masomy 6GusHecy
ae COCTaBUTb NpeacTaB/lieHWe O COBPEMEHHOM  YpOBHeE

pa3BUTUA TEXHONOrnm (State-of-the-Art) 3aWMThI

nHPopmaumm no paay HanpasBAeHWN, NPEACTAB/IEHHbIX B
npakTndyeckom pykosoactee ENISA no 3awmte gaHHbIX.

Threat

Occurrence Risk Level
PFrobability

Reinforcing trust and security in
the area of electronic
communications and online —
services Occurrence

IMPACT LEVEL

High | Vary High

Sketching the notion of “state-of-the-art” for SMEs AL

in security of personal data processing

Legend

- Low Risk hhadium Risk - High Risk

DECEMBER 2018

WA OV BUNODA U Luropean Union Agenty For Network anid Information Securty

https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-in-the-area-of-electronic-communications-and-online-services



https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-in-the-area-of-electronic-communications-and-online-services

OHnaitH-nnatdopma ot ENISA no obecneueHuto 6esonacHocTu rwvl. AP
NepcoHanbHbIX AaHHbIX

Relevant
ENISA studies

" Overview
(Self)assessing the of the Methodology
implemented security measures
Evaluating the level of risk
for a personal
data processing operation
Step 1
Definition of the Types Of, personal data‘
. . Categories of data subjects

processing operation .

ONLINE PLATFORM FOR - Means of processing
and its context L

SECURITY OF PERSONAL e
Step 2 Confidentiality

DATA PROC ESS I NG Understanding and Integrity

_ evaluation of impact Availability
forcing trust and security in the area of
ronic communications and online services

Step 3 Network and technical resources

DECEMBER 2019 Definition of possib!e Processes)’pr(?cedures relate?l tothe d.ata processing opelration '
threats and evaluation  Different parties and people involved in the data processing operation
of their likelihood Business sector and scale of processing
Step 4 THREAT L . I - .Y.

PROBABILITY Mrdur

Evaluation of risk ien
Step 5 —
Selection of security LT'@ /‘@\
measures q\ .

https://www.enisa.europa.eu/risk-level-tool/
https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-platform



https://www.enisa.europa.eu/risk-level-tool/
https://www.enisa.europa.eu/publications/reinforcing-trust-and-security-platform

Pykosoacteo CNIL ot 2018 roaa no ynpasaeHuto puckamu Ub

195

THE CNIL'S GUIDES - 2018 EDITION

. SECURITY OF
PERSONAL DATA

(@)

CNIL.

CONNISsIW NR"IQN&I.E

www.cnil.fr

https://www.cnil.fr/sites/default/files/atoms/files/cnil

14

B paMKax obecneueHunsn 3allnNTbl NEPCOHA/IbHbIX AAaHHbIX

FACTSHEET

Raising user awareness

Authensicating

Access Management

Lagging access and
managing incidents.

Securing workstations

Securing mobile dats
processing

Protecting the interral

Securing servers

Securing websites

Ensuring continuity

Archiving securely

lnform and rakse awareness among Individuals handlbng data

‘Witz an IT charter and enforce its application

Dhefine a unique identifier flogin} for each uses

Adopt a user password palicy confonm to our recommendations
Require each user ta change his or her passwoard whenever it has been resefted
Limit the number of access attempis to an account

Define authorisation profies

Remowe obsclete acoess permissions

Canmy cut an annual review of authorsations:

kmplement a logging sysiem

Inform wsers of the Implementation of the logging system

Proiect logging equipment and the information logged
Organize the procedures for personal data breach notfications
Organise an automatic session kocking procedune

Use reguiary updated antivinus sofware

Install firewall saftwans

Callect the user’s cons=nt before any Imtersention on his or her workstation
Organise encryption measures for mobile equipment

Underiake regular data backups and synchronisatiors:

Require a confidential piece of information to unlock smariphanes
Limit the nertwar traffic to the bare essentials

Secure remote access to mobile computing devices via VPN
kmplement the WPAZ or WRAZ-PSK protocod for WHR networks
Allow access bo tools and administration interface only o qualified iIndiiduals:
Install critical updates without delay

Ensure avallability of data

Use the TLS protecol and check is implementation

Chieck that nio passward or idertffier ane irarsferred via URLs

Ched that the user nputs cormespond o what |s sapecied

Place a consent banner for cockies not reguired by the senvice:
Casry ot regular backups

Store the badkup media In a secure place

Organise secuity measures: for the transport of backups

Organise and regulary test the business conbruty

Implement spediic access methods to anchived data

Dhesiroy obsolete archives securely

Record maintenance in a register

Have a responsible person from the organksation supenise work by fird parties
Drelete the data from all hardware befone it s dscarded

Add a spedfic dause in the contrads of subconiractors

Organise the restitution and destruclion conditions. af data

Ensure the effeciveness of provided guarantees (security audis, visiis, eic)]
Encrypt data before sending it

Ensure that it s the right recipient

Send the secret Information separately and via a different channed
Restrict acoess to the premises via locked doors

In=tall amtrtrusion alarms and chedk them periodically

Offer parameters that respect the privacy of end users

Ayoid comment zones or supenise them strictly

Casry ot tests on fictional or anorymised data

Use recognised algori$hme, saftware and lbearies

Keep the secret Information and crypiographic keys In a securs way

guide securite

personnelle gb web.pdf



https://www.cnil.fr/sites/default/files/atoms/files/cnil_guide_securite_personnelle_gb_web.pdf

196 PykoBoactBo DPC no 3awuTte nepcoHasibHbIX AAHHbIX

Data Collection and Retention Policies Wireless Metworks..........

J) ancolnBiinum ACCESS CONTIOIS..rnirereeeeeereeeeeesesereeersenees Portable Devices..............
Data Protection
Commission
Access Authentication...coveeeeveeeee, Logs and Audit Tralls.......
Guidance Note: ALLOMAtIC SCreen SaVeTS. . e eerreenns Back-Up Systems.............
Encryption s Incident Response Plans
Guidance for Controllers
i Anti-Virus Software ... Disposal of Equipment ...
on Data Security
FIr@WallS .. Physical Security ..............
EShuii s 2a Software Patching ......c.ococeereecereceecnn. The Human Eactor...........
REMOLE ACCEES cieeieeeee e erseseeress e srrsmeans Certification e e,

https://www.dataprotection.ie/en/guidance-landing/guidance-controllers-data-security



https://www.dataprotection.ie/en/guidance-landing/guidance-controllers-data-security

PekomeHpaauuun AEPD no 3awmte nepcoHaNbHbIX AAHHbIX B
YCNOBUAX MOBUNbHOCTU U YAANEHHOIro B3aUMOAENCTBUA
B anpene 2020 wcnaHCKUMA YNONIHOMOYEHHbIA OpraH
gencia i Assessment and Technological Studies
@@Qd, .-ii;’f};ﬁ goepm:!n; onybanMKoBan peKoMeHZauun ANA KOHTPONEpPOB WU UX
o ' nepcoHana no 3awmTe NepcoHasibHbIX AaHHbIX B YCAOBUAX

Recommendations to protect personal data in situations of MO6V|anOCTM " y4aneHHOoro B3aMMOAeﬁCTBMH- B
mobility and telecommuting YaCTHOCTM, PEKOMEHAYETCA CeaytoLlee:

[The organisation, as data controller, may adopt the decision that certain activities

within their company be executed in situations of mobility and telecommuting. Such a L[] OnpepleneHl/le non NTUKUN 3a LLLMTbl VIH(I)OpN\a L'IMM plnﬂ

decision may be part of a management strategy, a general, or a partial strategy for
certain areas or activities (for example, personnel who travels frequently) or it may be

caused by exceptional or even force majeure situations. nyIOBM Vl yplaneH HOFO BBa MMOAEVICTBMH;

If, in the first case, a prior planning must be carried out, in the second case, urgency
situations may force the controller to put into place temporary solutions. When this

occurs, it is compulsory, namely when the situation extends through time, to reflect b Bb|60p NnoCTa BLLllM KOB pe WeHn l\;l n yCI'Iyl', KOTOpble

about the situation an?lo perfarm an imflementation of telecommuting in parallel. It
must be taken into account that the State's resilience, the continuity of the business

processes, and the rights and freedoms of data subjects whose data are being 3aCl'|y)'KM Ba I'OT AOBeleﬂ n I'lpeﬂ,}'lara I'OT ra pa HTMM;

processed depend on it

tak"l;llig;ganisation and the personnel that are involved in telecommuting actions must [ OrpaHquHme AOCTyna K MHd)Opma L'|V| M;

ollowing recommendations into consideration.

RECOMMENDATIONS AIMED AT DATA CONTROLLERS ° npaBuibHaA HaCTpOVIKa 060py,£|,OBaHVIF| n yCTpOﬁCTB,

Below, a set of recommendations for the data controller is listed that the data

controller will need to adapt to the specific situation of their business purposes: mcnon b3yeMb|X ﬂ,flﬂ Yﬂ,aI'IEHHOI'O B33MMOAEVICTBMH;
1. Definition of an information protection policy for mobility situations ° ~
+ Based on the data protection policy and the Information Security of the MOHMTOpMHr yAaHEHHorO AOCTyna K KOpnOpaTMBHOM

entity, and, as part of such entity, a specific policy for mobility situations Ay .

needs to be defined that addresses the special needs and the particular risks Bbl'“lVlel MTeanOM CeTMI

introduced by the access to corporate resources from spaces that are not o

under the control of the organisation. L4 pa Llll/loHan bHOe ynpa BAeHune 34 |_|_||MTO[/| n

* In such policy, the determination must be made of what ways of remote 6
access are allowed, what type of devices are valid for each way of access, and n H T HHDbIX.
the level of access permitted pursuant to the mobility profiles defined. The e30 ac Oc bl‘o p'a b
responsibilities and obligations must likewise be defined to be undertaken by
the persons hired.

* |tis necessary to provide functional guidelines aimed at training the persons
hired, as a result of such policies, and such guidelines must include at least
the information described in the section *Recommendations addressed at
personnel participating in processing operations™ in this document.

* The personnel must likewise be informed of the main threats that may affect
them when working outside the organisation as well as the possible
consequences that may be materialised in case of breach of such directions,
both for data subjects and for the employee.

* In such guidelines, a contact person must be identified to report any incident
affecting personal data, as well as the suitable channels and formats to
deliver such notification.

s The personnel must sign a telecommuting agreement that includes the
undertakings acquired at the time to perform their tasks under a situation of
mobility.

Cl Jorge Jumn & hip:iwea aepd 26
28001 - Madid Mtipe:isedeagpd. oot 25

https://www.aepd.es/sites/default/files/2020-04/nota-tecnica-proteger-datos-teletrabajo-en.pdf



https://www.aepd.es/sites/default/files/2020-04/nota-tecnica-proteger-datos-teletrabajo-en.pdf

198 PyKoBoAaCTBO NO COBPEMEHHOMY YPOBHIO 3aLUTbl AAHHbIX OT
TeleTrusT -IQI

Bundesverband IT-Sicherheit e.V. (TeleTrusT)

TeleTrusT — IT Security Association Germany () TeIeTrUST
B ¢eBpane 2019 roga Accoumaumsa WT-6e3onacHoCTH
lfepmaHnn  nogrotosmna wn  npu  noggepxke ENISA
nepesBena HA AHIMUUCKUIMA  A3bIK  PYKOBOACTBO MO
COBPEMEHHOMY YpOBHI pa3sutua (State-of-the-Art)
TEXHUYECKUX U OpPraHuU3auMoOHHbIX  Mep  3alnThbl
nHpopmaumm B 4YaCTM, Kacatowenca TpeboBaHWM
HemeLLKoro 3akoHa IT Security Act n esponetickoro GDPR.
IT Security Act (Germany) and EU General Data Protection Regulation
Guideline "State of the art" low & A low
Technical and organisational measures E}(is“l‘lg scientific I'(nOWlEdge
and research
2019
English version
In co-operation wit . Proven
General State of the art . .
* * . recognition in practice

* *

. €enisa

* AL ot

S0 ol i Generally accepted
rules of technology

high ¥ high

https://www.teletrust.de/fileadmin/docs/fachgruppen/2019-02 TeleTrusT Guideline State of the art in IT security ENG.pdf



https://www.teletrust.de/fileadmin/docs/fachgruppen/2019-02_TeleTrusT_Guideline_State_of_the_art_in_IT_security_ENG.pdf

199 The Standard Data Protection Model

* Responsible bodies, data subjects and
the legal relationship between them

If applicable, the content and procedure of obtaining consent
Operational processes involved

Intended purpose

Data basis, data flow, processing procedure

Analysis of the
processing context

Applicable law, legal basis

Weighting the interests of data subjects and controllers
Legitimacy of purposes

Permissible data base and transfer powers

Special requirements

Substantive legal
assessment

Degree of obligation
(from legal mandatory requirement to privacy-aware design)
* Qualitative parameters (e.g. determination of persons with access

Characteristics of autho on]
the protection * Level of protection analysis
ST  Quantitative Parameter

consideration

(e.g. availability requirements)

Determination of institutional context
(Responsibilities, data protection management)
* Determination of the technical and organisational measures in
relative to the the area of application, possibly including auxiliary processes and
respective technical infrastructure, comparison with reference measures
authority * Assessment of effectiveness
if appropriate (verifying) risk analyses
* Determination of deficiencies, applicable additional measures and
their proportionality

comparison

* Request for implementing additional technical and organisational
measures
» [f necessary, sanctions in case of infringement of substantive and

Feedback procedural requirements

Hemeukuin ctaHpapt, obbveauHawowmin B cebe
noaxoabl GDPR n Ub n asnarowmnca KoHuenuuemn
ayaMTa U KOHCYNbTaUMM HA OCHOBE eAWHbIX Lenen
3aWmMTbl UHGOPMaLUN.

MepBas (ycTapeBlasd) BepcuA HA aHIJIMNCKOM:
https://www.datenschutzzentrum.de/uploads/sdm
/SDM-Methodology V1.0.pdf

Bropasa (06HOBNEHHAA) BepcUsi Ha HEMELKOM:
https://www.datenschutzzentrum.de/uploads/sdm
/SDM-Methode.pdf

Abstract Protection Goal

Applicable
law

Framework of requirements

Actual

cituation Specific protection goal

Level of
legal Legal Qualitative parameters Level of protection

obligation relationships

https://www.datenschutzzentrum.de/sdm/



https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_V1.0.pdf
https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methode.pdf
https://www.datenschutzzentrum.de/sdm/

200 PykKoBsoAcCTBO NO 3aliUTe AAHHbIX A8 apXUBHbIX CNYXK6 oT EAG

Esponeiickaa rpynna no apxmeam (EAG - European
Archives Group) onybnaukoBana PyKosoacTBOo no
EUROPEAN ARCHIVES GROUP npumeHeHunto GDPR u 3awmrte nepcoHanbHbIX AaHHbIX
ANA  apPXMBHbIX CAYXK6. ITO pPYKOBOACTBO COAEPKMUT
6a3oBble CBeAEHUA U MPAKTUYECKME peKomeHZauuu ana
apPXMBUCTOB MO KOHKPETHbIM NpobiemMHbIM BOMpoOCcam,
CBA3aHHbIX C npumeHeHnem GDPR B apxmBHOM coepe.

PYKOBOACTBO agpecoBaHO rocyaapcrBeHHbIM U YaCTHbIM

i GUIDANCE . OpraHam M yypexaeHUAM, B KOTOPbIX XPAHATCA apXUBHbIe
ON DATA PROTECTION FOR ARCHIVE SERVICES

AOKYMEHTbl (TO eCcTb Te [OKYMEHTbl, KoTopble Oblan

EAG guidelines on the implementation of the General Data Protection OTO6 pa Hbl Ha MOCTOAHHOE Xpa HeHWn e)’ BKAKOYaAA

Regulation in the archive sector

HaUMOHA/bHbIE W TOCYAAPCTBEHHbIE, PErMoHasbHble W
MYHULMNANbHbIE apXMBbl, My3eu, 6MbnnoTekn, GoHabl U
Apyrne rocydapCTBEHHble UM YacTHble OpraHM3aumuy,
COXPaHAOLLNE APXUBHbIE AOKYMEHTbI.

These guidelines are intended to help avchive services in Europe apply the General Data
Protection Regulation. They are a work in progress, subject to improvement and enrichment,
thanks to your experience and ¢ . These guidelines may also be ded on the basis of
funwe jurisprudence and of opimions and guidelines issued by the Eurgpean Data Protection
Board.

The Eurcpean Archives Group warmly welcomes your ¢ [w can be sent fo the
Jfollowing e-mail address: SG-EAG-GUIDELINES @ ec. auropa.eu.

https://ec.europa.eu/info/about-european-commission/service-standards-and-principles/transparency/freedom-information/access-
documents/information-and-document-management/archival-policy/european-archives-group en



https://ec.europa.eu/info/about-european-commission/service-standards-and-principles/transparency/freedom-information/access-documents/information-and-document-management/archival-policy/european-archives-group_en
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NcesgoHMMMU3ALUA U AHOHMMU3ALLUA

| GURSS We'LL NRVER KNOW
WHAT HIG NAME WAS.

K ornaBneHuro




0630p KOHUEeNuUM 1 peanmsaumum MeTo[0B
nceegoHMMM3saumm gaHHbIX ot ENISA

.. Llenbto gaHHOro o63opa sBAsSieTcA M3yYeHUEe KaK KOHLEenumum
& 0 NCeBAOHUMM3ALMN, TaK MPAKTUYECKOM peanvsaumm
x enisa PasNYHbIX METOAOB MNCeBAOHMMA3aLUMM AaHHbIX. 0630p
T COCpeaoTodeH Ha aHanu3e TEexXHUYECKUX PpeLleHuin ana

BbINO/IHEHMA TpeboBaHMM GDPR B u4actm 3awuTbl
NEePCOHA/bHbIX AaHHbIX U MPUMEHEHMA KOHUENTa «privacy
by design».

Initial identifier Message digest

100689510 » 2 ' # 3e22914243479¢2a9

Recommendations on shaping
technology according to GDPR
provisions

An overview on data pseudonymisation 3845329 » v *
e ‘ 24598ac5156d8aba02

NOVEMBER 2018

WWW, BN BUrODa 0y Luropean Ureon Agenty For Network and Information Securty

https://www.enisa.europa.eu/publications/recommendations-on-shaping-technology-according-to-gdpr-provisions



https://www.enisa.europa.eu/publications/recommendations-on-shaping-technology-according-to-gdpr-provisions

PeKkomeHAauun No TeXHUKam NcBeA0HUMU3ALUMN U TYUYLLUM

npakTukam ot ENISA

Pseudonymisation
techniques and best
practices

NOVEMBER 2019

DATA SUBJECTS

DATA PROCESSOR &
PSEUDONYMISATION ENTITY

& Beta Corp. Alpha Corp.
Alice Alice
Bob & Bob 15
28
3

Charly Charly

Pseudonymisation Secret

Identifier Pseudonym

Alice 15

Bob 28

Charly 3
Pseudonymisation Secret DATA SUBJECTS AND

PSEUDONYMISATION
ENTITY

Identifier  Pseudonym & Alpha Corp.
Alice 15 Alice 15
Identifier Pseudonym '
Bob 28 Bob 28
Identifier Pseudonym l
Charly 3 Charly 3

https://www.enisa.europa.eu/publications/pseudonymisation-technigues-and-best-practices/at download/fullReport



https://www.enisa.europa.eu/publications/pseudonymisation-techniques-and-best-practices/at_download/fullReport

204 Pykosoacteo ot AEPD 1 EDPS no ncnonb3oBaHUIO XeLWMPOBaHUA
B NCEBAOHUMMU3ALUU AAHHDbIX -ﬁl

SAME EDUCATIONAL WORKS AT MY
BACKGROUND AS ME DFFICE
LIVES IN MY
. SHARES MY
STREET AND BLOCK < -
;/ ':,u”' INTERESTS
gl VISITS MY
VISITS MY PARENTS HASH? - o CHILDREN'S SCHOOL
Oepd espanola al
proteccion
j datos g L

AR ooy O 4 +34654323211
INTRODUCTION TO THE o
HASH FUNCTION AS A e on
PERSONAL DATA ‘
PSEUDONYMISATION

TECHNIQUE

I 3 agencia

+34654323211

Hash
space

v. October 2019

Hash
Function

https://edps.europa.eu/sites/edp/files/publication/19-10-30 aepd-edps paper hash final en.pdf



https://edps.europa.eu/sites/edp/files/publication/19-10-30_aepd-edps_paper_hash_final_en.pdf
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{

o

Private Data Public Data
éspaﬁ;
'Madrid\- - Ledn S.alamant\a
Jgeee 2%+ 37001
Alcobendas Las Rozas Mastoles Astorga Po.nferra.da Calvarrasa de.Anajo
28108 28230 28931 24700 24403 3731
Figure 2: Hierarchy for the Postcode field
Postcode Age | Cholesterol Postcode Age | Cholesterol
3777 40-49 Y 37 40-49 Y
28777 40-49 Y 28" 40-49 Y
2477 30-39 N 24700 30-39 N
247 30-39 N 24700 30-39 N
377 40-49 Y 37 40-49 Y
28%** 40 - 49 Y 28" 40-49 Y

Table 3 - Global generalisation

PykoBoactso ot AEPD no K-aHOHMMHOCTH Kak cnocobe
obecneyeHuna KOHPUAEHLMNANBHOCTH

24700 37 N
24700 37 N
37003 44 ¥
28108 40 Y
37891 33 N
50011 13 Y
Table 5: Table 2 expanded with data
outside the range
Postcode Age | Cholester
ol
37003 40 Y
28108 44 Y
24700 37 N
24700 37 N
37003 44 Y
28108 40 Y
37891 33 N
50011 13 Y
Table 5: Original
Postcode Age Cholester
ol
37+ 40-49 Y
28*** 40-49 Y
24700 30-39 N
24700 30-39 N
37 40-49 Y
28*** 40-49 Y
37 30-39 N

Table 4 - Local generalisation

Table 6: Generalisation + Suppression

on Table 5

https://www.aepd.es/sites/default/files/2019-12/nota-tecnica-kanonimidad-en.pdf



https://www.aepd.es/sites/default/files/2019-12/nota-tecnica-kanonimidad-en.pdf

206

Mo3uuuna BfDI kacatenbHO NpaBoBbiIX AaCNEKTOB aHOHUMMU3ALUU
AAHHbIX C 0CO6bIM BHUMAHUEM K TEZIEKOM OTpacau

# BfDI =

Bonn, den 10. Februar 2020

Offentliches Konsultationsverfahren

des Bundesbeauftragten fur den Datenschutz und die Informationsfreiheit

zum Thema:
Anonymisierung unter der DSGVO

unter besonderer Beriicksichtigung der TK-Branche

Das Konsultationsverfahren richtet sich insbesondere an Akteure aus Politik, Wirtschaft,

Gesellschaft und Verwaltung, die sich diesem Thema befassen.

Kommentare und Stellungnahmen kénnen bis
einschlieflich 09. Marz 2020 an die an E-Mail-Adresse

konsultation@bfdi.bund.de

geschickt werden.

depnepanbHbIi KOMUCCap MO 3aliMTe AaHHbIX U cBoboae
nHoopmaunmn 8 ®PI onybanMKoBan nosuuMio O NPaBOBbIX
acneKkTax aHOHMMM3aUMU AAHHbIX C 0COBbIM BHUMAHMEM K
TEeNEeKOM OTpPacan. B 4aCTHOCTU, aHANN3UPYIOTCA Pa3/IMUHbIE
NPaBoOBOE OCHOBaHMA AN AaHOHMMM3AUUM MEPCOHAJbHbIX
AaHHbIX B 3aBUMCMMOCTM OT  KOHTEKCTa W Uenu
aHOHUMMU3ALNN.

Hanbonee Ba)kHbIM BbIBOA, 3aK/alO4aeTcs B TOM, 4TO
OCYLLECTB/IEHWE aHOHUMM3ALMM NEPCOHANbHbIX AaHHbIX
BO3MOXHO TONbKO MPU COOTBETCTBYHOLWEM MPaBOBOM
OCHOBaHWMM, a B Ka4yecTBe nNpMMepa NpPUBOAMUTCA
TENEKOMMYHUKAUNOHHbIM ceKkTop. Kpome Toro, BfDI ykasan,
4YTo 00A3aTeNbCTBO MO HEMEONIEHHOMY YHUYTOXKEHUIO
NepPCOHaNbHbIX AAHHbIX MOMET ObiTb peann3oBaHO NyTem
aHOHUMM3aLUNMN, BbINOSHAEMON C YY4ETOM CaMbIX CTPOTUX
TpeboBaHuMiA.

https://www.bfdi.bund.de/DE/Infothek/Transparenz/Konsultationsverfahren/01 Konsulation-Anonymisierung-TK/Positionspapier-

Anonymisierung-DSGVO-TKG.htm|?nn=5216976



https://www.bfdi.bund.de/DE/Infothek/Transparenz/Konsultationsverfahren/01_Konsulation-Anonymisierung-TK/Positionspapier-Anonymisierung-DSGVO-TKG.html?nn=5216976

7 npe3EHTa|.lV|ﬂ no AEMAQHTMd}MKaU,MM n peMAEHTMd)MKaU,MM -
cornacHo craHaapty NISTIR 8053 ﬁ l
“De-identification leads to information loss which

Complete  may (imit the usefulness of the resulting health

Protection  jnformation” (p. 8, HIPAA Guidance) °
L 'mormation’(p. 8 HIPAA Guidance)

N\

Ideal Situation
Perfect Information
&

Bad Decisions /
Bad Science

Trade-Off between Perfect Protection
Information Not achievable
. due to
Quality mathematical
and constraints

Privacy Protection

Disclosure Protection

Poor
Privacy
Protection
No
Protection No Information Optimal Precision,
Information Lack of Bias

https://www.nist.gov/system/files/documents/itl/iad/vug/2016-03-07-De-1Dv5-2.pdf



https://www.nist.gov/system/files/documents/itl/iad/vug/2016-03-07-De-IDv5-2.pdf
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Data situation
audit

Risk analysis

Describe your data situation

Understand your legal responsibilities

Know your data
Understand the use case
Meet your ethical obligations

Identify the processes you will need to assess

disclosure risk

MeTtogonorua or Commonwealth Scientific and Industrial
Research Organisation (AscTpanusa) no aenaeHTMPUKaLUKU

Impact management

Identify who your
stakeholders are and
plan how you will
communicate

Plan what happens
next once you have

shared or released the
data

Identify the processes
you will need to assess
disclosure risk

Plan what you will do
if things go wrong

Risk analysis and

Identify the disclosure control processes that are
control

and control FoNY
relevant to your data situation

Identify the disclosure
control processes that
are relevant to your
data situation

Identify who your stakeholders are and plan how

Impact
management

you will communicate

Plan what happens next once you have shared or

released the data

EnvironmentA

EnvironmentB

. Plan what you will do if things go wrong AnyCouncil 3 7 DH?) .
Collects personal Share Sleales d SUBSELWIL
dat dish it direct identifiers replaced
wifhaDak? S fviilzel?:zéal with random codes to
obligations Personal Sha'.e with applovedf
formalised in 2 DSA data accredited researchersina
— | secure setting
S B Environment
S |l Understand your
o legal responsibilities o Data without
= — Status direct identifiers
8
-
O
S Bm Knowyourdata Sess Type Openaccess
": environment Release Safe setting in which
“ Th h
Understand the use ; e the data are
8 I Properties publishes the results functionally de-
o~ case including the de- De-identified identified
Q - identified outputs outputs
l Meet your ethical

obligations

EnvironmentD

EnvironmentC

https://data61l.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework



https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework

209 AHOHMMM3ALMA VS NCeBAOHUMM3ALMUA NnepCcoHa/IbHbIX AdHHDbIX

WHAT IS NOT PERSONAL DATA: ANONYMISATION

Hash, salt-hash

and deterministic Aggregation Noise addition,

Creation of a encryption Data permutation or
random ID Hash attribute removal Combining several
replacing the / salt-hash and successive
identifiable techniques

nominative data

of anonymisation

Anonymisation
by randomization

Re-identification
risk

Outside of
GDPR
scope
A Pseudonymized data are still personal data
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MeXxayHapoaHble CTaHAAPTDbI

e 0 e v ————————
— —
—
P

A TAKE THESE AND KEEP THE

)y LOCATION APP ON - THE BOSS

= SAID HE MIGHT NEED To
KNOW WHERE

K ornaBneHuro
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0630p cTaHaapTOB U NpoeKToB B cpepe Privacy ot IPEN
(Internet Privacy Engineering Network)
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Main page
Recent changes
Wiki help

w (Qrganisation
Contacts

b Standardisation

b Tools

Page Discussion

Wiki for Privacy Standards and Privacy Projects

(Redirected from Wiki for Privacy Standards)

2 Content

3 Membership
4 More on IPEN - Internet Privacy Engineering Network

Contents [hide]

1 Objective of this Wiki

5 Sponsors and Support

Objective of this Wiki

The obiective of this Wiki is to be a tool allowing stakeholders interested in privacy engineering and standardisation to find resources and to identify and seek

harmonisation and convergence opportunities.

Content

* OASISE

Privacy standards

» CEN-CENELEC-ETSI&
« [ETF Activities &
» |[EEE standards &

» |TU standards &
» OpenlD Foundation &

s W3C Activities &
» National Level Standards &

Reports, Events, Presentations

« DPIA and PIA guidelines &

+ Studies &/

s OWASP &

= Business Process Cookbook g/
s Events &

« Presentations &

More info on privacy standards [Expand]

More info on reports, events, presentations [Expand]

https://ipen.trialog.com/wiki/Wiki for Privacy Standards



https://ipen.trialog.com/wiki/Wiki_for_Privacy_Standards

212 0630p cTaHgapTtos ISO B cpepe Privacy
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https://www.itu.int/en/ITU-T/Workshops-and-Seminars/201901/Documents/Antonio Kung Presentation.pdf

Smart cities Internet of Things Big Data

——— —-————
- ‘\

¢_ 27030 > ¢ 205474 >

I
I
I
|

|

\

Terminology and principles Privacy referenceslist

Freely
available

Freely
available

Privacy impact Extension to ISMS for
assessment privacy management

Risks [ Requirements & Guidelines ]

» Controls

¢ 270012 P

E Cloud Controls

I% Ie
I

Establishing
deletion concept
g ; 3 Privacy notices Privacy capability
e e e and consent maturity model

29184

)

Guidance Maturity levels

|é

Privacy architecture

Privacy enhancing

Specifictechno-

framework data de-identification logy requirements
29101 20889
ICT Partially
Terminology & L
components anonymous /
classification partially unh:k able

Standards privacy assessment

Freely
availabie



https://www.itu.int/en/ITU-T/Workshops-and-Seminars/201901/Documents/Antonio_Kung_Presentation.pdf

Cranpapr ISO/IEC 27001:2013. Cuctembl MeHeaXmeHTa
NHdopmauymnoHHoi besonacHocTu. TpeboBaHuA

MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun

INTERNATIONAL 1SO/IEC (International Organization for Standardization) 6bin
STANDARD 27001 ony6anKoBaH cTaHAapT ISO/IEC 27001:2013
«MHPpopMauUUnOHHbIe TexHosorum - MeToabl obecneyeHus
6e3onacHoCcTH - Cuctembl MeHeaXmeHTa
NHdopmaumnoHHOM BesonacHocTK - TpeboBaHua»

(Information technology - Security techniques - Information

security management systems - Requirements). Cogepxut
Information technology — Security o
techniques — Information security TpeboBaHMA B 06nacTM MHOPMALMOHHOM He3onacHoOCTU
management systems — Requirements

AN CO34aHUA, pPas3BUTMA U noagepaHua Cuctembl

MeHeaXMeHTa MHPopmauMoHHoM 6esonacHoctn (CMUB).

B cobpaHbl onncaHnA Ny4liMX MMPOBbLIX NPAKTUK B 061acTu

ynpasaeHua nHGopmaLMoHHON 6e30NacHOCTbIO.

CTaHOapT ycTaHaBAvMBaeT TpeboBaHMA K  cucTeMe
MeHeaXMeHTa UHbOopMaUMOHHON Be3onacHOCTM  Ans
AEMOHCTpaLMn crnocobHOCTN OpraHM3aLmnmM 3aluULL,ATbL CBOU
MHGOPMaALMOHHbIE  pecypcbl.  Hactoawmin  ctaHgapT
NoAroToBAeH B KayecTBe Mmoaenn ansa  paspaboTtkuy,
BHeApPeHUsA, GYHKUMOHUPOBAHUA, MOHUTOPUHTIA, aHan3a,
NoAAEPKKM U ynydweHua Cuctembl MeHeaMeHTa
NHpopmaunoHHom besonacHoctn (CMUB).

https://www.iso.org/standard/54534.html
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Cranpgaprt ISO/IEC 27017:2015. 3awmTa nepcoHaNbHbIX
AAHHbIX NPU NpeaocTaBAeHUN 0b6nauHbIX yenyr

INTERNATIONAL ISO/IEC
STANDARD 27017

Fast sdton
0151218

Information technology — Security
techniques — Code of practice for
information security controls based on
ISO/IEC 27002 for cloud services

Technokogees de Mnformation — Techmiques de sécurté — Code de
PraQue pour Ies contrdies de shcuntd de Ninformation ondds sur
NSONEC 27002 pour les servces Sy nuage

Ruterarce murber
ISOMET 20017 2014E)

o1
. ©IS0MEC 2018

MeXayHapo4HOW OpraHu3aunenm no CTaH4ApPTU3auumn
(International Organization for Standardization) 6bin

onybinKkoBaH CTaHaapT ISO/IEC 27017:2015
«MHPopmaumnoHHbIe TexHonorum - MeTtogbl obecnevyeHus
6esonacHocTM - Cuctema MeHeaXMeHTa 006n1a4yHoM
6€30NacHOCTM M 3alNUTbl NEPCOHaNbHbIX AaHHbIX - Mepbl
6e3onacHoctn»  (Information technology - Security
techniques - Cloud computing security and privacy

management system - Security controls).

CTaHOapT COAEepXUT YyKasaHMA Nno mepam obecneyeHus
nHPopmaumoHHOM 6He3onacHOCTU, MPUMEHUMBbIM  NpPWU
NpenocTaB/EHNUM U UCNONb30BaHUM 061aUYHbIX YCAYr, B TOM
ynucne 3a CYET [ONONHUTENIbHbIX PEeKOMeHAauun no
BHEAPEHUIO COOTBETCTBYHOLWMX MepP, MNEepevYnucneHHbIX B
ctaHgapte ISO/IEC 27002, a TakXe [AONONAHUTENbHbIX,
cneundumyecknx ana obnayHbIX CEPBUCOB MeEP KOHTPOANA U
YyNpaBaeHUA, a TaKKe PEeKoOMEeHAaUUN MO UX BHeAPEHMUIO.
CTtaHgapT npepgnaraet Mepbl KOHTPOAA M ynpasaeHuA, a
TaKXXe peKoMeHAaumMm No Ux BHeAPEHUIO KaK NOCTaBLLMKaM
06/1a4HbIX YCNYT, TaK U UX KIMEHTAM.

https://www.iso.org/standard/43757.html
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Cranpgaprt ISO/IEC 27018:2019. MNpaKTUKa 3aLMUTbI W
NepCOHANbHbIX AAHHbIX B Ny6ANUYHbIX 061aKax -
MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auum
INTERNATIONAL  ISO/IEC (International Organization for Standardization) 6bin
STANDARD 27018 onybnanKkoBaH CTaHAapT ISO/IEC 27018:2019
«NHpopmaumnoHHbIe TexHonorum - MeTtoabl obecnevyeHus
e 6e3onacHOCTM - MpaKTUKa 3alUTbl NePCOHaNbHbIX AaHHbIX
B Nyb6amyHbIx  obnaKkax, BbICTynalwOWMX B  POAM
06paboTUMKOB MEpPCOHasNbHbIX  AaHHbIX»  (Information
technology - Security techniques - Code of practice for
o sdrarisgap s Ao protection of personally identifiable information (PIl) in
PUSOcion of pomecsaily loent Dasw public clouds acting as PIl processors).

information (PII) in public clouds
acting as PII processors

Tochmalogier de Ninformation « Tachaigues de séountd < Code de

CraHgapTt yCTaHaBAMBaeT obwenpuHAaTblie uenm
ynpaBAeHnA, mepbl U CcpeactBa YnpaBAeHUA W JAET
pekomeHgauum no  peanavsaumm  Mep No  3awmTte
nepcoHanbHbiX AaHHbIX (Personally Identifiable Information,
PII) B COOTBETCTBUM C npuHUMNamm 3aWmnThI
HEMNPMKOCHOBEHHOCTH YacTHOM KU3HMW,
chopmynmpoBaHHbIMM B cTaHgapTte ISO/IEC 29100, ans
cpeabl 061a4HbIX BblYMCAEHWUI B MyHANYHbBIX 0Bn1aKax.

Reteverse
ISOUIEC 2B 201INE

© IOJIEC 2018

https://www.iso.org/standard/76559.html
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Cranpgapr ISO/IEC 27701:2019. PacwupeHnue go ISO/IEC 27001

216 n ISO/IEC 27002 no ynpaBaeHUIO NepCcoHa/IbHbIMU AaHHbIMMU
MeKayHapoaHOW oOpraHuM3auvMen no CTaHAapTM3auum
INTERNATIONAL 1SO/IEC (International Organization for Standardization) 6bin
STANDARD 27701 onyb6inKoBaH CTaHgapT 27701:2019 «MeToapbl
obecneyeHns 6esonacHocTn - PacwupeHue po ISO/IEC
27001 » ISO/IEC 27002 no ynpaB/iieHUIO NEePCOHaNbHbIMMU
AaHHbIMKM - TpeboBaHMA U pyKOBOAALWME YKA3aHUAY
(Security techniques - Extension to ISO/IEC 27001 and

ISO/IEC 27002 for privacy information management -

Security techniques — Extension to i i i
ISO/IEC 27001 and ISO/IEC 27002 for ReqUIrementS and gwdelmes).

privacy information management —

Requirements and guidelines
B «cTa HOaQpTé ONMMCAaHO pPyKOBOACTBO NO CO343HUIO,

uritd — Extension dISO/TEE 27001 ot 1S0,/051
de lo protection de ka wie privie — Exipences

BHEAPEHMUIO, noanepaHuo n NOCTOSIHHOMY
COBEpPLUEHCTBOBAHMIO Cuctembl ynpaB/ieHuns
NnepCcoHanbHbIMMU OAHHbIMM (Privacy Information

Management System - PIMS) B KOHTeKCTe opraHusauuu.
CtaHaapT onpeaensaeTt TpeboBaHusA, cBA3aHHble ¢ PIMS, u
dbopmynmpyeT npaBuaa gna KoHtponepos (controllers) m
0bpaboTtumkoB (processors) B OTHOWEHUN 0O6PabOTKK
NepCOHaNbHbIX AAHHbIX.

Refererce rarshe

BOIC 27701 201%

© BOJINC 20t

https://www.iso.org/standard/71670.html
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CraHpapt ISO/IEC 27750:2019. UHKeHepua obecneyeHunn
HEeNPUKOCHOBEHHOCTU YaCTHOM XKU3HMU

MeXayHapogHOM oOpraHusauuer no CTaHZapTU3aLUM
(International Organization for Standardization) 6bin
onybnnkoBaH ctaHgapt 27750:2019 «MNHPopmaumoHHan
6e3onacHoctb - Mepbl 6e3onacHOCTM -  UHXeHepuA
obecneyeHMs HEMNPUKOCHOBEHHOCTM YaCTHOM  XKMU3HWU»
(Information technology - Security techniques - Privacy
engineering).

B CTaHpapTe OnUCcaHbl pekomeHaaumMm no

3aMpoeKTUPOBaHHOM 3almTe HEMNPUKOCHOBEHHOCTH

INTERNATIONAL Py YacTHOWM *KM3HWU (privacy engineering), KOTopble NPU3BaHbI
ISO MOMOYb  OpraHM3auMsamM  MHTErpupoBaTb  NocaeaHue

STANDARD == [OCTUXEHUA B chepe TaKoro poaa «BCTPOEHHOM» 3aLLMUTbI

B UX NMPAKTUKY NPOEKTUPOBAHNA CUCTEM!

[IOKYMEHT OnucbiBaeT B3aMMOCBA3b MEXAY WHXKeHepuen
3alWUTbl HEMPUKOCHOBEHHOCTM YAaCTHOM XKU3HU U APYrMMM
NHXEHEePHbIMM TOYKaMM 3peHus (cuctemHoe
NPOEKTUPOBAHUNE, UHKeHepus 6e30nacHOCTK, ynpaBaeHue
PUCKaMM), a TaK¥Ke OMNUCbIBAET MWHKEHEePUIO 3alUUTbI
HENPUKOCHOBEHHOCTN YAaCTHOM KU3HU B YMUCNIE K/THOYEBbLIX
MO BaXXHOCTU MPOLIECCOB MNPOEKTUPOBAHUA, TaKMX, Kak
yrnpaBieHMe 3HaHMAMM, YyMNpaBAeHWE PUCKaMK, aHanu3
TpeboBaHUI, NPOEKTUPOBAHUE APXUTEKTYPbI.

https://www.iso.org/standard/72024.html
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218 Cranpapr ISO/IEC 27102:2019. PykoBoACTBO NoO
KubepcrpaxoBaHuUio

MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun

INTERNATIONAL I1SO/IEC (International Organization for Standardization) 6bin
STANDARD 27018 ony6nKoBaH ctaHaapT ISO/IEC 27102:2019 «MeHeaKMeHT
MHGopMmaLmMoHHON HesonacHocTM - PykoBOACTBO MO

KubepcTtpaxosaHuo» (Information security management -
Guidelines for cyber-insurance).

Cra HOaQPT YCTaHaB/IMBAET peKomeHAaunn OTHOCUTEJIbHO
Information technology — Security

techniques — Code of practice for TOro, Korga wumMmeetr CMbICT pPacCMoTpeTb BOMpPoC O
protection of personally identifiable
information (PI1) in public clouds npuobpeTeHnn KMOEPCTPaxoBKM B Ka4yecTBe BapuaHTa

acting as Pl processors 06paboTKM pUCKa NPU MeHeaXMeHTe BO3aencTena Kubep-
Techaigues de séountd < Code de

ool e MHUMOEHTA B PaMKax WCMNOAb3yeMOM OpraHu3auuen
CUCTEMbI  MEHEeOXMEHTA  PUCKOB  MHGOOPMALMOHHOM
6e3onacHocTw.

Retevers e samsbet
SO/ 27vIn 201NE

© IOJIEC 201

https://www.iso.org/standard/72436.html
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Cranpgaprt ISO/IEC 29100:2018. KoHuenuusa 3awuTbl
NepCcoHaNbHbIX AaHHbIX

MeayHapoAHOW  OpraHu3auuen CTaHAapTM3aLumn

INTERNATIONAL ISO/IEC (International Organization Standardization) 6bin
STANDARD 29100 ony6amkosaH cTaHAapT 29100:2011 «UHbopmMaLMOHHas
TEXHOMOTUA. cpeactBa  obecnevyeHus

2011-12-15

AMENDMENT 1 6e3onacHoOCTH.

2018-06

KoHuenuusa

NepCcoHasbHbIX

AaHHbIX» (Information technology - Security techniques -

Privacy framework).

Information technology — Security

techniques — Privacy framework B craHpapte chopmynnpoBaHbl NPUHLUNBI U Mepbl NO

AMENDMENT : Clarifications =~ 3aluMTe HEMPUKOCHOBEHHOCTW YacTHOW M3HW. B Poccum

s e s S afanTMpoBaH MCO/M3K 29100-2013
«MHPopMaunOHHaAA TexHonorus. n cpeacTsa
obecneyeHna  6HesonacHOCTW. obecneyeHus
MPUBATHOCTUY.

Reference number

I EC 1SO/IEC 29100:2011/Amd.1:2018(E)
A v ———11

© ISO/IEC 2018

https://www.iso.org/standard/45123.html
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CraHpapt ISO/IEC 29101:2018. KoHuenuua apXUTeKTypbl,
obecneunBaloL,an 3aWKUTY NEPCOHANbHbIX AAHHbIX

INTERNATIONAL ISO/IEC
STANDARD 29101

S e

ELIL R

Information technology —
Security technigues — Privacy
architecture framework

Trchnalogin dr Nisformalise — Trchnigen de sownld —
Archircliver e rfftremor de b prodinclion de br v prive

Fsliiiv fa'w G Fale!

TR P g B B0E)
E IL{ .
= £ 0 1EE 2018

MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun
(International Organization for Standardization) 6bin
onyb6anKkoBaH cTaHAapT ISO/IEC 29101:2018
«NHPopmaunoHHaa 6esonacHocTb — Mepbl 6e3onacHoCcTH —
KoHuenuusa apxuTeKkTypbl, obecneumBatowein 3alWmTy
NepcoHanbHbIX AaHHbIX» (Information technology - Security
techniques - Privacy architecture framework).

B cTaHpapTe onucaHbl BbICOKOYPOBHEBAA KoHUeNuuA
aPXUTEKTYPbl M B3aMMOCBA3aHHbIE C HEW Mepbl KOHTPONA U
ynpasaeHua, ncnonb3yemble ana 3aWnTbI
HENPMKOCHOBEHHOCTM YaCTHOM KM3HWU (MEepCOHaNbHbIX
JAHHbIX) B UKT-cucremax, KOTOpble  XPaHAT U
0bpabaTbiBalOT NEPCOHaNbHbIE AAHHbIE.

https://www.iso.org/standard/45124 .html
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Cranpapt ISO/IEC 29134:2017. OueHKa BO34eiCTBUA Ha
221 HENPUKOCHOBEHHOCTb YaCTHOM YKU3HMU
MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun
INTERNATIONAL 1SO/IEC (International Organization for Standardization) 6bin
STANDARD 29134 onybinKoBaH CTaHaapT ISO/IEC 29134:2017
«MHpopmaumnoHHbIE TexHosormu - MeToabl U CcpeacTsa
b obecneyeHus 6esonacHocTM — OueHKa BO3AEWCTBMA Ha
HEeNPUKOCHOBEHHOCTb YaCTHOM W3HM — PyKOBOACTBO»
(Information technology - Security techniques - Privacy
impact assessment — Guidelines).

Information technology — Security
techniques — Guidelines for privacy

hnpactassessmein CtaHgapT onpegensetr MeToAMKy NPOBeAEeHUM «OUEHKM
s ool gl g e BO34ENCTBMA HA HEMNPUKOCHOBEHHOCTb YaCTHOWM KU3HU»
(Data protection impact assessment — cm. c1.35 GDPR) u
yCTaHaB/IMBAET onpeaeneHHble PaMKK 15 TaKOW OLEHKM, C
TeM. YTOObl yMeHbLWNTb pa3HoboM B noaxogax M NOBbICUTb
KayectBo. CTaHZapT NO3BO/AMT  MPOBECTM  aHanAM3
BO34ENCTBMA npegnosiiaraeMblx B Xxoae 06paboTku
onepauMin Ha 3alLUTYy NEePCOHasNbHbIX AAHHbIX, €CAN TaKas
obpaboTka cnocobHa co34aTb MOBbIWEHHbIE PUCKKM ANS

npas 1 cBoboa dmsnyeckux auu,

Reference number

TN I EC ISO/IEC 29134:2017(E)
N2 °

©ISO/IEC 2017

https://www.iso.org/standard/62289.html
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CraHpapt ISO/IEC 29151:2017. CBoA NPaKTUKM NO 3aLiuTe
222 nepcoHanbHbIX AAHHbIX

MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun

INTERNATIONAL 1SO/IEC (International Organization for Standardization) 6bin

STANDARD 29151 onybanKkoBaH CTaHgapT ISO/IEC 29151:2017
«MHbopmaumnoHHble TexHonormm — MeTtoabl obecneyeHus
6e3onacHocTM — CBOZA NPAKTMKKM MO 3alLMTEe NEePCOHANbHbIX
AaHHbIX» (Information technology - Security techniques -
Code of practice for personally identifiable information
protection).

Information technology — Security
techniques — Code of practice for
personally identifiable information

CTaHgapT sBNAETCA HenocpeacTBEHHbIM  AOMOJIHEHMEM

protection
AEeNCTBYOLWEro CcTaHAapTa ISO/IEC 27018:2014
«MHbOopmaumoHHble TexHonormn - MeTtoapl obecneyeHus
6e3onacHOCTM — MpaKTMKa 3aLNUTbl NEPCOHANbHbIX AAHHbIX
B nybnmuyHbix  o06nakax, BbICTYNalwoWMX B  POaM
06paboTuMKoB nNepcoHanbHbIX  AaHHbIX»  (Information
technology - Security techniques - Code of practice for
protection of personally identifiable information (PIl) in
public clouds acting as Pll processors).

150|1EC

https://www.iso.org/standard/62726.html
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Cranpgaprt ISO/IEC 29190:2015. OueHKa cnoco6HOCTH
obecneunTb HENPUKOCHOBEHHOCTb YaCTHOMN YXU3HMU

INTERNATIONAL ISO/IEC
STANDARD 29190

First edition
2015-08-15

Information technology — Security
techniques — Privacy capability
assessment model

Technologles de l'information — Techniques de sécurité — Modéle
d'évaluation de l'aptitude a la confidentialité

ference number

Re
1SO/IEC 29190:2015(E)
@ o ©ISO/IEC 2015

MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun
(International Organization for Standardization) 6bin
onybnnkosaH ctaHaapt 29190:2015 «WMNHPoOpMaLMOHHbIE
TexHonormm - MeTtogbl M cpeactBa  obecneyeHua
b6e3onacHocTK - Moaenb oueHKM cnocobHocTn obecneynTb
HEMNPUKOCHOBEHHOCTb  YacTHOM  Xu3HU»  (Information
technology - Security techniques - Privacy capability
assessment model).

CTaHAapT ABNAETCA BbICOKOYPOBHEBLIM PYKOBOACTBOM ANA
OpraHu13aLmMin o BONPOCcam NPOBEAEHUA UMM OLEHKM CBOUX
BO3MOXHOCTEMN no ynpaBaeHUto npoweccamm,
NOTEHLUMANbHO 3aTpParMBalOWMMMU  HEMNPUKOCHOBEHHOCTb
YaCTHOWM KM3HWU. B HEM, B 4aCTHOCTM onpeneneHbl wWaru,
BbINO/IHAEMbIE B XO4€ OLEHKM MPOLECCOB Ha MpeameT mux
cnocobHocTM obecneyunTb 3aWMTY NEPCOHANbHbIX AaHHbIX, a
TakXe onpegeneH Habop  ypoBHeM  cnocobHOCTH
obecneynTb 3aLNTY NEePCOHAsbHbIX AAHHbIX.

https://www.iso.org/standard/45269.html
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CraHpapt ISO/IEC 29191:2012. Tpe6oBaHUA K YAaCTUUHO
aHOHMMHOWM U YaCTUUYHO HeCBA3bIBaeMOM ayTeHTUPUKaL UK

INTERNATIONAL ISO/IEC
STANDARD 29191

First edition
2012-12-15

Information technology — Security
techniques — Requirements for partially
anonymous, partially unlinkable
authentication

Technologies de l'information — Techniques de sécurité — Exigences
pour lauthentification partiellement anonyme, partiellement non reliable

Reference number
ISONEC 28191:2012(E)

iso]icC
® ©ISONEC 2012

MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun
(International Organization for Standardization) 6bin
onybnnkosaH ctaHaapt 29191:2012 «WNHPoOpMaLMOHHbIE
TexHonorum - Metoabl obecneveHns 3awmTbl - TpeboBaHuA
K YacCTUYHO QaHOHMMHOM WM YacTUYHO Hecuenaaemomn
ayteHTUdMKaunm» (Information technology - Security
techniques - Requirements for partially anonymous,
partially unlinkable authentication).

TekyWwMin  ypoBEHb TEXHUKU  Ana  ayTeHTUdUKaumm
nosb3oBaTena TpebyeT packpbiTa wnaeHTUOULMpPyemMon
nHpopmaumm ayteHTUPUUMpPYEemMoro nonb3oBatend. Bo
MHOTMX TUMNaxX TPaH3aKuui nonb3oBaTenb npeanoyen 6ol
OCTaBaTbCA aHOHMMHbIM U HE CBA3bIBAEMbIM, YTO O3HAYaET,
YTO NPWU BbINONHEHUWN ABYX TPAH3AKUMA TPYAHO PaA3/INYUTD,
BbINOMIHAIOTCA /1IN TPaAH3aKUMM  OOAHMM U TEM  XKe
no/sib30BaTeNemM AN ABYMS Pa3HbIMW NOb30BaTeNAMU. Tem
HEe MeHee, B HEKOTOPbIX OOCTOATENbCTBAX CYLLECTBYIOT
3aKOHHbIEe  MPUYMHBI AN BO3MOMKHOCTWU  MOBTOPHOW
naeHtTnomkaumm  (Hanpumep, HeobxoaMmocTb Yy4eTa).
CoBpemMeHHble Kpuntorpagpuyeckme TEXHO/I0TUM
NPeaocTaB/AT  BO3MOMHOCTM  peanu3aumm  4aCTUYHO
aHOHMMHOM, YaCTUYHO HECBA3bIBAEMOM ayTeHTUDUKALUMN.

https://www.iso.org/standard/45270.html
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Cranpapr ISO/IEC 20889:2018. O6e3nnumnBaHue
225 nepcoHanbHbIX AAHHbIX
MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun
INTERNATIONAL ISO (International Organization for Standardization) 6bin
STANDARD ISO/IEC FDIS 20889 onyb6auKoBaH CcTaHAapT ISO/IEC 20889:2018
«TepmuHonorMa U KnaccuduKauma  meToaos  Age-
naeHTUGMKauum (obesnnumBaHuA) AOaHHbIX C  LENbIo
YCUNEHUA 3aWMTbl HEMPUKOCHOBEHHOCTM YaCTHOWM XKM3HMU
(nepcoHanbHbIX AaHHbIX)» (Privacy enhancing data de-
identification terminology and classification of techniques).

Privacy enhancing data de-identification terminclogy and classification of techniques

B CTaHgapTe ONMUCaHbl ycuameatowme 3aWmTy
HEMPUKOCHOBEHHOCTU  YaCTHOM  KU3HWM  MeToabl  Ae-
noeHTMPUKaUMM AaHHbIX. CTaHAapT npeaHasHayeH Ans
MCMNO/Ib30BAHUA NPU ONUCAHUU U NPOEKTUPOBAHUM Mep MO
Ae-NaeHTUPMKaLMM B COOTBETCTBUM C NPUHLMNAMM 3aLUTbI
HENPMKOCHOBEHHOCTM YacTHOM KU3HN,
chopmynmpoBaHHbIMM B cTaHaapTe ISO/IEC 29100:2011
«MHPOpMaUMOHHAA TexHonorma. MeTogbl W cpeacTea
obecneyeHuns 6e3onacHocCTu. KoHuenums 3aLLNTbI
nepcoHanbHbIX AaHHbIX» (Information technology - Security
techniques - Privacy framework).

B

é

@
Q

https://www.iso.org/ru/standard/69373.html
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Cranpapr ISO/IEC 15944-12:2020. 3awwmuTa NepcoHanbHbIX
226 AAHHbIX NPU CTPYKTYPUPOBAaHHOM O0bMeHe AaHHbIMMU -ﬂ:l::.
5 15015 15948122020 MeXayHapogHOM  OpraHu3auuMert no  CTaHZAPTM3auuK
INTERNATIONAL ISO/IEC (International Organization for Standardization) 6bin

STANDARD 15944-12 onyb6anKkoBaH CTaHAapT ISO/IEC 15944-12:2020
o «MHbOPMaLMOHHbBIE TEXHONOMMU — B3rNaj, € TOYKM 3peHms
fenosbix onepaumit - Yactb 12. BbisneHue TpeboBaHUi K
3alMTe  MEePCOHaNbHbIX  AAHHbIX,  OTHOCAWMXCA K
YNPaBAEHUIO  KMU3HEHHbIM  UMKAOM  MHPOPMALMM 1
3N1eKTPOHHOMY EDI-obmeHny CTPYKTYPUPOBAHHbIMU
Information technology — Busi .
operational view — e NepcoHanbHbIMU  AaHHbIMM»  (Information technology -
Part 12: Business operational view - Part 12: Privacy protection
Pri tecti i t - ; : ;
(PPR) on information life cycle requirements (PPR) on information life cycle management
managemeut (ILCM) and ED{ of (ILCM) and EDI of personal information (Pl)).

personal information (PI)

B craHmapte onucaHbl TpeboBaHMA nNO  3awmwmTe
HENPMKOCHOBEHHOCTM 4aCTHOWM KM3HWU (privacy protection
requirements, PPR) B OTHOLWEHNM yNpaBAEHUA }KNU3HEHHbIM
umknom wuHpopmauum (ILCM) wn EDI-obmeHa (Electronic
Data Interchange) nepcoHabHbIMM AAHHbIMW,
npeAacTaBnAT coboit MMHUMANbHbIA Habop noanTuk ILCM
M 3KCNAYyaTAUMOHHbIX TpeboBaHMM B OTHOLWEHUWU BCEN
AOKYMEHTMPOBAHHOW MHPOPMALMN, B OCOBEHHOCTM K TOW,
YTO OTHOCWUTCA OENO0BbIM TPAH3aKUMAM — PaBHO Kak U B
uenom npu BHeagpeHun ILCM B ntoboi opraHmsaumnm.

Reference number

AL, 1S0/1EC 159448-12:2020E]
ISO|IEC

= * © 1501EC 2020

https://www.iso.org/standard/78425.html
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227 TexHuueckue cneuymndukaumum ISO/IEC TS 20748-4:2019.
3awmTa nepcoHaNbHbIX AaHHbIX B cpepe obpa3oBaHusA -ﬂl

MeKayHapo4HOW opraHu3aunen no CTaHAapTU3auun

TECHNICAL ISO/IEC TS (International Organization for Standardization) 6bin
SPECIFICATION 20748-4 onybanKoBaH TexHuMyeckue cneundukaumm ISO/IEC TS
20748-4:2019 «MHbOPMAUMOHHbIE  TEXHONOTUM  ANA

T obyyeHus, obpa3oBaHuA n NoArOTOBKM -

NHTeponepabenbHocTb cpeacts cbopa wn  0b6paboTKM
AaHHbIX 006 y4yawmxca - Yacte 4: TOAUTUKKM  3aLWUTDI
HENPMKOCHOBEHHOCTM  YaCTHOWM  KM3HWM W 3aWMThbI

bbb pmai i Srpskang NepcoHanbHbIX AaHHbix»  (Information technology for

analytics interoperability — learning, education and training - Learning analytics

Part 4: . .. . .

p;’.v,,cya,,dda,apro,m,o,,po"des interoperability - Part 4: Privacy and data protection
policies).

B LAOKymeHTe ycTaHaBauBatoTcA TpeboBaHMA K 3awuTe
HEMNPUKOCHOBEHHOCTM YaCTHOWM KU3HM WU NEPCOHaJIbHbIX
AaHHbIX,  KOTOpble  AO/IKHbl  MCMONb30BATbCA  NpU
NPOEKTUPOBAHUMN cucTem cbopa n 06paboTKM AaHHbIX 06
yyawmxca (learning analytics) n B npaktMke cbopa u
06pabOoTKM TAaKOro poga AaHHbIX B LWKOMAX, YHMBEPCUTETAX,
npu obyyeHMn Ha paboyem mecte M NpPU MCNOb30BaAHUM
CMELUAHHbIX NOAXOA0B K 06y4YeHMIO.

© 1SO/1EC 2019

https://www.iso.org/standard/74379.html
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NIST Privacy Framework: nHctpymeHT ana obecneueHus
NPUBATHOCTU Yepes ynpaBaeHUne pMCKamm B opraHuU3aLmm

Version 1.0

NIST PRIVACY FRAMEWORK: A TOOL FOR
IMPROVING PRIVACY THROUGH ENTERPRISE
RISK MANAGEMENT

January 16, 2020

The contents of this document do not have the force and effect of
law and are not meant to bind the public in any way.

National Institute of
H Standards and Technology
U.S. Depariment of Commerce

The Core provides an increasingly granular set
of activities and outcomes that enable an
organizational dialogue about managing privacy
risk

Profiles are a selection of
specific Functions,
Categories, and
Subcategories from the
Core that an organization
has prioritized to help it
manage privacy risk

CURRENT

TARGET

Implementation Tiers support communication
about whether an organization has sufficient
processes and resources in place to manage
privacy risk and achieve its Target Profile

Cybersecurity / Privacy
Risks / cyber Risks
associated with ’security- associated with
cybersecurity R privacy events

incidents arising from | privacy arising from data

loss of confidentiality, \ eyents processing
integrity, or \
availability N\

*

https://www.nist.gov/system/files/documents/2020/01/16/NIST%20Privacy%20Framework V1.0.pdf
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229 [Apyrve cTaHgapThl NO 3alUTE NEPCOHaA/IbHbIX AaHHbIX (1)

ISO/IEC 15944-8:2012 «MNHbOPMaLMOHHbIE TEXHONOMMU — B3rnaa, ¢ TOUKM 3peHuns AenoBbix onepaumii. Yactb 8. BoiaBneHune TpeboBaHUi
K 3alliUTe NepCcoHasbHbIX aHHbIX B KAYECTBE BHELIHMX OrpaHUYeHnin Ha aenosble onepauum» (Information technology - Business
operational view - Part 8: Identification of privacy protection requirements as external constraints on business transactions)
https://www.iso.org/standard/51544.html

ISO/IEC 29187-1:2013 «NHbOPMALIMOHHbIE TEXHONOTMU — BbiiBNEeHWe TpeboBaHMIA K 3aLLMTe NepPCOHaIbHbIX AaHHbIX, OTHOCALLIMXCA K
0byyeHuto, obpasosaHuto U TpeHmnposke (LET). Yactb 1: KoHuenuua n atanoHHaa moaenb» (Information technology - Identification of
privacy protection requirements pertaining to learning, education and training (LET) - Part 1: Framework and reference model)
https://www.iso.org/standard/45266.html

ISO 22307:2008 «dunHaHcoBble ycnyrn — OueHKa BO3AeNCTBMA Ha HENPUKOCHOBEHHOCTb YacTHOM Xu3Hn» (Financial services - Privacy
impact assessment) https://www.iso.org/standard/40897.html

ISO/TS 17975:2015 «MHPopMaTUKa B 3A4paBOOXPaHEHUM - MTPUHLMMbI U TPebOoBaHMA K AaHHbIM ANA COrnacua Ha cbop, Mcnonb3oBaHMe
WM pacKpbITUE NepcoHanbHOM MHPOopMaLmK o 3gopoBbe» (Health informatics - Principles and data requirements for consent in the
Collection, Use or Disclosure of personal health information) https://www.iso.org/standard/61186.html

ISO 22857:2013 «MHPopmaTHKa B 34paBoOXpaHeEHUM — PyKoBOACTBO NO 3allMTE NEPCOHANbHbIX AAaHHbIX C LIe/blo COAeNCTBUA
TpaHCrpaHW4YHOM Nepeaaye nepcoHanbHo nHpopmaumm o 3goposbe» (Health informatics - Guidelines on data protection to facilitate
trans-border flows of personal health data) https://www.iso.org/standard/52955.html

ISO/TS 14441:2013 «MHPopmaTHKa B 3apaBooxpaHeHnmn — TpeboBaHMA No 6€30MacHOCTU U 3aWMTe NEPCOHA/bHbIX AAHHbIX K CUCTEMaM
ynpaBaeHnA 3NEKTPOHHBIMU MEANLMHCKMMMN SOKYMEHTAMM, AN UCNONb30BaHMA NPU oueHKe cooTBeTcTBMA» (Health informatics -
Security and privacy requirements of EHR systems for use in conformity assessment) https://www.iso.org/standard/61347.html

ISO 25237:2017 «MHbopmaTmn3auma 3g0poBba. MceBaoHMmmsauma» (Health informatics - Pseudonymization)
https://www.iso.org/standard/63553.html

ISO/TR 12859:2009 «UHTenNneKTyabHble TpaHCNOpPTHble cuctembl (UTC) - ApxuTeKTypa cuctem - Bonpochl 3aLmTbl HENPUKOCHOBEHHOCTH
YaCTHOW KMU3HM B cTaHZapTax n cuctemax NTC» (Intelligent transport systems - System architecture - Privacy aspects in ITS standards and
systems) https://www.iso.org/standard/52052.html
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https://www.iso.org/standard/52955.html
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https://www.iso.org/standard/63553.html
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230 [Opyrue ctaHAApPTbl NO 3aWUTE NEPCOHabHbIX AaHHbIX (2)

ISO 16461:2018 «MHTenneKTyaNnbHble TPaHCNOPTHbIe cuctembl (UTC) — Kputepum 3awmThbl LENOCTHOCTU U 3aLLMUTbI NEPCOHANbHbIX
AaHHbIX B cMcTemax 60pTOBbIX TPAHCNOPTHbIX AaTynKoB» (Intelligent transport systems - Criteria for privacy and integrity protection in
probe vehicle information systems) https://www.iso.org/standard/56791.html

ISO/TR 17427-7:2015 «MHTennekTyanbHble TpaHCNopTHble cuctembl (ITS) - KoonepatusHsbie ITS. YacTb 7. Bonpochl 3aWuThbl
HEeNnPUKOCHOBEHHOCTM YacTHOM un3HU» (Intelligent transport systems - Cooperative ITS - Part 7: Privacy aspects)
https://www.iso.org/standard/66959.html

ISO/IEC TS 19608:2018 «PykoBOoACTBO N0 pa3paboTke GpyHKLUMOHANbHbIX TpeboBaHUI K 6€30NacHOCTM U 3alLMTe NePCOHaNbHbIX AaHHbIX
Ha ocHoBe ISO/IEC 15408» (Guidance for developing security and privacy functional requirements based on ISO/IEC 15408)
https://www.iso.org/standard/65459.html

ISO/IEC 19086-4:2019 « O6nauyHble BbluNCNEeHUSA - KoHLenuua cornaweHnin o Kadectse ycnyr (SLA) - YacTb 4: KomnoHeHTbl 6e3onacHOCTH
M 3alLKTbl NepcoHanbHbIX AaHHbIX» (Cloud computing - Service level agreement (SLA) framework - Part 4: Components of security and of
protection of Pll) https://www.iso.org/standard/68242.html

BS 10012:2017 «3awuTa NepcoHasnbHbIX AaHHbIX - CneumMduKaumm ana cuctembl MEHEAXKMEHTA NepPCcoHabHOM MHopmaumm» (Data
protection. Specification for a personal information management system)
http://shop.bsigroup.com/ProductDetail /?pid=000000000030339453

NIST SP 800-53 «Mepbl obecrneyeHna 6€30NacHOCTU M 3aLLUTbI NEPCOHA/bHbIX AaHHbIX, pPEKOMeHAyemble AN1a deaepanbHbIX
MHDOPMALMOHHBIX CUCTEM M opraHm3auminy (Security and Privacy Controls for Federal Information Systems and Organizations)
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf

NIST SP 800-144 «PykosoacTso no obecnevyeHmto 6€30MacHOCTM M 3aLLUTbl MEPCOHANbHbIX AAHHbIX MPWU UCMONb30BAHUM NYBANYHbIX
06na4yHbIX BbluncneHmin» (Guidelines on Security and Privacy in Public Cloud Computing)
http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-144.pdf

NIST SP 800-122 «PykoBoACTBO MO 3almUTe KOHOUAEHUMANBHOCTU NEPCOHaNbHbIX AaHHbIX» (Guide to Protecting the Confidentiality of
Personally Identifiable Information (PIl)) http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf

NIST SP 800-188 «enaeHTudurKauma rocygapcTseHHbIXx Habopos AaHHbIX» (De-ldentifying Government Datasets)
http://csrc.nist.gov/publications/drafts/800-188/sp800 188 draft2.pdf
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MpaBonpumeHUTENIbHAA NPAKTUKA

ONE OF YOUR
FACEBOOK

K ornaBneHuro




KaTtanor peweHun coTpygHMYaoWmMX Haa30pHbIX opraHos EC,
NPUHATbIX cornacHo c1.60 GDPR

E( d D J ﬂ HOME ABOUT EDPB NEWS OUR WORK & TOOLS m
U "
1 Data Protection Board

European Data Protection Board Our Work & Tools Consistency Findings

Register of Art. 60 Final Decisions

LSA v CSA v Main legal reference v

bl Types of decision w APPLY FILTERS RESET

Summary
Main legal reference Outcome document Decision

EDPBI:FR:055 11,/05,/2020 FR 5A ES SA » Article 17 (Right to erasure (right to be forgotten’)) * Data retention * Reprimand Summary Decision
D:2020:105 PT 5A * Right to erasure

UK 5A
EDPEIL:FR:055 25/02,/2020 FR 5A BE SA » Article 24 (Responsibility of the controller) o Data security ® Reprimand Summary Decision
D:2020:89 DE BE 5A » Article 32 (Security of processing) * Password

DE HE 5A * Right of access

DE MV SA

DE NI 5A

DK SA

ES SA

FI 5A

SE SA

UK 5A
EDPBIFR:055 20,02,2020 FR SA LU 5A * Article 12 (Transparent information, * E-Commerce * Reprimand Summary Decision
D:2020:88 communication and modalities for the exercise of * Right to object

the rights of the data subject)
* Article 21 (Right to object)

EDPBI.DEBE:0SS 19,/02,2020 DEBESA AT SA » Article 12 (Transparent information, * ldentity verification * Reprimand Summary Decision
D:2020:87 BE SA communication and modalities for the exercise of * Right to erasure

ES SA the rights of the data subject) * User account

FR SA * Article 17 (Right to erasure (right to be forgotten’))

IE SA

PL SA

PT SA

UK SA

https://edpb.europa.eu/our-work-tools/consistency-findings/register-for-article-60-final-decisions en
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233 Otuet CNIL 06 ncnonb3oBaHUU TEXHONOrMIA pacno3HaBaHUA
nmy,

Commission nationale

RECONNAISSANCE de l'informatique et des libertés

®paHuUy3CKMIA Haa30pHbI opraH CNIL onybauKkosan
OTYET, NPOANBAOWMA CBET Ha AebaTbl U AMUCKyCcCMM O
NMPUMEHEHMN  TEeXHONIOTM  pacrno3HaBaHMA UL,

POUR UN DEBAT A LA JOKyMeHT onucblBaeT:
HAUTEUR DES EI\UEUX * YTO TaKoOe pacrno3HaBaHWe ANuy, W OJIa 4Yero OHO

FACIALE

Mcnosb3yeTcs;
La reconnaissance faciale est de plus en plus présente dans le débat public au niveau ¢ TEXHOHOFquCKme, 3TNU4eckne “ COLI,VlaﬂbHHe leCKVl,
tional, cen et mondial et soulé td tions inédites touchant d d .
Cho s socie et pourqui 1 CNTE avat appel, o 2ot & dévat démocrtique CBA3AHHbIE C STUMU TEXHONOTUAMM;
jet, ainsi Tus I 1 surl de la vidéo. Elle souhait
“aujourdh contribuer i ce débat, en présentant Ies léments techniques, juridiques et e KakoBa AO/MKHa 6biTb ponb CNIL npu BHeapeHWUM
ethiques qui doivent selon elle étre pris en compte dans I'approche de cette question 9 .
complexe. HOBbIX YCTPOUCTB paCnO3HAaBaHNA 1AL,
®* npasuaa M orpaHn4eHnA B OTHOLUEHUU TEXHONOTNM
T T PO 2z

I-Lareconmaissance faciale : de quoi parle-t-on exactement ? ........
i Larecomnaissance faciale est une technologie biomeétrique de rec

pPacno3HaHWA N1L, KOTopble AO0/KHbI cobntogaTbes

~
2. Lareconnaissance faciale n'est pas synonyme de vidéo « intelligente » ... 4 an CO3AaHMM HOBbIX yCTpOMCTB_
3.  Derriére « la » reconnaissance faciale, des cas d'nsage pluriels 4
II - Les impacts de la reconnaissance faciale : gquels sont les risqmes de cette technologie ? ... 6
1. Desdonnées particaliérement sensibles, faisant I'objet d'une protection particuliére ... 6
2. Unetechnologie sans contact et potenti OmDiprésente . ... 7
3. Un potentiel de surveillance inddit, pouvant mettre sn canse das choix de société 7
4. Destechnologies failliblas et cottenses, appelant un bilan complet et lncide . 8
III - Expérimenter la reconnaissance faciale ? Dans un cadre précisé et avec méthode ... Q
1 Premiere exigence : tracer des lignes ronges, avant méme tout usage expéri 1 g
2.  Dewxiéme exigence : placer le respect des personnes aun coeur de la dé B 10
3. Troisiéme exigence : adopter une démarche sincérement expérimentale ... 10
IV - Quel réle pour la CNIL dans la régulation de la reconnaissance faciale ? ...cevcviecannnnns 11
1
CNIL. 15 novembre 2019

https://www.cnil.fr/sites/default/files/atoms/files/reconnaissance faciale.pdf
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234 TpeboBaHUA CybbEKTA K KOHTPOEPY AAHHbIX

Osterreichische

D E L E G E DATA Datenschutzbehérde

CornacHO pelweHu aBCTPUMUCKOro
Haa3opHoOro opraHa w3 GDPR He

HOME BLOG UND AUTOR DATENSCHUTZ-GRUNDVERORDNUNG (KONSOLIDIERTE FASS
BbITEKAeT MpPaBO CybbeKTa AaHHbIX
EUDATAP - WEIHNACHTSKALENDER IMPRESSUM / DATENSCHUTZ TpeboBaTb peanusauum KOHTPONEPOM
KaKOM-TMB0O KOHKPETHOM TeXHUYEeCKOoM
. . nnm OpraHM3aLnMOHHOM Mepbl
Austrian data protection cornacHo Tpe6osaHuam cT.32 GDPR.

authority: Data subjects have
no right to demand
implementation of certain data

protection measures under
GDPR

Posted on by

Decisions on the GDPR (from supervisory authorities and courts) are still rare and
therefore I am always very pleased when such a decision, in which the new
European law is applied and interpreted, sees the light of day.

https://www.delegedata.de/2018/11/austrian-data-protection-authority-data-subjects-have-no-right-to-demand-implementation-of-certain-
data-protection-measures-under-gdpr/



https://www.ris.bka.gv.at/Dokumente/Dsk/DSBT_20180913_DSB_D123_070_0005_DSB_2018_00/DSBT_20180913_DSB_D123_070_0005_DSB_2018_00.html
https://www.delegedata.de/2018/11/austrian-data-protection-authority-data-subjects-have-no-right-to-demand-implementation-of-certain-data-protection-measures-under-gdpr/

235 WpnaHpgcKaa noyta ybpana mycopHble ypHbl «u3-3a GDPR»

Independent.ie¥

All public bins have been removed from the GPO due to potential
privacy breaches under the General Data Protection Regulation
(GDPR).

Customers and visitors to the historic building will no longer be able to dispose
their litter within the premises.

An Post says under the new privacy laws, even rubbish containing personal
details is considered their responsibility.

For this reason, a decision was taken to remove every bin from the post office’s
main hall.

This was done on a trial basis.

A pensioner raised the issue on RTE's Liveline today to express her dismay over
the new regulation.

“I was in the GPO last Saturday to send on a card and when | went to throw the
cellophane away, | noticed that there was no bin under the counter,” she said.

“So, | went to the next counter and to the big centre piece, but there were no bins
anywhere.

“I asked an [employee] who was going around with a big bag of rubbish asking
what happened, and she said, ‘we've removed them all because of the GDPR

r

law’.

“l asked what relevance that has with litter bins and she said, ‘I don't know, but
we're crucified trying to keep the place clean. You have to leave your rubbish on

N

the counter or else throw it on the floor'.

The Irish Post

YcTaHOBKa B OTAENEHUAX MNOYTbl MYCOPHbIX
KOP3WH HaxoauTca BHe perynuposaHua GDPR,
T.K. He ABnaeTcs o06paboTKON MepcoHabHbIX
AAHHbIX, YKa3aHHoM B cT.2 GDPR, nockonbky
BbibpacbiBaemble B YpPHbl Bymarn c AMYHOM
nHpopmaumen He obpasyloT cMcTtemy AaHHbIX
(filing system).

MNpaBaa, oueHKa puckos DPIA morna nokasaTb,
yTO HeobxoaAnMbl MHPOPMALMNOHHbIE
0b6bABNEHMA,  3aKPbIBAKOWMECA  YPHbl W
Wwpeaepbl, HO 3TO yXe apyroe geno.

https://amp.independent.ie/irish-news/news/public-bins-removed-from-the-gpo-over-gdpr-concerns-38073403.html
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236 OrTtyet CNIL 0 GDPR 1 ucnosib30BaHUU TEXHONOTMU BIOKYEUH

CN I L Commission nationale
i de l'informatique et des libertés

To protect personal data, support innovation, preserve individual liberties

DATA PROTECTION | TOPICS | THE CNIL Q q) o o CN”_
PaHLY3CKMN HaA30PHbIA OpraH

Blockchain and the GDPR: Solutions for a responsible use of onybnnkoBan oT4eT O cneunduke U
the blockchain in the context of personal data ocobeHHoCTAX MCro/Ib30BaHWs
06 November 2018 TexHonormm  ONOKYeMH B KOHTEKcTe

06paboTKM NepcoHanbHbIX AAHHbIX W
cobntoaeHunsa TpebosaHuit GDPR.

Blockchain is a technology with a high potential for development that raises many

questions, including questions on its compatibility with the GDPR. For this reason,

the CNIL has addressed this matter and presents concrete solutions to stakeholders
who wish to use it as part of their personal data processing operations.

https://www.cnil.fr/en/blockchain-and-gdpr-solutions-responsible-use-blockchain-context-personal-data
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Otuet 0 6n10KuyeitHe u GDPR ot European Union Blockchain
Observatory & Forum

B LQ C KC H A ‘ N Contents
ANID=TE b § —
GDPR 7 e

"l O Evolution from above: Introduction to the GDPR

Personal data, the heart of the CDPR 10
GDPR roles n
Principles, rights and obligations 12

"I 4 Revolution from below: Blockchain and the tools of
decentralisation
The decentralized database model 14
Public blockchains and permissioned blockchains 14
Is there a CDPR-compliant blockchain? 16
"I "7 Tensions between the GDPR and blockchain
Accountability and roles: who is the controller? 17
How should personal data be anonymised? 19
Blockchains and the CDPR's rights and obligations 24
2 8 Opposites attract: Resolving the tensions between
blockchain and the GDPR
a thematic report prepared by
Appendix
THE EUROPEAN UNION BLOCKCHAIN
Blockchain terminology 32
OBSERVATORY AND FORUM )

Infographic 35

@EuBlockehoin  Aninitiativeofthe = 3 @D EUBlockchain

https://www.eublockchainforum.eu/sites/default/files/reports/20181016 report gdpr.pdf
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238 Komuccap no 3awmte gaHHbix HuxkHeit CakcoHum
onyb6a1MKoBan cBOAHbIW OTYET NO NpoBepKe 50 KomnaHuM -ﬂl

lfocynapcTBeHHbIN Komuccap no 3awmTe AaHHbIX 3emMan HUxKHANA

_ Cakconna (Die Landesbeauftragte fir den Datenschutz
oo o Niedersachsen) ony6iuKoBan CBOAHbI OTYeT MO nNpoBepke 50
KOMMNaHWM Ha COOTBETCTBME GDPR, 7k} KOTOPbIX
NPOAEMOHCTPUPOBANN:  YAOBNETBOPUTENbHBIA YpPOBEHb — 9,

Heya40BNEeTBOPUTENbHbIN ypoBeHb — 32, NAOXOM ypoBeHb — 8.

HeKoTopble BblAB/IEHHbIE HEAOCTATKU:
Abschlussbericht November 2019

* HenpumeHeHue KoHuenTtoB Data protection by design and by default;

* He yuyuTbiBaNUCb TpeboBaHMA No nposeaeHUto obszatensHoro DPIA,
He OOKYMEHTMPOBA/IUCb pelleHMAa 06 OTCYTCTBMM HeobxoaMMOoCTH
nposeaeHna DPIA, HegocTaTouHOE onmncaHMe nNpoLeccoB 06paboTKM
AaHHbIX, HeAOCTAaTOYHbIM 06 bEM MeP MO CHUXKEHUIO PUCKOB;

* ABHO He onpegeneHa npoueaypa o6bHoBneHus RoPA, He Bce
npouecchbl yyteHbl B ROPA (cbop paHHbIX Ha Beb-caiTe, paboTta ¢
KaHauAaaTamu), B ROPA He yKa3aHa KOHTaKTHas MHpopmaums;

Querschnittspriifung der LfD Niedersadhsen von 50
Unternehmen zur Umsetzung der seit dem 25. Mai
2018  unmittelbar  geltenden  Datenschutz-
Grundverordnung (EU) 2016/679 (DS-GVO)

® Uucnonb3oBaHme cornacumA npu Haandynmm  Opyrmx npaBoBbIX
OCHOBAHWM, He WCNO/JIb30BaHME rPaHYyINPOBaHHbIX cornacun, He
YKa3aHue CBeﬂ,eHMl\/‘I O nopAaaxke n BO3SMOXKHOCTU OT3blBa COrnacusa,

*  MCNO/Nb30BaHMeE WABNOHHbIX MOAUTUK 6e3 aganTauum Nog NpPoLecchl

KOMMaHWK, HepocTaToyHoe onucaHue 6anaHca WHTepecoB (npw

Sbschserch: s aurschtsefunginUntrnbmn / oember 203 BbIOOpe 3aKOHHOrO WHTEepeca Kak MNpPaBOBOr0 OCHOBAHWA AnA
06paboTkM  AaHHbIX), HeaddeKTUBHbIe MNPOLECCbI  MPOBEPKM

JIMYHOCTU CYOBEKTOB M NPEAOCTaBAEHMA KOMUIM AaHHbIX NO 3anpocy;

* DPO nposoaun DPIA 6e3 ¢dopmanbHOro nNOATBEPMKAEHUS CBOMUX
KOMNETeHUM.

https://Ifd.niedersachsen.de/download/149301
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239 MATb cambiX pacnpPoCTPaHEHHbIX U OYEBUAHDbIX OLMOOK No
GDPR no mHeHwuio Punit Bhatia

1. A project approach - noaxoq K GDPR-
KOMMAAEHCY, KaK K pa3oBOMy NpoOeKTy. PelwweHue:

5 MOST NAaHMPOBaTb W NPOBOAUTL  peryaapHble
MepPOoNPUATUA.
2. Not measuring - He uamepAaTb 3PPEKTUBHOCTb
BHEAPEHHbIX KOHTpo/sien. PeweHue: BBOAUTb W
oTcneansatb meTpukmn (KPI).

G DPR Relying on consent - oTaaBaTb NpeMmyLLeCcTBO
COMNacUl0 KakK MpaBOBOMY OCHOBaHMIO AA
06paboTkM  AaHHbIX.  PeweHune:  BbiBUpaTb
cornacue To/IbKO B KpalHEM Cy4ae.

4. Focus on IT data - 3a6biBaTb NPoO AaHHble Ha
H6ymaXKHbIX HOCUTENAX, K MPUMEpPY, U CBA3AHHbIX C

3TUM Mnpoueccax. PelweHue: MHBEHTapPU3aLMnA BCEX
VIH(I)OpMaLI,VIOHHbIX dKTNBOB.

w

5. Third party audits - orpaHunumBaTbCs TONbKO

Punit BHATIA [OroBOpPamMu, He NPoBepAs CaMMUX MOCTaBLLUKOB U
napTHepos. PeweHue: Supplier Security
Management.

https://fit4gdpr.co.uk/



https://fit4gdpr.co.uk/
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241 basa cBegeHuit o wtpados 3a HapyweHue GDPR

penalties.

The Netherlands: First GDPR fine

Date

Fine

GDPR Enforcement Tracker waciess, CM'S/

UK: 204.6 Mio fine proposed

v Controller/Processor

Quoted Article

Law. Tax

This website contains a list and overview of fines and penalties which data protection authorities within the EU have imposed under the EU General Data Protection Regulation (GDPR, DSGVO). OQur
3im is to keep this fist 35 up-to-date a5 possible Since not sl fines are made public, this fist can of course never be complete. which is why we appreciate any indicatio

of further GDPR fines and

Germany: Fi

First GDPR fine from the Netherlands owver 460k EUR: link  The ICQ issued a notice of its intention to fine British Airways GBP 18339 Mic for GDPR infringements {no final decision): link  First fine aga

Searcho

Summary Infos

Information 2019-07-08
‘Commissicner
0co)

Information 2019-07-09
‘Commissicner
ooy

FrenchData  2018-01-21
. I Protection

Austherity (CNIL)
FRANCE

Dsts Protection  20159-08-28
‘Commision of
Bulgaria (KZLD)

BULGARLA

Data Protection  2019-08-28
‘Commizion of
Buigaria (KZLL)

BULGARLA

204,600,000 British Airways

110350200 Mamiott International, Inc

50000000  Google inc.

2,600,000

511,000

National Revenus Agency

DSK Bank

Art 32 GDPR

Art 32 GDPR

Art 13 GDPR, Art.
14 GDPR, At &
GDPR, Art 4 nr. 11
GDPR, Art. 5 GDPR

Art 32 GDPR

Art 32 GDPR

Pleasze note: This fine iz not final but will be dedided on when the company and  link
other imvolved supenizory suthorities of ather member states have made their
representations. The ICO issued a notice of its intention to fine British Airways
£183.30M for GDPR infringements which likely involve a breach of Art. 32 GDPR.
The proposed fine relates to 3 oyber indident notified to the KO by Britich
Airways in September 2018. This incident in part involved user traffic to the
British Airways website being diverted to a fraudulent site. Through this falze
site. customer details were harvested by the attackers. Personal data of

i 500,000 ized in this inddent, which i
befieved to have begun in June 2018. The IO's investigation has found that 2
wariety of i i ised by poor security atthe
«company, inchuding log in. payment card, and travel booking details as wel
name and address information.

Please note: This fine is not final but will be decided on when the company and | link
other imvolved supenvizory authorities of other member states have made their
representations. The K00 izzued a notice of its intention to fine Marriott
International Inc which relates to 3 oyber inddent which was notified to the 10O
by Marriott in 2018.GDPR infri are fksly to involve 2 breach
of Art. 32 GDPR_ A variety of p 1 ntained in il 33

ilian g dz globally posed by the indident, of which around 30
million related toresidents of 31 countries in the European Economic Area
(EEA). Seven million related to UK residents. It is befieved the vulnerability
began when th if the Starwood hotels group izedin
2014, Marmiott subsequently soguired Starwood in 2016, but the exposure of
«custamer information was not discoverad until 2018 The I00's investigation
fiound that Marriott failed to undertake sufficient due difigence when it bought
Starwood and should 3lso have done more to secure its systems.

The fine was imposed on the basis of jints from the Austrian ink
organization “None Of Your Business™ and the French NGO “La Quadrature du

Met™. The complsints were filed on 25th and 28th of May 2018 - immedistely

after the DSGVO became applicable. Th i the creation of

a Google account during the configuration of 2 mobile phone using the Android
operating system. The CNIL imposed a fine of 50 million euros for lack of
transparendy (Art. & GDPR), insufficient information (Art. 13/ 14 GDPR) and lack.

of legal basiz (Art. 6 GDPR). The obtained nts had not b
"specific” and not “unambigous™ (Art. 4 nr. 11 GDPR).

Leakage of personal data in 2 hacking attack due to inadequate technical and fink
organizational messures to ensure the protection of information security. twas
fiound that personal dsts concerning sbout & milion persons was ilegally

accessible.

Leakage of p to technical isati ink
measures to ensure the protection of information security Third parties had
‘@0cess to over 23000 credit records relating to over 33000 bank customers

including p | di h 3z names, ot iips, identification numbers,
adresses, copies of ientity cards and biometric data.

http://www.enforcementtracker.com/

GDPR Enforcement Tracker

ObuwepnocTynHan OoHNanH-6a3a
cBefieHnt 06 M3BECTHbIX Cay4vanx
NPUBNEYEHUA K tOPUAMYECKOM
OTBETCTBEHHOCTM 3a HapylleHue
GDPR. basa perynapHo
aKTyanusunpyercs.


http://www.enforcementtracker.com/

242 basa cBegeHUM 0 NnpuBAeYEeHUN K OTBETCTBEHHOCTHM 3a
HapyweHue TpeboBaHuii Privacy and Data Security -IQ|
International Association of
Privacy Professionals

News Connect Train Certify Resources Conferences  Join STORE

ObuwepnocTynHan OHNamH-6a3a
ceefeHnit 06  M3BECTHbIX  CAy4vasax
npueaevYeHun K topMaNYECKOM

TpeboBaHui Privacy and Data Security
et b Aug 8, 20% ~
Fliter By: Unrollme Inc. -- Agi Order 2
g
aa.ma.rrrr =
UNITED STATES OF AMERICA BEFORE THE FEDERAL TRADE
COMMISSION In the Matter of UNROLLME INC,, a corporation, FILE
End Date NO. 172 3139 AGREEMENT CONTAINING CONSENT ORDER
an.mm.rrrr
Aug 8,207 3
s Unrollme Ine. -- Analysis to Ald Public Comment &)
FIPP FIC Casebook
nck Analysis of Proposed Consent Order to Aid Public Comment In the
Industry
ustry Marter of Unrolime Inc,, File No. 1723139 The Federal Trade Commission
Industry Practices (“Commission®) has accepted
I
Legal Issues Aug s, 20% 5
)
Remedies Unrollme Inc. -- Complaint K
Section 5
UNITED STATES OF AMERICA BEFORE THE FEDERAL TRADE
Security COMMISSION COMMISSIONERS: joseph |. Simons, Chairman Noah
2y Joshua Phillips Rohit Chopra Rebecca Kelly Slaughter Christine S. Wilson
tutory
Aug 8,207
Unrollme Inc. -- Sep, of >
Noah Joshua Phillips
Separate Statement of Commissioner Noah joshua Phillips Federal
Trade Commission v. Unrolime Inc. Matter No. 1723139 August 8, 2019 |
join my colleagues in supporting
Aug 8,20%9 3
Unrollme Inc. <4
An email management company will be required to delete personal
information it collected from consumers as part of a settlement with
the Federal Trade Commission

https://iapp.org/resources/ftc-casebook



https://iapp.org/resources/ftc-casebook

243 Ananntuka KPMG no wrpadam GDPR Ha 03.12.2019

KonuuecTtBo wrpacos: 110

MUcTouHuku: Hag3opHele opranel (DPA), EDPB, IAPP

YcnoBuAa:

lepmanus, ABcTtpus, Kunp — He nyonukyroT Ha calTe Haa30pHOro
opraHa npegnucaHns, HO B OTKPbITbIX UCTOYHUKaX eCTb CBeAeHUs,
yTto 6L NOCTaHOBMNEHUS O WTpadax (B aHanMTUKe y4uTbliBannch
TOoNbKO WTpadekl, oceeweHHsle EDPB unu IAPP).

Uexuna, BeHrpus, MNopTyranva — Haa30pHble opraHbl NyenukyoT
npeanucaHns no wrpadgam aHoOHUMHO (aHOHMMHBIE LWTpadkl
YYUTbIBANuUCk B aHanuTuke).

Kypc BantoT*: no gaHHeliM LI Ha 03 nekabps 2019 .

* Paamep wrpadpa B pybnsax paccuvTeiBancsa KoHBepTaUuei U3 BantoTkl, B KOTOPOWM

bbin BoINMcaH WTpad, B pydbnu no kypcy LB

HanmeHoBaHKWe CtpaHa
National Authority for Data Protection and Freedom of Information Benrpusa
Agencia de Proteccion de Datos Mcnanua
The Office for Personal Data Protection Yexusa
Commission for Personal Data Protection Bonrapus
The National Supervisory Authority for Personal Data Processing PyMbiHUS
Osterreichische Datenschutzbehérde AscTpus
Die Bundesbeauftragte fiir den Datenschutz und die Informationsfreiheit Fepmanus
Commission Nationale de I'Informatique et des Libertés — CNIL DpaHuma
The Bureau of the Inspector General for the Protection of Personal Data Monblua
Comissao Nacional de Proteccao de Dados — CNPD Moptyranus
The Information Commissioner’s Office BenukobpuTanus
Hellenic Data Protection Authority [peums
Commission de la protection de la vie privée Benbrus
Datatilsynet LNaxuna
Datatilsynet Hopserus
Garante per la protezione dei dati personali Wranus
Data State Inspectorate IatBus
State Data Protection JlutBa
Office of the Data Protection Commissioner ManbTa
Autoriteit Persoonsgegevens HwpepnaHabl
Datainspektionen Leeuna
European Data Protection Board - EDPB Bce
International Association of Privacy Professionals - IAPP Bce

http://rppa.ru/files/2019-12-03 gdpr.pdf



http://rppa.ru/files/2019-12-03_gdpr.pdf

244 Ananntuka KPMG no wrpadam GDPR Ha 03.12.2019

10 mnpa. P
— British
Google Airways
15,2 mnpa
Tesco Bank
1 mnpa.
Sigue
Global 1 mpa. B
Services

Austrian Post

422 MnNH. 1,3 mnpa.
Norwich Union
106 MnH.
—1
]
I
: Focnutans
‘ ‘ l % : 28,4 mnH. | | R
| | | 25 mas 2018 r. | |
2007 2009 2016 2017 AHBapb 2019 r. aekaopb 2019 r.

http://rppa.ru/files/2019-12-03 gdpr.pdf
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245 Ananntuka KPMG no wrtpadam GDPR Ha 03.12.2019

CtpaHbl, BXxoasiwme B ES3, B KoTopbIX 3aduKcMpoBaHbl WTpadbl

Ha 8 HosOps

Ha 3 nekabps

Obwasn cymma Ob6wasna cymma

CrtpaHa Wrpadi ®) CrtpaHa LWrpadbl ®)
BeHrpus 17 13 398 000 Wcnanusa 25 72 378 265
WMcnanna 17 56 710 352 Benrpus 17 12 928 217
Yexus 9 1246 500 PymMbIHMA 12 31 567 515
Bonrapusa 7 222 654 260 Yexua 9 1250 001
PymblHua 7 Eonrapua 7 223733 927
AscTpus 5 1282 965 169 AscTpus 5 1281935618
'epmanus 5 1 046 755 401 lepmanua 5 1045 915 403
®paHuus 4 3594 118 000 ®paHuna 5 3626 720 300
Monbwa 4 63 995 906 Monbwa 5 67 001 753
MNopTyranus 3 29 974 660 MopTyranua 3 29 950 606
Benwkobputanus 2 BenukoGputanua 2
Ipeuwnsa 2 39 066 500 peumsa 2 39 035 150
Benbrus 2 852 360 Benbrus 2 851676
NET:] 2 25,677 000 NEGTE] 2 25 646 085
Hopeerunsa 2 24 948 000 Hopserus 2 25233 156
Wtanua 1 3 551 500 HwpepnaHgp! 2 96 523 280
NartBus 1 497 210 Wranus 1 3 548 650
TNutea 1 4 368 345 Nateusa 1 496 811
MankTa 1 355 150 TNntBa 1 4 364 840
HwpepnaHab! 1 32 673 800 MansTa 1 354 865
LBeuns 1 1316 000 Leeuwnsa 1 1 345 864
nTOoro 94 29 889 606 355 nToro 110 30 109 028 581

[dons wtpadoB no cTpaHam (No KONU4YecTBY)

WUcnaHuna
23%

MopTtyranusa

3%

5) Monbwa
3 5%

4
PpaHuua
@) s

MepmaHus
(1) ps%

ABcTpusn
5%

BeHrpusa
15%

PyMbIHMA

Yexun
8% 11%

http://rppa.ru/files/2019-12-03 gdpr.pdf
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100 mnpa. P~
15,3 mnpg. P
10 mnpg. P
R 8,3 mnpg. P
3,5 mnpa. P
1 Mmnpa. P 1,3 mnpg. P
185 mnH. P
100mnH. Bl 63,9 MnH. P
British 466 p
Airways /O MIH 36,3 Mnu. P 35,4 mnH. P
10 mnH. P Marriott ABcTpwmiicKan Deutsche
- noyTtoeas Wohnen HauuoHa-
cny)KGa SE nbHOE

Hanoroeoe Futura

ynpaeneHve Morele.net Interna-

1 mMnH. P tionale

A ]
s — = M
]
op PpaHuma AscTpus FepmaHus Bonrapus HuoepnaxAb Monbwa ®paHuua

http://rppa.ru/files/2019-12-03 gdpr.pdf
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[onu wmpaghoe no cmambam Honu wmpagpoe o pasmepy (py6.)

>100 MnH. <100 TbIC.
6% 13%

Art. 17 10-100 MAH.

Art. 25 16%

3%
Art. 33
4%

Art. 12
5% 100-500 TbIC.

25%

Art. 13
7%

Art. 15 1-10 MnH.

33%

0.5 -1 mnH.
7%

Art. 32
14%

http://rppa.ru/files/2019-12-03 gdpr.pdf
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248 Cratuctuka wrpados B 2018-2019 roaax ot DLA Piper

Total value of GDPR fines imposed from 25 May 2018 to
17 January 2020 in Euros

France I 100000
Germany I s

I oo

Italy I 50000
Bulgaria Il ;56500

Spain I 1381060
| 947,345
I 550,000
J 450,000
Portuga J 424000
Norway I 206,210
Denmark J 360,000
Romania J 322500
UK J 320.000¢

Czech Republic

291,77

Hungary

198,000
168,930
151,900

67,500

53,630

| 132600
I 39,000

I 35,500 . Aggregate fines mare than 1 million Euros

. Aggregate fines between 300,000 and 1 million Euros

. Aggregate fines up to 300,000 Euros

Ma fines reported

*The UK figures do nat include the two public

notices of intent to fine totalling £282 million
(about €329 million / $366 million) as they had

not been finalised and imposed at the time

Luxembourg

o o o o o o o

SlOven|a

of writing this report.
L 1 1 1 1 1 |
Q 10m 20m 30m 40m 50m  60m

https://www.dlapiper.com/en/uk/insights/publications/2020/01/gdpr-data-breach-survey-2020/




Otuet Access Now o witpadax 3a HapyweHue GDPR B 2018-
2020 ropax

How many fines were given under the GDPR? Top 10 fines given under the GDPR

500M€ 240
450M€ 216
204,600,000 €
400Me 192
350M€ 168 110,390,200 €
o 300ME 144 50,000,000 €
g 250Me 120 £ 27,800,000 €
g 2o0me % ;g 18,000,000 €
§ e g 14,500,000 €
2 1loome 48 3
3 3 9,550,000 €
50M€ 24
0 5 8,500,000 €
7,000,000 €
\"§\ 3,000,000 €

@ Cumulative sumof finesin€ ~ Cumulative number of fines

https://www.accessnow.org/cms/assets/uploads/2020/05/Two-Years-Under-GDPR.pdf



https://www.accessnow.org/cms/assets/uploads/2020/05/Two-Years-Under-GDPR.pdf

250 Pa3paboTKa meToAUKM MO pacyeTy U HanoXeHuto wTpados B
Benukobpurtanum, Hopseruu n Hnaepnangax (2019.03) -IQ|

“‘ n . ® Perynatopbl #3  BenukobputaHun, Hopsermn wu

e ' Ste HupepnaHooB yXe pa3pabatbiBatoT  HenybanyHble
Biting the hand that feeds IT

npaBuna onpegeneHna pasmepa B3biCKaHMA. B

DATA CENTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH AOKyMEHTe 6y.u|y-|- C06paHb| d)aI-(TOpr, BI-IMHI_OLLIIME Ha

CYMM wTpada.: JINTEeNbHOCTb MHUMUAEHTA, CKOPOCTb
Year 1 of GDPR: Over 200,000 cases ymmy wrpaga: A HYA P
peaI-(LI,VIVI KOMMNaHWUM, KONN4YeCTBO I'IOCTpa,EI,aBLIJVIX oT

reported, firms fined €56 meeelli... Oh, yTeUKM.
that's mostly Google

2019 just a transition year, says French watchdog

By Rebecca Hill 14 Mar 2019 at 09:56 27() SHARE Y

European data protection agencies have issued fines totalling €56m for
GDPR breaches since it was enforced last May, from more than 200,000
reported cases — but watchdogs have said they're just warming up.

https://www.theregister.co.uk/2019/03/14/more than 200000 gdpr cases in the first year 55m in fines/



https://www.theregister.co.uk/2019/03/14/more_than_200000_gdpr_cases_in_the_first_year_55m_in_fines/

MeToauKa no pacyeTty U HaNoXeHuIo WTpados B

251 Huaepnanpax (2019.05)

lfonnanackuii  perynatop (Autoriteit Persoonsgegevens)
STAATSCOURANT ..m:; nepsbim B EC onybanMKoBan MeTOAMKY pacyeTa U HA/NOXKeHUsA
e ——— wTpadoB 3a HapyweHua TpeboBaHW 3aKOHOAATENbCTBA O
Beleidsregels van de Autoriteit Persoonsgegevens van 19 februari 2019 met nepCcoHa/ibHbIX AaHHbIX, BK/1KOYaA GDPR.

betrekking tot het bepalen van de hoogte van bestuurlijke boetes

(Boetebeleidsregels A Per geg 2019)
De Autoritsit Persoonsgegevens heeft, gelet op de artikelen 4:81 en 5:46, tweede lid, van de Algemene Category Standard fine bandwidth Standard pmg]ty
wet bestuursrecht, artikel 83 van de Alg geg , artikelen 14, derde
lid, 17 en 18 van de Uitvoeringswet Al ing gegevens! ming, artikel Z 11a van 1 EUR 0 - 200.000 EUR 100.000
de Kieswet, artikel 4.1, eerste lid, van de Wet buusreqxvnane persanen, artikel 35c van de Wet " -
Bt s, vierd an viie it van da Telocommmunicariawet, hesloten am dé veigends beioidssegels 11 EUR 120.000 — 500.000 EUR 310.000
met rekking het bepalen van de hoo an best rlijk oetes vast te stellen:
NN R e 1 EUR 300.000 — 750.000 EUR 525.000
HOOFDSTUK 1. ALGEMENE BEPALINGEN
V= EUR 450.000 - 1.000.000 EUR 725.000
Artikel 1. Definities
* 3 = r 3 - H
R —— Only in case the legal maximum penalty of EUR 20.000.000/ 4% turnover applies.

a. de A . bedoeld in artikel 6, eerste lid, van
de u;waennu wet Algemene verordening gcge\ :Fshcscnurmlﬂn
b. basisboete: het bedrag dat de basis vormt voor het bepalen van de hoogte van een op te leggen

boete, g binnen de van de aan een overtreding gekoppelde
, voordat i gegeven aan paragraaf 2.6;
c. betrokkene: degene op wie een persoonsgegeven betrekking heeft als bedaeld in artikel 4, onder 1

van de
d. recidive: de Dn"(:ndlqhmd dat ten tijde van het begaan van de overtreding nog geen vijf jaren zijn
verstreken sedert het opleggen van een bestuurlijke boete door de Autoriteit Persoonsgegevens aan
de overtreder ter zake van of een gelijke door die jer begane t g.

HOOFDSTUK 2. BEPALEN VAN DE HOOGTE VAN BESTUURLIJKE BOETES

Paragraaf 2.1 Overtredingen met een weneluk boeremax:mum van € 10 000.000

respectievelijk € 20.000.000 of, voor een 1g, tot 2% lijk 4% van de
totale i in het de b
Artikel 2. C: ie-indefing en
2.1 De gen ter zake van g waarvan de Autoriteit P een
baete kan opleggen van ten hoogsle het bedrag van € 10.000.000 of, voor een onderneming, tot
2% van de totale in het boekjaar, indien dit cijfer hager is, zijn

in bijlage 1 ingedeeld in mcgune» categorie Il of categorie lIL

22 De lingen ter zake van g waarvan de Autoriteit P een
boete kan opleggen van ten hoogste het bedrag van € 20.000.000 of, voor een onderneming, tot
4% van de totale wereldwijde jsaromzet in het voorgaande boekjaar, indien dit cijfer hoger is, zijn
in bijlage 2 ingedeeld in categorie I, categorie II, categorie Ill of categorie IV.

23De i ! g stelt de voor ove gen waarvoor een wettelijk
boetemaximum geldt van € 10.000.000 of, voor een onderneming, tot 2% van de totale wereld
wijde jaaromazet in het voorgaande boekjaar, indien dit ciifer hoger is, dan wel € 20.000.000 of,
voor een onderneming, tot 4% van de totale in het g baekjoar,
indien dit cijfer hoger is, vast binnen de volgende boetebandbreadtes:

| Casegorie | Bostebandbroadte tussen € 0 en € 200.000 Basistoste: € 00.000
| Canegoria | Bostebandbroedte tussen € 120.000 en € 500.000 Basishoete: € 310.000
| Casegocsa 1B | Bostebandbroedte tussen € 300.000 en € 750.000 Basishoote: € 525.000
| Canegorie IV | Bostebandbroedse tussen € 450.000 en € 1.000.000 Basishoste: € 725.000
2.4 De hoogte van de wordt op het mi van de d

met de helft van de bandbreedte van de aan een overtreding gekoppelde boetecategorie.

https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/stcrt-2019-14586.pdf
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252 MeToguKa No pacyety U HaNoXeHUIo WwTpados B lepmaHum
(2019.10)

Perynatopbl 13 TlepmaHum (Die

Enterprises Enterprises Enterprises Enterprises Datenschutzaufsichtsbehérden  des

Annual turnover  Annual turnover  Annual turnover  Annual turnover Bundes und der Linder - DSK)
less than EUR 2 between EUR 2 between EUR 10  more than EUR 50 6
million and 10 million and 50 million million paspabotann  €AUHYI0  METOAUKY
CIaSSIfy Subgroup 1 Subgroup 1 Subgroup 1 Subgroup 1 pac4e€Ta N Ha/0KEHUA LUTpad)OB 3a
Subgroup 2 Subgroup 2 Subgroup 2 Subgroup 2 HapyLweHunAa TpeboBaHUM
company by by P
. Subgroup 3 Subgroup 3 Subgroup 3 Subgroup 3 3adKOHOAaTe/IbCTBa O MepPCOHaA/IbHbIX
Slize Subgroup 4 Subgroup 4 AaHHbIX, BKAo4Yas GDPR.
By global annual Subgroup 5 Subgroup 5
turnover. Subgroup 6 Subgroup 6
Subgroup 7 Subgroup 7

Based on the classification, the penalty guidelines suggest the following steps:

Calculate the

Further

“daily rate” Determine the ~ considerations

D Bte rmine th e . Determine the relevance
By dividing the average SBVBI’Ity Of of any other criteria
daverage turnover (step 2) of a under Article 83(2)
company’s subgroup by Offel‘lce GDPR.
turnover 360, | .
i Multiply the daily rate
Determine each by a factor between 1
subgroup’s average and 12, depending on
annual turnover. the severity of the
offence (Art. 83 (2)
GDPR).

https://www.datenschutzkonferenz-online.de/media/ah/20191016 bu%C3%9Fgeldkonzept.pdf
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254 LUWrpad 3a HepasrpaHUUYeHHble A0CTYNa K AaHHbIM NaLUEHTOB

Kro: Comissao Nacional de Protecao de Dados
(Moptyranusa)

Koro: bonbHuua bappeiipo

Korpa: 2018.07

3a uTto: HapyweHwue cT. 5(1)(f) u 32 GDPR
Kak: wtpad €400,000

MpuumHa: (1) 8 MeanUMHCKOM MHGOPMALIMOHHOM cucTeme
6bln AOCTYN K KAWMHUMYECKMM AaHHbIM MauMeHToB, Mo
KpanHel  mepe, 9 5mMuam, He  ABAAKOWMMCA
MeANUNHCKUMM paboTHMKamu (wTpad €150,000); (2) B

© Olena Blosﬂchynska'/ fotolia.com I ‘U

Portuguese Data Protection Authority Imposes
400,000 € Fine on Hospital

The Barreiro Hospital in Portugal was fined 400,000 € by the Portuguese Data

Protection Authority CNPD (Comissdo Nacional de Protecao de Dados) for in- MeAVNLMNHCKOU MHd)OpMaLI,MOHHOVI cmcTeme 6bin
compliancy with the EU General Data Protection Regulation (GDPR) by not se- 06Hapy)|-(eHb| yyeTHble 3anucm 985 non b3OBaTeﬂ6ﬁ,
ti ights to patents’ clinical data. o

R I SRR HaJeneHHbIX NpPaBamMu AOCTyna AnA Bpayeil, B TO Bpems
The public sector hospital had granted access to patients’ clinical data via their KaK B 60!'IbHI/1LI,e pa60TanM TONIbKO 296 Bpaqef/] (|_|_|Tpad)
system to at least nine persons who are non-medical professionals (social .

workers). In addition, the CNPD discovered that 985 users with an access role €150’OOO)’ (3) NEPCOHA/IbHbIE AiaHHbIE NALUMEHTOB He
for medical doctors were registered, while there are only 296 physicians 6b1m AO/TKHbIM 06pa30N\ oTaeNeHbl OT apXUBHbIX AaHHbIX
working at the hospital. Furthermore, patient data at Barreiro hospital was not ,D,pyl'0|7| 6on bHULLbI a 3¢¢EKTI/1 BHOCTb MEXaHWU3IMOB

’

separated properly from archived data of another hospital, and access authenti-
cation mechanisms were found to be insufficient.

ayTeHTUPMKauMmM  nonb3oBatener  6Oblna  Npu3HaHa
HepocTaToyHoM (wTpad €100,000).

The fines were imposed after the Authority had carried out an inspection at the
hospital after having been alerted by the medical association. The CNPS held
that the principles of integrity and confidentiality, data minimization in order to
limit access to patients’ clinical data, and the controller’s inability to ensure the
confidentiality and integrity of the data in their system (data security) were vio-
lated. The first two breaches were considered with 150,000 € each, while the
third led to an increase by 100,000 €.

https://www.datenschutz-notizen.de/portuguese-data-protection-authority-imposes-400000-e-fine-on-hospital-4821441/



https://www.datenschutz-notizen.de/portuguese-data-protection-authority-imposes-400000-e-fine-on-hospital-4821441/

255 LWrpad 3a HenpaBuUAbHO HAaCTPOEHHYK cuctemy CCTV

%aljhumﬂ' lﬂﬂthl’lthttll Kro: Osterreichische Datenschutzbehérde

(ABcTpunA)

Datenschutz: Erste Strafe verhangt Koro: 6yKMeKepcKan KOHTOpa

von

- Die EU-Datenschutzverordnung |6ste eine Beschwerdeflut aus. Nun hat die Behorde erstmals KOan . 20 18 09
einen Unternehmer gestraft. Von einer BuBe in Millionenhdhe ist man aber weit entfernt.

Mittwoch

19. September 2018 3a yto: HapyweHue CT. 5un 6 GDPR
Kak: wrtpad €4,800

Artikel drucken

MpuunHa: HenpaBUAbHO HACTPOEHHaA cucTema
BHYTpeHHero BuaeoHabnwaeHuns (CCTV), B none
3pEeHUNs HEKOTOPbIX BUAEOKamMep KOTOPOW Nonaso
ropo/ickoe obLiecTBeHHOe NPOCTPAHCTBO.

Bid-SN/FOTOUA

Es betrifft das Reisebiiro ums Eck genauso wie die Netzgiganten Facebook oder
Google: Die Datenschutz-Grundverordnung (DSGVO) gibt EU-Biirgern seit

Ende Mai mehr Mitsprache dabei, was Unternehmen mit ihren persénlichen

https://www.derstandard.de/story/2000092017999/erst-vier-strafen-wegen-dsgvo-seit-mai



https://www.derstandard.de/story/2000092017999/erst-vier-strafen-wegen-dsgvo-seit-mai

256 Wrpad 3a orcyrcrBue Controller-to-Processor Agreement

/1) heise online

20.01.2018 16:18 Uhr

DSGVO: 5000 Euro Buldgeld fiir fehlenden
Auftragsverarbeitungsvertrag

Ein kleines Unternehmen wurde mangels Vertrags zur Auftragsverarbeitung zu
einem BuBgeld verurteilt. Ausléser war eine Anfrage bei den

Datenschutzbehdrden.

) & Oioa

Seit Anwendung der DSGVO Ende Mai 2018 gab es nur sehr vereinzelte Falle von

Von Joerg Heidrich

Bufigeldern, die von den Aufsichtshehdrden aufgrund von VerstéRen gegen den

Datenschutz verhdngt wurden. Ein erster Verstol? gegen einen Social Media

Anbieter wurde Ende des Jahres bekannt. Es deutet allerdings einiges darauf hin,

dass diese anfingliche Schonfrist nun vorbei ist.

Ein weiterer Fall wurde nun aus Hamburg bekannt. Dort hatte die
Datenschutzbehdrde mit Datum vom 17.12.2018 einen Bultgeldbescheid an das
kleine Versandunternehmen Kolibri Image versandt und dieses aufgefordert,
einen Betrag von 5000 Euro zuziiglich 250 Euro Gebiihren zu zahlen. Begriindet
wird dieser Bescheid nach Art. 83 Abs. 4 DSGVO durch das Fehlen eines

Auftragsverarbeitungsvertrags.

Kro: Der Hamburgische Beauftragte fir
Datenschutz und Informationsfreiheit
(fepmanmn)

Koro: Kolibri Image Regina

Korga: 2018.12

3a yto: HapyweHue cT. 28(3) GDPR
Kak: wtpag €5,000

MpuuKrHa: oTCcyTCTBME COMMALLEHMA O NOPYYEHUM
06paboTKM nepcoHanbHbIX AaHHbIX (Controller-
to-Processor Agreement) mexay YKasaHHOM
KOMMaHMEN 1 ee KOHTPareHToM.

https://www.heise.de/newsticker/meldung/DSGVO-5000-Euro-Bussgeld-fuer-fehlenden-Auftragsverarbeitungsvertrag-4282737.html



https://www.heise.de/newsticker/meldung/DSGVO-5000-Euro-Bussgeld-fuer-fehlenden-Auftragsverarbeitungsvertrag-4282737.html

LLitpad 3a HapyLeHMe 3aKOHOAATENbCTBA O 3aLUTe Npas

notpeburenein B Utanumn

Seguici su o o o @ O

N AUTORITA GARANTE
DELLA CONCORRENZA

AGCM | E DEL MERCATO ﬂ
CHI SIAMO COMPETENZE AUTORITA' TRASPARENTE PUBBLICAZIONI SERVIZI MEDIA EN
Ti trovi in: Home / Media / Comunicati stampa / PS11112 - Uso dei dati degli utenti a fini commerciali: sanzioni per 10 milioni di euro a Facebook
=

PS11112 - Uso dei dati degli utenti a fini commerciali: sanzioni per 10 milioni di euro a Facebook

COMUNICATO STAMPA

§  L'Autorita Garante della Concorrenza e del Mercato, nella riunione del 29 novembre, ha chiuso listruttoria,

B avviata nel mese di aprile 2018, nei confronti di Facebook Ireland Ltd. e della sua controllante Facebook Inc. per
presunte violazioni del Codice del Consumo, irrogando alle societa due sanzioni per complessivi 10 milioni di
euro.

L'Autorita ha accertato che Facebook, in violazione degli artt. 21 e 22 del Codice del Consumo, induce
ingannevolmente gli utenti consumatori a registrarsi nella piattaforma Facebook, non informandoli
adeguatamente e immediatamente, in fase di attivazione dell'account, dell'attivita di raccolta, con intento
commerciale, dei dati da loro forniti, e, piti in generale, delle finalita remunerative che sottendono la fornitura
del servizio di social network, enfatizzandone la sola gratuita; in tal modo, gli utenti consumatori hanno assunto
una decisione di natura commerciale che non avrebbero altrimenti preso (registrazione al social network e
permanenza nel medesimo). Le informazioni fornite risultano, infatti, generiche e incomplete senza
adeguatamente distinguere tra ['utilizzo dei dati necessario per la personalizzazione del servizio (con l'obiettivo
di facilitare la socializzazione con altri utenti “consumatori”) e I'utilizzo dei dati per realizzare campagne pubblicitarie mirate.

L'Autorita ha inoltre accertato che Facebook, in violazione degli artt. 24 e 25 del Codice del Consumo, attua una pratica aggressiva in quanto esercita un indebito
condizionamento nei confronti dei consumatori registrati, i quali subiscono, senza espresso e preventivo consenso - quindi in modo inconsapevole e automatico- la trasmissione
dei propri dati da Facebook a siti web/app di terzi, e viceversa, per finalita commerciali. L'indebito condizionamento deriva dall'applicazione di un meccanismo di preselezione
del pits ampio consenso alla condivisione di dati. La decisione dell'utente di limitare il proprio consenso comporta, infatti, la prospettazione di rilevanti limitazioni alla fruibilita
del social network e dei siti web/app di terzi; cid condizionagli utenti a mantenere la scelta pre-impostata da Facebook.

Nello specifico, Facebook, attraverso la pre-selezione della funzione “Piattaforma attiva”, preimposta l'abilitazione ad accedere a siti web e app esterni con il proprio account
Facebook, predisponendo la trasmissione dei dati dellutente ai singoli siti web/app, in assenza di un consenso espresso da parte dello stesso. Facebook reitera, poi, il
meccanismo della pre-selezione in opt out, rispetto ai dati che vengono condivisi, nella fase in cui l'utente accede con il proprio account Facebook a ciascun sito web/app di terzi,
inclusi i giochi. L'utente pud, infatti, anche in questo caso, solo deselezionare la pre-impostazione sui dati operata da Facebook, senza poter attuare in ordine agli stessi una
scelta attiva, libera e consapevole .

In considerazione dei rilevanti effetti della pratica sui consumatori, I'Autorita ha altresi imposto al professionista, ai sensi dell'art. 27, comma 8, del Codice del Consumo, 'obbligo
di pubblicare una dichiarazione rettificativa sul sito internet e sullApp per informare i consumatori.

Roma, 7 dicembre 2018

Kro: LUAutorita Garante della
Concorrenza e del Mercato — YnpasneHue no
3alMTe KOHKYPEHLMN U pPbiHKA (UTanus)

Koro: Facebook Ireland Ltd. n ee matepuHckasn
KomnaHuA Facebook Inc.

Korga: 2018.12

3a uTto: HapyweHue cT. 21 n 22 Codice del
Consumo (Koaekca notpebutenei)

Kak: wrpad €10,000,000

MpuuunHa: HamepeHHoe BBeaEeHue
nonb3oBaTenen Facebook B 3abnyxgeHue, T.K.
npu perncTpauum B COLMANbHOW CEeTU He
ocyLLecTBAseTca MHPOPMUpPOBaHUE 06
06paboTke N0/Ab30BATENbCKMX MEPCOHANbHbIX
AaHHbIX 418 KOMMEpPYecKux uenen. B BUHY
Facebook 6bin noctasneH ¢akT He AoBeaeHUs
[0 CBeAeHMA NOoMb30BaTeNen Pasinumna mexay
MCNONb30BAaHMEM  MEPCOHAsIbHbIX  AAHHbIX,
HeobXxogMMbIX ANA NepcoHanusaumm ycayrun (c
uenbto obneryeHnAa coumanusaumm C Apyrumm
NoNb30BaTENAMM  COLUMANbHOM  CeTK) n
MCNONb30BAaHMEM MEPCOHA/bHbIX AAHHbIX ANA
NMOKasa MepCOHANIN3NPOBAHHOM pPeKNambl W
NPoBeAEeHUA KaMMNaHUM Pa3IMYHOTO XapaKTepa.

http://www.agcm.it/media/comunicati-stampa/2018/12/Uso-dei-dati-degli-utenti-a-fini-commerciali-sanzioni-per-10-milioni-di-euro-a-Facebook



http://www.agcm.it/media/comunicati-stampa/2018/12/Uso-dei-dati-degli-utenti-a-fini-commerciali-sanzioni-per-10-milioni-di-euro-a-Facebook

258 LWrpad 3a HeNnpo3payHOCTb U HeHaaNeXKallue cornacusa

CNIL

o protect personal data, support innovation, preserve individual liberties
DATA PROTECTION | TOPICS | THECNIL | Q)

The CNIL's restricted committee imposes a financial penalty
of 50 Million euros against GOOGLE LLC

21 January 2019

On 21 January 2019, the CNIL’s restricted committee imposed a financial penalty
of 50 Million euros against the company GOOGLE LLC, in accordance with the
General Data Protection Regulation (GDPR), for lack of transparency, inadequate
information and lack of valid consent regarding the ads personalization.

On 25 and 28 May 2018, the National Data Protection Commission (CNIL) received group complaints from the
associations None Of Your Business (“"INOYBE™) and La Quadrature du Net (“LQDN"). LQDN was mandated by
10 000 people to refer the matter to the CNIL. In the two complaints, the associations reproach GOOGLE for not
having a valid legal basis to process the personal data of the users of its services, particularly for ads
personalization purposes.

The handling of the complaints by the CNIL

The CNIL immediately started investigating the complaints. On 1% June 2018, in accordance with the provisions
on European cooperation as defined in the General Data Protection Regulation (“GDPR”), the CNIL sent these
two complaints to its European counterparts to assess if it was competent to deal with them. Indeed, the GDPR
establishes a “one-stop-shop mechanism” which provides that an organization set up in the European Union
shall have only one interlocutor, which is the Data Protection Authority (“DPA™) of the eountry where its “main
establishment” is loeated. This authority serves as “lead authority”. It must therefore coordinate the cooperation
between the other Data Protection Authorities before taking any decision about a cross-border processing
carried out by the company.

nationale de
libertés

Kro: Commission
I'informatique et  des
(PpaHums)

Koro: Google Inc.
Korga: 2019.01

3a yTto: HapyweHue cT. 4, 5, 6, 13, 14
GDPR

Kak: wtpad €50,000,000

MpuumHa: CNIL no KoNNekTMBHOM
¥anobe 10 TbIC. 4YenoBeK nposen
paccnegoBaHue B oTHoweHun Google
M owTtpadoBas  KOMMAHUKO 33
HapyweHune TpeboBaHWM B 4acTu

AOCTYNHOCTH Nno/sib3oBaTeNsAm
nHpopmaumm 06 ob6bpaboTke wmx
nepcoHabHbIX AaHHbIX n

HaaneXalero noay4yeHmns ux cornacui
Ans 06paboTKK NnepcoHabHbIX
AaHHbIX B Lensx nepcoHannsaumm
peKMaMbl.

https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-million-euros-against-google-lic



https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-million-euros-against-google-llc

LWTpad 3a HapyweHne NPUHLUNA KOFPAHUYEHUA LENIbIO»
(purpose limitation)

oo Personvern pa ulike

O Rettigheter og plikter v Y

Aktuelt

Varsel om gebyr til Tolldirektoratet

Datatilsynet har i dag varslet Tolldirektoratet om at
de kan bli ilagt et overtredelsesgebyr pa 900 000
kroner. Tilsynet mener etaten har brutt
personopplysningsloven gjennom innsamling og bruk
av opplysninger fra kameraer uten low.

Gebyret er utmalt etter den gamle personopplysningsloven, siden lovbruddene
skjedde fer den nye personvernforordningen (GDPR) tradte i kraft i juli i fjor.

Mangelfulle tekniske og organisatoriske rutiner hos etaten har fart til at tilsynet
varsler det heyeste gebyret som er ilagt etter den gamle loven.

Har registrert norske borgere uten lov

Datatilsynet har lagt vekt pad at Tolldirektoratet har overvaket 80 millioner
passeringer, hvor antall bergrte personer anslés til 7-8 millioner. Tolletaten skal
drive overvaking av grensekryssende trafikk, men de har ogsa registrert og
lagret data fra kameraer som Statens Vegvesen har utplassert mange steder i
landet. Dette er kameraer som Tolldirektoratet ikke skal ha tilgang til

opplysninger fra.

- Det mé szerlig forventes at en offentlig etat forholder seg til de lovhjemlene
de skal forvalte, og evner a rette opp i forholdene raskt. Dette har ikke skjedd,
og det er nedvendig med en reaksjon. Vi skal ha tillitt til offentlig forvaltning og
seerlig dem som utever kontroll, sier Bjern Erik Thon.

Kontaktperson

‘ Janne Stang Dahl
N ; kommunikasjonsdirekter
an

Kontor: +47 22 39 69 03
Mobil: +47 97 08 11 20
E-post:
janne@datatilsynet.no

Publisert: 12.03.2019

(TamoxkeHHoOe

Kro: Datatilsynet (HopBerus)

Koro: Tolldirektoratet
ynpasneHue Hopserum)

Korga: 2019.03
3a uTto: HapyweHwue cT. 5(1)(b) GDPR

Kak: Bo3amoxHbIn wTtpad €90,000

MpuumHa:  He3akoHHaAa  o0bpaboTKa
MHGOPMALMM CO  CTAaLMOHAPHbIX WU
MOBUNBbHbBIX Kamep, KOTOpble

OUKCMPYIOT aBTOMOOUABbHbBIN TpaduK Mo

BCEM CTpaHe, HO KOTOPbIA HEenb3s
OXapaKTepu3oBaTb Kak
TPaHCrPaHUYHbIN. CnepoBaTtenibHoO,
TakKas obpaboTKa NepcoHasbHbIX

AaHHbIX HE MOXET PaCCMaTPUBATLCA KaK
ocywecrtsndaemand B UeNnAX MUCNOIHEHUA
TAaMOX€eHHOIo 3aKOHOAaTeNNbCTBa.

https://www.datatilsynet.no/aktuelt/aktuelle-nyheter-20192/varsel-om-gebyr-til-tolldirektoratet
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260

LLiTtpad 3a HapyweHne NpUHLMNA KMUHUMU3ALUK 06bema

AaHHbIX» (data minimization)

DATATILSYNET

GENERELT OM DATABESKYTTELSE + EMNER v

Duerher. Forside Tilsyn og afgarelser Afggrelser / 2019 / mar
Tilsyn med Taxa 4x35's behandling af personoplysninger

Tilsyn med Taxa 4x35's
behandling af personoplysninger

Publiceret 18-03-2019  Afggrelse Private virksomheder

Knap 9 mio. personhenfarbare taxature er blevet gemt uden et sagligt
formal, vurderer Datatilsynet.

Joumalnummer: 2018-41-0016

Resume

Datatilsynet vari efteréret 2018 pa et tilsynsbesgg hos Taxa 4x35 , hvor derbl.a. blev set pa,

om taxaselskabet har fastsat frister for sletning af kundemes oplysninger - og om fristerne bliver

efterlavet.

lfolge Taxa 4x35 anonymiseres de oplysninger, der anvendes til kundens bestilling og afvikling

af taxature, efterto ar, da der herefter ikke laengere er behov for at kunne identificere kunden.

Det erimidlertid kun kundens navn, der slettes efter de to ar- men ikke kundens
telefonnummer. Oplysninger om kundens taxature (herunder opsamlings- og
afleveningsadresser) kan derfor fortsat henfares til en fysisk person via telefonnummeret, som
farst slettes efter fem &r.

TILSYN OG AFG@RELSER v

Kro: Datatilsynet (daHus)

Koro: Taxa 4x35

Korpa: 2019.03

3a uTto: HapyLweHue cT. 5(1)(e) n 6 GDPR

Kak: wtpad €161,000, neno nepesaHo B NOANLUIO

MpuunMHa:  KomnaHus  npu  06€31MYMBaHUM
NepCcoHabHbIX AaHHbIX yaansna TOJIbKO
nma/Gamununio KaneHta, HO Homep TenedoHa
XpaHunaca B 6ase ana obecneyeHMAa KOPPEKTHOM
paboTbl cuctembl. Mo HOmepy TenepoHa MONKHO
6b110 OTCNeaUTb NOe3aKy KAneHTa u agpec. Takum
obpasom, 6bonee 8 MAH. 3anucein, coaeprkalimx
nepcoHasibHble AaHHbIE, MPOAOIKANAN XPAHUTLCA B
KOMMaHuW.

https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2019/mar/tilsyn-med-taxa-4x35s-behandling-af-personoplysninger/
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nepcoHa/bHbIX AdHHbIX HE OT CY6'b€KTa AdHHDbIX

Infolinia Urzedu 606-950-000 Wpisz frazg ktérej szukasz
Urzad
Ochrany
Danych
Osobowych
PrezesiUrzad Prawo Edukacja Wspdtpraca Whydarzenia

m »Aktualnosc

Prezes UODO natozyla pierwsza kare pienigzng

Za niedopemienie obowiazku informacyjnego Prezes Urzedu Ochrony Danych
Osobowych (UODO) natoiyta pierwsza kare w wysokosci ponad 943 tys. zt.

A o,

ator miat 5v 0 cigzacym na nim obowiazku informacyjnym. Stad
decyzja o natoZeniu na ten podmiot kary w tej wysokoéci -podkreslita Prezes UODO dr
Edyta Bielak- Jomaa

Bardzo wiele os6b, ktérych dane przetwarzata ukarana spétka, nie miato o tym pojecia.
Administrator ich o tym nie powiadomit. Tym samym odebrat im mozliwos¢ skorzystania

z praw, jakie przystuguja im na gruncie RODQ, czyli ogdinego rozporzadzenia o ochronie
danych. Nie mogty wiec one np. sprzeciwi€ sie dalszemu przetwarzaniu ich danych, zadac ich
sprostowania czy usunigcia. Prezes UODO uznata, ze stwierdzone naruszenie ma powazny
charakter, gdyz dotyczy podstawowych praw i wolnosci oséb, ktérych dane przetwarza
spotka, jak rowniez dotyczy jednej z podstawowych kwestii, jaka jest informacja o tym, ze
dane s3 przetwarzane. Natozenie kary pienigznej jest niezbedne, gdyz administrator nie przestrzega przepiséw prawa.

Jakwyjasniat Piotr Drobek, Dyrektor Zespotu Analiz i Strategii w UODO - Spofka nie dopeiniata obowiazku informacyjnego w stosunku do ponad é min
o0s6b. Sposrdd okoto 90 tys. 0séb ktdrych spdtka poinformowata o przetwarzaniu danych ponad 12 tys. wniosto sprzeciw wobec przetwarzania ich
danych. Pokazuje to jak wazne jest prawidfowe spetnienie obowigzkéw infarmacyjnych dla realizacji uprawnieni przystugujacych nam zgodnie z RODO.

Decyzja Prezes UODO dotyczyta postepowania zwiazanego z dziatalnoscia spatkl, ktdra przetwarzata dane oséb pozyskane ze Zrédet publicznie
dostepnych, m.in. z Centralnej Ewidencji i Informacji Dziatalnosci Gospodarczej (CEIDG), i przetwarzata je w celach zarobkowych. Organ weryfikowat
niedopetnienie obowigzku informacyjnego wobec oséb fizycznych prowadzacych dziatalnosé gospodarcza - przedsicbiorcow, ktorzy aktualnie jg
prowadzg bad? te dziatalnosé zawiesili, jak i o tych, ktérzy prowadzili ja w przesztosci. Administrator spetnit obowigzek informacyjny, podajac informacje
wymagane przepisami art. 14 ust. 1-3 RODO jedynie wobec tych osdb, do ktérych miat adresy e-mail. W przypadku pozostatych oséb tego nie zrobit -
jak sam to wyjasniat w toku postepowania - z uwagi na wysokie koszty takiej operacji. Dlatego jedynie na swojej stronie internetowej zamiescit klauzule
informacyjna.

W ocenie Prezes UODO takie dziatanie byto niewystarczajace - majac dane kontaktowe do poszczegdlnych os6b powinien spetnic wobec nich
obowiazek informacyiny, poinformowad m.in. o: swoich danych, skad ma dane tych oséb, wjakim celu i jak dtugo zamierza je przetwarzac oraz
o przystugujacych osobom prawach na gruncie RODQ.

LLTpad 3a HenpepgocTaBneHne nHGopmaLum Npu NOAyYeHUn

Kro: Urzad Ochrony Danych Osobowych
(MonbLa)

Koro: yactHaa komnaHusA

Korpa: 2019.03

3a uTo: HapyLweHwue cT. 14(1)-(3) GDPR
Kak: wtpad €220,000

MpuunMHa: KomMaHMA He nNpeaocTaBMAa
Heobxoamumyto MHOpMaUMo cybbekTam npu
NOSyYEHMU NEPCOHANbHbIX AAaHHbIX HE OT HUX
camux B OTHoweHun 6,000,000 cybbEKTOB,
TaK Kak KOMMNaHMA pacnonarana ToNbKO WX
MOYTOBbIMMU aapecamu/Homepamm
TenedoHoB n nocymTana C/INLLIKOM
AOPOrocToAWMM  UCMNONb30BaHUE  TaKUX
KaHa/10B KOMMYHUKaLUMK.

https://uodo.gov.pl/pl/138/786
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AAHHDbIX 6bIBLUUX K/INEHTOB -ﬁl

Kro: Berliner Datenschutzbeauftragte (fepmaHus)

DER TAGESSPIEGEL
mﬂsm Koro: Tagesspiegel Background Digitalisierung & KiI,

NpeacTaBAIOLWY CEPBUCHI C MCNOAb30BaHWeM bBpeHaa
«Smartphone-Bank N26»

Korga: 2019.05
Es ist eine der bislang hochsten Strafen wegen VerstoRen gegen die Datenschutzgrundverordnung:
N26 fiihrte wohl eine ,schwarze Liste“ mit Daten von Ex-Kunden. von oLver voss 3a 4TO: Ha pyLIJ eHue CT 6 G D P R

Kak: wtpad €50,000

MpuunHa: HenpaBomepHas 06paboTKa NepCcoHasbHbIX
AaHHbIX ObIBLUMX K/MEHTOB KOMMNAHWKM, HEKoTopble M3
KOTOpbIX  6blIN 3adUMKCUPOBAHbI B HEKOEM «YEPHOM
CrncKey.

VerstdRe gegen Datenschutz 23.05.2019, 15:29 Uhr

50.000 Euro BuBgeld gegen Onlinebank N26

Neuer Arger fiir den Griinder der N26 Bank, Valentin Stalf. FoTo: WOLFGANG KUMM/DPA

Die Berliner Datenschutzbeauftragte hat mit 50.000 Euro eine der bislang
héchsten Strafen wegen VerstéRen gegen die Datenschutzgrundverordnung
(DSGVO) verhangt. Betroffen ist dabei nach Informationen des Fachdienstes
»Tagesspiegel Background Digitalisierung & KI* die Onlinebank N26. ,Ein
BuRgeld betrug 50.000 Euro und betraf die unbefugte Verarbeitung
personenbezogener Daten ehemaliger Kundinnen und Kunden durch eine
Bank®, erklart die Behdrde. Den Namen will sie nicht nennen.

Das Unternehmen soll zahlen, weil Daten ehemaliger Kunden auf einer Art
Lschwarzer Liste“ gespeichert wurden. Dies ist jedoch nur fur Kunden die unter
Geldwascheverdacht stehen zuldssig. Die Betroffenen konnten dadurch keine
neuen Konten eréffnen. Inzwischen wurde die Praxis nach Angaben von N26
geéndert, ,so dass sich jetzt ehemalige Kunden, die nicht
geldwé&scheverdachtig sind, neu anmelden kénnen“. N26 geht rechtlich gegen
das BuBgeld vor und wollte sich mit Verweis auf das laufende Verfahren nicht
weiter duRern.

https://www.tagesspiegel.de/wirtschaft/verstoesse-gegen-datenschutz-50-000-euro-bussgeld-gegen-onlinebank-n26/24375204.html
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AdHHDbIX B M36MpaTeanbIX uenax

E(',d D IJ “ HOME ABOUT EDPE NEWS OUR WORK & TOOLS
D"
Eurp

European Data Protection Board News Mational News Nationzl News

First Belgian GDPR fine
@

0On Tuesday 28 May 2019, the Belgian DPA imposed its first financial penalty since the entry inte application of the GDPR. The administrative fine amounts
to EUR 2 000 and concerns the misuse of personal data for election purposes. Although the fine is modest, the message is not: Data protection is an
important matter to us all, but data controllers must assume their responsibility, especially if they have a government mandate.

LAutorité de protection des données prononce une sanction dans le cadre d’une
campagne électorale

Ce mardi 28 mai 2013, UAutorité de protection des données (APD} a prononcé sa premiére sanction financiére depuis Uentrée en vigueur du RGPD. Lamende
administrative imposée séléve 3 2000 euros et vise [utilisation abusive de données personnelles par un bourgmestre 3 des fins de campagne Electorale. Si
l'amende est modérée, son message est important : la protection des données est Laffaire de tous, et les responsables de traitement doivent prendre leurs

respensabilités, surtout quand ils détiennent un mandat public.

Laffaire : envoi de courriel électoral personnalisé par un mandataire public

LAPD a regu une plainte concernant Lutilisation par un bourgmestre de données obtenues dans le cadre de lexécution de sa fonction 3 des fins de
campagne électorale

Les plaignants &taient entrés en contact avec le bourgmestre de La commune via Leur architecte dans le cadre dune modification de lotissement.
Larchitecte avait, a cette occasion, contacte le bourgmestre par courrier électronique avec en copie les adresses email des plaignants. La veille des
élactions communales du 14 octobre 2018, Le bourgmestre avait alors utilisé La fonction « Reply » de lemail afin dienvoyer un message élactoral aux
plaignants.

Les deux parties ont £t2 entendues par la Chambre Contentieuse de UAPD ce 28 Mai 2019. Suite 3 cette audition, la chambre a conclu quiune infraction au
RGPD avait bien été commise.

Non-respect du principe de finalité en protection des données

Le R&églement général sur L3 protection des données (RGPD) précise que les données collectées par un responsable de traitement (dans ce cas-ci : les
adresses emails obtenues par le bourgmestre) doivent étre collectées pour des finalités déterminges et ne peuvent tre traitées ultérisurement de maniére
incompatible avec Les finalités en guestion. La réutilisation de données obtenues dans le cadre dun projet urbanistique 2 des fins de campagne électorale
contrevient donc 3 ce principe de finalité et constitue une infraction au RGPD.

Kro: |Autorité de protection des données
(Benbrus)

Koro: Mmap o4HOro n3 MyHMLMNANUTETOB
Koraa: 2019.05

3a uTto: HapyweHwue cT. 5(1)(b) n 6 GDPR
Kak: wtpad €2,000

MpuunHa:  vcnonb3oBaHME  NEPCOHasbHbIX
AaHHbIX, MONYYEHHbIX B XOAEe WCMNOJIHEHMUA
OO/MKHOCTHbIX  00A3aHHOCTEN: Mepenucka ¢
3aABUTENAMM NOCPEACTBOM 3/IEKTPOHHOM MOYTbI
MCNONb30BaslaCb ANA  UX YBEAOMJIEHUS O
NPEeACTOALMX  MYHMUMNANbHbIX  BblOOpaXx.
Pasmep wrpada HebOo/bLIOM BBMAY
OrpaHMYEeHHOro 4mcna  "notepneBwux" U
manoro yuwepba ans npaB cybbEKTOB.

https://edpb.europa.eu/news/national-news/2019/first-belgian-gdpr-fine en
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LLitpad 3a HapyweHne NpUHLUMUNA «NPOEKTUpPyemas 3awmTa
AaHHbIX» (privacy by design)

Autoritatea Nationala de Supraveghere a Prelucrarii
Datelor cu Caracter Personal
ia Datelor

Data Protection  Protection des Donnees

Informatii generale

Home » Comunicat_amenda_Unicredit

Regqulament (UE)
2016/679 aplicabil din
25 mai 2018

Pliangeri
Plingeri RGPD

Procedura de solutionare

Operatori

Formulsr deciarare responsabi
cu protectia datelor

Notificare Bress RGPD
Notificare Bres3 [.506/2004

Informati plats amenda
persoane juridice

Informatii utile
intrehdri frecvente
Ghid intrebéri RGPD
Ghid orientativ RGPD
Leadturi utile

Stiri

08/07/2019
O noud amend$ in aplicarea
GDPR

04/07/2019
Prima amend? in aplicarea
RGPD

PRIMA AMENDA IN APLICAREA RGPD

Pe data de 27.06,201%, Autoritatea Nationald de Supraveghere a finalizat o investigatie la operatorul UNICREDIT BANK S.A.
5i a constatat ca acesta a incilcat prevederile art. 25 alin. (1) din Regulamentul (UE) 2016679 =l Pzrlzmentului Eurcpean si al
Consiliului din 27 aprilie 2016 privind protectia perscanelor fizice in cesa ce priveste prelucrarea datelor cu caracter personal si privind libera
circulstie 2 acestor date 5i de abrogare 3 Directivei 95/46/CE (Regulzmentul ganeral privind protectia datelor).

P | a fost
120.000 euro.

tional cu amendd in cuantum de 613.912 lei, echivalentul in euro al sumei de

Sandiunea a fost zplicatd UNICREDIT BANK S.A. ca urmare 2 neaplicirii mEsuriler tehnice 5i organizatorice adecvate, atét in momentul
stabilirii mijloacelor de prelucrars, c&t 5iin cel &l prelucréri in sine, destinate 55 pun in aplicare in mod sficient principile de proteciie 2
datelor, precum reducerea la minimum a datelor, 5i 52 integreze garantile necesare in cadrul prelucririi, pentru 2 indeplini cerint=le RGPD 51 2
proteja drepturile perscanelor vizate, Aceasta 2 condus |z dezvEluirea in documentels c2 contin detalille tranzaciilor 5 care sunt puse an-line
la disporitia clientilor beneficiari ai plifilor, a datelor privind CNP-ul 5i adresa plittorului (pentru stuatile in care plittorul efectua tranzactia
dintr-un cont deschis Iz o altz insttutie de credit - tranzadlii externe si depuneri lz casieriz), respectiv a datelor privind adresz plittorului
{pentru situatiile in care plittorul efectus tranzactia dintr-un cont deschis |z UNICREDIT BANK SA - tranzacti interns), pentru un numér de
337.042 persoane vizate, in pericada 25 mai 2018 - 10,12.2018,

Sandiunez a fost aplicati ca urmare 2 unei sesiziri 2 Autoritéfii Nafionzle de Supraveghere din dsta de 22,11.2018 prin care se semnalz
faptul c& datele privind CNP-ul 5 adresa persoanslor care efectuzu plafi ls UNICREDIT BANK S.A., prin intermediul tranzadfilor on-line, erau
dezvluite citre beneficiarul tranzactiel, prin formulzrele de exdras de cont/detsli,

Potrivit art. § alin, 1 lt. ¢} din REPD ("Principi legate de prelucrarez datelor cu caracter personal”), cperatorul zves cobligatiz de 2
prelucra date limitate |z cesa ce este necesar in raport cu scopurile in care sunt prelucrate datele,

in acelssi timp, consid | (78) din I precizeszd: "Protectiz drepturiler 5i libertitilor perscanelor fizice in czea ce priveste
prelucrarez datelor cu caracter personal necesitd adoptarea de mésuri tehnice i organizatorice corespunzitoars pentru a se asigura
indeplinirea cerintelor din prezentul regulament. Pentru 2 fiin mésur 55 demonstreze conformitatea cu prezentul regulament, operatorul ar
trebui 53 adopte politici interne 5i 53 pund in aplicare misuri care s3 respacts in special principiul proteciiei datelor incepénd cu momentul
conceperii 5i cel &l protectiei implicte a datelor, Astfel de msuri ar putes consts, printre sltele, in reducerez Iz minimum 2 prelucrérii dstelor
«cu caracter personal, pseudonimizarea acestor date cit mai curdnd posibil, transparenta in cess ce priveste fundiile 5 prelucrarea datelor cu
caracter personal, sbilitzrez perscansi vizste 53 monitorizezs prelucrarez datelor, abilitarss operstorului s& cresze elemente de sigurants si =&
le imbun&tafessca, Atunci cind elsboreszs, proiectesrs, selecteszd si utiizeszd aplicati, servici 5 produse care se bazesrd pe prelucrares
datelor cu caracter personal sau care prelucreszi date cu caracter personal pentru z-si indeplini rolul, preducitorii scestor produse §i
furnizorii acestor servicii 5i aplicatii ar trebui =& fie incurajati =8 2ibé in vedere dreptul Iz proteciiz datelor la momentul elsbaririi si proiectari
unor zstfel de produss, servici s aplicati 5i fingnd cont de stadiul actuzl 2l dezvoltirii, 55 s= asigure & operstorii si persoznele imputernicite
de operatori sunt in mésurd s& ¥ indeplineascd obligatiile referitoars |z protectia datelor, Principiul protectisi datelor incepénd cu momentul
conceperii 5i czl 2l protectiel implicite 2 datelor ar trebui s fie luste in considerare 5i in contesdul licitatilor publice,”

Biroul juridic 5i comunicare

ANSP.D.CP.

Kro: Autoritatea Nationala de Supraveghere
a Prelucrarii Datelor cu Caracter Persona
(PymbiHMS)

Koro: Unicredit Bank

Koraa: 2019.06

3a uTto: HapyLweHue cT. 25(1) GDPR
Kak: wrpad €130,000

MpuumnHa: 6aHK CNPOEKTUPOBAN CUCTEMY
nnaTexemn TaKMM obpasom, yTOo
NnepcoHasibHble AaHHble (MeCTo *KUTeNbCTBa
M JINYHbIA  HOMEp) COTeH  ThbicAY
NAaTeNbLUNKOB 6b1an PaCKpPbITbI
nonyyaTensm njaTe)a B HapylleHue
npuHUMNa MWUHUMM3ALNM AAHHbIX.
HapyweHne npousowso B pesynbrate
HenobpocoBeCcTHOM pPaboTbl UHXKEHEepOos,
CUCTEMHbIX apXMUTEKTOPOB,
CNPOEKTUPOBABLLUMX  CUCTEMY U He
MCKAIOYMBLUMX  BO3MOXKHOCTb  Nepeaayu
nonyyatensim nsbbITOYHbIX CBEAEHWIA.

https://www.dataprotection.ro/index.jsp?page=Comunicat Amenda Unicredit
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DATATILSYNET

Mgbelfirma indstillet til beade

Publiceret 11-06-2019
MNyhed

Datatilsynet har politianmeldt IDdesign A/S og indstillet
virksomheden til en bade pa 1,5 mio kr. for manglende sletning af
oplysninger om ca. 385.000 kunder.

| efterdret 2018 var Datatilsynet pa tilsynsbeseg hos |Ddesign, hvor der bl.a. blev set p3,
om virksomheden havde fastsat frister for sletning af kundernes oplysninger, og om
fristerne blev efterlevet.

Ingen slettefrister

Forud for tilsynsbesaget havde IDdesign sendt en oversigt over de systemer, som
virksomheden anvender til behandling af personoplysninger. IDdesign oplyste i den
forbindelse, at der i enkelte IDEmebler-butikker fortsat anvendes et aeldre system, som
ellers er erstattet af et nyere system i de andre butikker, og at der i det gamle system
behandles oplysninger om ca. 385.000 kunders navn, adresse, telefonnummer, e-mail
og kebshistorik. Under tilsynsbesaget oplyste IDdesign endvidere, at der ikke er fastsat
slettefrister i dette system, hvorfor personoplysninger i det gamle system aldrig er blevet
slettet.

Derfor indstilles der til bede

Det frermngar af databeskyttelsesforordningen, at personoplysninger skal opbevares, sa
det ikke er muligt at identificere de registrerede i et leengere tidsrum end det, derer
nedvendigt til de formal, hvortil de pdgasldende personoplysninger behandles.

Kro: Datatilsynet (daHus)

Koro: mebenbHasa komnaHus IDdesign A/S
Korpga: 2019.06

3a uto: HapyweHue cT. 5(1)(e) u 5(2) GDPR
Kak: wtpad €201,000

MpuumHa: 8 xoge nposegeHHoro 08.10.2018 ropa
ayguta 6bln BbliBNeH  GaKT  MCNONb30BaHUA
kKomnaHwuen IDdesign ERP-cuctem AX 2.5 n AX 2012,
ONA  KOTOpbIX He OblanM  onpegeneHbl  CPOKM
06paboTKM nepcoHanbHbIX AaHHbIX okono 385,000
kKnmeHtoB (PUO, agpec, Homep TenedoHa, agpec
3NEeKTPOHHOM  MNOYTbl W UCTOPMA  MOKYMOK)
mebenbHbIXx MarasmHoB IDE, a TaKxke He
OCYLLLeCTBASANOCH npeKkpaleHne 06paboTKK
nepcoHasbHbIX AaHHbIX KNMEHTOB nocne
OOCTUXKEHUA uenn ux obpabotkn. Kpome Toro, ans
cuctembl nogbopa nepcoHana YoungCRM u cuctemsl
ynpasneHna nepcoHanom Timetable He 6bian
OOKYMEHTUPOBAHDI npoueaypbl  YHUUYTOXEHMUA
NepcoHasbHbIX AAHHbIX.

https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2019/jun/tilsyn-med-iddesigns-behandling-af-personoplysninger/
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- EN | GESTION DES COOKIES

MEDIATHEQUE | GLOSSAIRE

| LEXIQUEFR-EN | BESCIMDAIDE | PRESSE |

CNIL

=
l'innovation, préserver les libertés individuelles

rotéger les données personn

MES DEMARCHES | THEMATIQUES | TECHNOLOGIES | TEXTES OFACIELS | LACNIL | Q)

UNIONTRAD COMPANY : 20 000 euros d’amende pour
videosurveillance excessive des salaries
18 juin 2019

La formation restreinte de la CNIL a prononcé une sanction de 20 000 euros d
Fencontre de la société UNIONTRAD COMPANY pour avoir mis en place un
dispositif de vidéosurveillance qui placait ses salariés sous surveillance constante.
Elle a également prononcé une injonction afin que la société prenne des mesures
pour assurer la tracabilité des accés d la messagerie professionnelle partagée.

La société UNIONTEAD COMPANY est une trés petite entreprise (TPE) composée de neof salariés et spécializée
dans la traduction.

Entre 2013 et 2047, la CWIL a regu des plaintes de plusieurs salariés de la société qui étaient filmés a leur poste
de travail. Elle a, 4 deux reprises, alerté la société sur les régles & respecter lors de I'installation de cameéras sur le
lien de travail, en particulier, qu'il ne fallait pas filmer en continn les salariés et qu'une information sur la
présence de caméras devait leur étre donnée.
Un contrile a été mené dans les locanx de la société en février 2018. I a permis de constater que :

» la caméra présente dans le burean des six traduetenrs les filmait 4 lenr poste de travail sans interraption

+ ancone information satisfaisants n'avait été délivrés anx salariés ;

» las postes informatiques n&taient pas séeurisés par nun mot de passe et las traductenrs accédaient i une messagerie

professionnells partagée avec un mot de passe unigne.

En juillet 2018, la Présidente de la CNIL a mis en demeure la société de se mettre en conformité & la loi
Informatique et Libertés, en lui demandant de :

Kro: Commission nationale de l'informatique
et des libertés (PpaHuus)

Koro: Uniontrad
Korga: 2019.06

3a uto: HapyweHue cT. 5(1)(c), 12, 13, 32
GDPR

Kak: wtpad €20,000 + no €200 3a KaxAapli
AEHb 33a4ePXKKN B UCMONHEHUM NpeanmcaHns

MpuumnHa: HenpaBoMepHOE MCMNO/b30BaHUE
CUCTEMDI BUAeOHabnoaeHus, KoTopas
NOCTOAHHO KOHTPO/NMPOBasa COTPYAHUKOB.
Ao storo CNIL pgBaxkabl npegynpexaana
KOMNaHUIO O TOM, YTO COTPYAHUKM He
JOJ/IKHblI  ObITb  MOCTOAHHbIMM  06beKTamm
BUAEOCBEMKM WM UYTO UM [JOJ/IKHA ObiTb

npeaocTaB/ieHa ncyepnbiBatoLLan
nHpopmauma o PyHKUMOHanNe wu uenax
MCNONb30BaHUA BHYTPEHHEWN CUCTEMDI
BUAeOHabaoaeHus.

https://www.cnil.fr/fr/uniontrad-company-20-000-euros-damende-pour-videosurveillance-excessive-des-salaries
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Searchjobs | @ Signin O, Search v Th International edition v Kro: Information Commissioner’s Office
Gual‘dlan (BennkobpuTaHua)
Koro: British Airways
Cultur Lifi ! More v
& S OEe Koraa: 2019.07
BA faces £183m fine over passenger data 3a uTo: HapyweHve cT. 32 GDPR
breach
ICO says personal data of 500,000 customers was stolen from Kak: u.|Tpad) €204 ) 600 ,000
website and mobile app
MpuunHa: HenpuHATME Hagnexawmx Mep 3aluThbl
- nepcoHanbHbIX AaHHbIXx 500,000 KnueHTOB, A0OCTYyN K
| : KOTOPbIM MONYYUAM 3/10YMbILLNEHHUKXU MOCne B3n0Ma
\ \\ ! KOoprnopaTUBHOro Beb-cainta 1 MobBUNBLHOIO NPUNOKEHMUA
1 LEe — British Airways B wuioHe 2018 ropa. Pasmep wTtpada
o o o STV BEBN. coctasnset 1,5% rogosoro o6opoTa British Airways B8 11,6

BRITISH AIRWAYS

Y ) Mmnpa, GyHTOB cTepnHros 3a 2018 rog.

Nocnepcteua: Hight Court UK B okTabpe 2019 r. ogobpun
noaayy rpynnoBOro MCKa KAMEHTOB, MOCTPagaBLUMX OT
YTEeYKM AaHHbIX, NpoTuB British Airways. Y cybbektos 15

e L e MEeCALUEB Ha TO, 4TOObl NPUCOEAMHUTLCA K WCKY W
British Airways is to be fined more than £183m by the Information peannsoBatb CBOE NpPaBO Ha KOMMNEHCAUUKO 34
Commissioner’s Office after hackers stole the personal data of half a million ﬂpM‘-IMHéHHbIVI yl.l.l,ep6 cornacHo c1.82 GDPR.

of the airline’s customers.

The ICO said its extensive investigation found that the incident involved
customer details including login, payment card, name, address and travel
booking information being harvested after being diverted to a fraudulent
website.

https://www.theguardian.com/business/2019/jul/08/ba-fine-customer-data-breach-british-airways
https://www.itgovernance.co.uk/blog/british-airways-data-breach-class-action-lawsuit-approved
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Kro: Information Commissioner’s Office

The UK’s independent authority set up to uphold information ( Bennkob PUTaHUNA )
rights in the public interest, promoting openness by public

bodies and data privacy for individuals.

ico.

Information Commissloner's Office

Koro: Marriott International, Inc
Korga: 2019.07

Home  Your data matters For organisations  Make a complaint  Action we've taken

3a uto: HapyweHue cT. 32 GDPR
Kak: wtpad €110,390,200

About the ICO / News and events / News and blogs /

Statement: Intention to fine Marriott
International, Inc more than £99 million
under GDPR for data breach

MpuumHa: npousoweawana 8 2018 rogy yrteuyka
NepcoHaNbHbIX OAHHDbIX, coAepaLlmxca
npumepHO B 339 MUAIMOHAX TOCTEBbIX 3aNUCEN
BCEMY MMUpPY, U3 KOTOpbix oKosno 30
MWUIIMOHOB OTHOCATCA K Xutenam 31 cTpaHbl B
EC/EACT, BKAo4aa 7 MUANMOHOB KUTenewn
BennkobputaHum. MNpepnonaraetcs, yTOo
YA3BMMOCTb BO3HUKNA B 2014 roay B cucteme
6poHupoBaHuA rpynnbl otenen Starwood. B

Date 09 July 2019 no

Type Statement

Securities and Exchange Commission that the Information Commissioner's
Office (ICO) intends to fine it for breaches of data protection law.

Following an extensive investigation the ICO has issued a notice of its intention to fine
Marriott International £99,200,396 for infringements of the General Data Protection

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/statement-intention-to-fine-marriott-international-inc-more-than-

Regulation (GDPR).

The proposed fine relates to a cyber incident which was notified to the ICO by Marriott
in November 2018. A variety of personal data contained in approximately 339 million
guest records globally were exposed by the incident, of which around 30 million
related to residents of 31 countries in the European Economic Area (EEA). Seven
million related to UK residents.

It is believed the vulnerability began when the systems of the Starwood hotels group
were compromised in 2014. Marriott subsequently acquired Starwood in 2016, but the
exposure of customer information was not discovered until 2018. The ICO’s
investigation found that Marriott failed to undertake sufficient due diligence when it
bought Starwood and should also have done more to secure its systems.

2016 roay Marriott npnobpena Starwood, HO
yA3BMMOCTb He Oblna obHapyXeHa BMIOTb A0
2018 ropga. PaccnepgosaHue ICO nokasano, 4to
Marriott He yganocb NPOBECTU HaL/eXKallyto
npoBepKy WHPoOpMaLMOHHOM Be3omnacHOCTU
cuctem Starwood ¢ TOYKM 3peHunsa obecneyeHus
3aLWMTbl NEPCOHANbHbIX AAHHbIX.

99-million-under-gdpr-for-data-breach/



https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/statement-intention-to-fine-marriott-international-inc-more-than-99-million-under-gdpr-for-data-breach/

269 LLtpa¢d 3a HeobecneueHme 3aWUTbI NEPCOHANbHbIX AaHHbIX
TB-38e3Aapbl

Kro: Autoriteit Persoonsgegevens (Huaepnangpbi)

AUTORITEIT Koro: Haga Hospital
PERSOONSGEGEVENS Koraa: 2019.07

Home Actues| Over privacy ~ Onderwerpen - Zelfdoen ~ 3a uro: HapyweHune CT. 251 32 GDPR

Kak: wrpad €460,000

Infovoor FG's
an‘-IVlHa: Obln BblABAEH (I)aKT HenpaBomepHOro

Haga be boet VOOr A0CTyNa COTPYAHWUKOB FOCANUTaNA K NEPCOHANbHbIM

JAHHbIM  MecTHOM  TB-3Be3abl, ABAAKOLWLMIACS

onvoldoende interne aLMEHTOM rocnuTans.

MpepnucaHue: rocnutanb B cpok ao 02.10.2019

beVEI | Igi ng ) o6§3aH npeanpuHATL  BCe  Heobxoammble
patiéntendossiers peliCToNA A ynydwennA  cucTemsi  saupTs

NepCoOHaNbHbIX AaHHbIX. B NnpoTMBHOM cny4vae, 3a
Kakable ABe Heaenn NpoCcpoYkM rocnutanb byger
owTpadoBaH Ha pgononHutenbHole €100,000.
MaKCUMManbHbIM pasmep TaKoro AONOJAHUTENIbHOTO

Het HagaZiekenhuis heeft de interne beveiliging van patiéntendossiers LUTpad)a MOXeT cocTasuTb A0 € 300,000.

niet op orde. Dit blijkt uit onderzoek van de Autoriteit Persoonsgegevens
(AP). Dit onderzoek volgde toen blesk dat tientallen medewerkers van het
ziekenhuis onnodig het medisch dossier van een bekende Nederlander
hadden ingezien. De AP legt het HagaZiekenhuis voor de onvoldoende

beveiliging een boete op van 460.000 euro.

https://autoriteitpersoonsgegevens.nl/nl/nieuws/haga-beboet-voor-onvoldoende-interne-beveiliging-patiéntendossiers



https://autoriteitpersoonsgegevens.nl/nl/nieuws/haga-beboet-voor-onvoldoende-interne-beveiliging-patiëntendossiers
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LLitpad 3a HeobecneueHUe 3aLMUTbI NEPCOHA/IbHBIX AaHHbIX 6

PEMYEANKA EEATAPUA

Hausano

Monezxa nudopHauma
[LTBHOCTHO AMLLE NO
38WMTE HA LAHHWTE
MNopaesane ua xanbuu
carnann

Mexpaysaponso
chTpyARRuecTEO

Wenrencko
npocrpascreo

APAKTUHMECKW BBNPOCH
HA 3ALMTATA HA
NNYHUTE DAHHU an.q_.]
25 MAW 2018 T &

MucrryumaTa

Hacown Mpaskmka

G272 % UmQEPH AL 23 RIERFLERS NECEEERS £ HALNTRENNETE SrERLRn T8 CRINEATE

WHpopMauma 3a U3BbpLIEHa NpoBepKa B HauWoHanHaTta
areHumMs sa npuxoguTe

B x0aa HZ MIELPWEWE B CPOK OT EAWH MECEL NpoEepka Ha HauwonanWata
areHuns 23 npuxogute [HAM) & yCTaHoseHo, Y& NPH 0CEILECTEABIHE Ha AERHOCTTA CH,
SrEHUNSTE, B KSYECTEOTO W H3 BAMWHHCTPETOP HE MMY4HH OEHHM, HE & NPHAOKHNE
NOAXOAALLN TEXHWHECKH W OPTaHHIZLNOHHW MEPKH, B PESYNTAT H3 KOSTO & OCELLSCTESH
HEOTOPWIMPEH AOCTEN, HEPASPEILEHD DAZKPHEEHE W PAZNPOCTPEHEHWE WA ClSaMWTE
|aTErOpMA AMYHM AaHHK Ha HIMYECKM Auua: wMmeda, ETH w agpecw Ha Guarapck
rpaxaani, TenedoHn, ENEKTPOHHN BAPECH W ApYra MHOPMELNS 22 KOHTEKT, A3HHW OT
rOAMWHA A3HEYHH ASKNAPAUNAK H3 BHIAYSCKH NALE, A3HHA 0T CNPAEKMTE 23 MINN3TEHH
noxogn Ka  chusmseckm 0T OCHIYPHTENHK
3APABHOOCHIYPHTENHA BHOCKH (HO HE W 23 MEAWUMHCKH CTaTyC wau wHdopMauna 23
IREKASHHTE], AEMHA 33 HEAASHW AKTORE 33 AAMMHNCTPATHEHA HAPYWSHAR,
A3HHM 33 WIELPLUSHH NAAWZHWA H3 A3HEUH W OCHIYDHTENHW 23ZLAKEHMS Npes
JErarapckn noww” Al KaKTC M AaHMW 33 nowckad u EnzcTawcsed AAC, nnaTed &

wywBHHE,

AMUE,  AaHHK ASKNIPELAK, ASHHM 33

nEsEHnE Ha

YCTEHOEEHO & 48 E HENPAEOMEPHO QOCTEMEHATA W PASNPOCTPAHEHE B HHTERHET

NpOCTpaHCTEOTO MHAIOPMALKS CE CuALPHET AM4HM AaWHM Ha ofwe 6 074 140

WIMHECKN MNLA, KoeTo Biniovea 4 104 786 xnen duzuseckn nuua, Bearapcan w syxam
rpamaaHi, 4 1 959 598 nounHann BUIMLECKH AULA.

C Pewenwe o7 23.08.201%9 r. K3NA wznane Paznopexaanns Wz HAMN Wz
ocHomanme un. 58, § 2, Gykes . sws spuaka c un. 57, § 1, Gywsa ,a’ n un. 83, § 2,
BYKEM o3 .B% o «2° W %" oT Pernament (EC) 2016/679 2a npeanpHeMaHe Ha
NOAXOAALUN TEXHAMECKH W OPT3HMIALMOHHM MEPKH B KOHTEKCTa HE ASACTEAWOTO
33KOHOAATENCTEO 33 Z3LUNTA HA NTHYHHTE DAHHW, KATO HANP.:

© MEPKM C LS NoBMWaEE3HE z3wwTata npu ofpaBoTka W3 AMMHM d3HHA B
NPHNOKEHHA 38 ENEKTPOHHM YCNYTH KEM IPEKAGHHTE;

© WIELPWEIHE H3 ZHATNI HI PUCK3 HZ CWCTEMUTE N ONEPaLMATE no
ofpafioTaaneto, EkmosESLA WIrOTEEWW npEsWna W hyHKLMOWHR
pafoTa Ha BcAKa MHGOPMALIMOHHE CHCTEME:

* MZELPWEAHE HE OLIEHKE HE EL3ASACTENETO NPH MASHTHEHUNDEH ~BHCOK pHCK”
33 BCAKE BAHA CHCTEMA W NPEANPHETHTE MEPKH;

\ MZELpUEAHE H3 DLEHKA Ha BR3ASACTENETO NPH MLPEOHaYanHD
HOBW MHPOPMILMOHHN CACTEMH W NPHAOKEHNS,

ageaweHns 33

CTapTHpaHE Ha

CPOKET 33 MENEAHEHNS W3 PI3NOPEWAIHNATE & WSCTMECENSH, CHNTIHO OT AaTaTa
HE NONYYEEAHETO MM,

Ha Z28.08.2013 r, ua ocHosanume wn. 87, an. 3 07 3aK0H3 2a 33LMTa HE AMIHNTE
aannum, Bewuncnae Kapaawoe - peacenaren Ha KOMWCWATE 33 323WMTE H3 AMA4HHTE
nawn, wznage Hakasarenwo noct wa HAM 3a wapy wa wn. 32, § 1,
Gykaa ,6° o Pernament (EC) 2016/679, € 0rMed OCHILECTEEH HEOTOPHINAAH AOCTEN,
HEPAZPELLEHD PIZKPHEAHE W PAZNPOCTPEHEHHE HA NMAHWTE AGHHA Ha BUIMYECKW NHLE OT
uHdopMaunoHHnTe BazH A3HHW, NOASELPKEHM OT areHUMATa, PEIMEpTT Ha HanoKeHaTa
canxuma e 5 100 000 neea.

Nonwmaka 2a
noBepHTENHOCT

Foawwnm oT4eTH

[ —
[e——

Ha KynyBaua

Aammsncrpamenc
obcnymaane

(-

Coobwenun
MHpopMaLMOHHE KaMnaHua
Mo wanbn

Kapnepn

Teprose

Kanexnap na cofimruara

ApxHE
Crbuna

®oto ranepus
Kondepenuna 2015
Koniypc 3a aeua

Hapeaba N¢ 1 oT 30 anyapn
2013 — oTMEHEHE, CHMTAHO
oT 25.05.2018

BRNpocH No NPHNOKEHKETD
Ha 33/1/1 - 3pxHE KM
24.05.2018

BenpocH, CERpIaHN ©
npoeswaansTa Ha usfopu -
apxue KeM 24,.05.2018

Kro: Komucma 3a 3awmta Ha JIMMHUTE [O3HHWU
(Bonrapwus)

Koro: AreHTCTBO MO HAUMOHAJIbHbIM [0X04aM
(HaumoHanHata areHums 3a npuxogute - HAM)

Korga: 2019.08
3a uTto: HapyLweHwue cT. 32(1)(b) GDPR
Kak: wtpad €2,606,780

MpuunHa: KOHTpoO/NEp He MNPUHAN HagnexKalmx
TEXHUYECKUX N OPraHM3aLMOHHbIX Mep Mo 3aLLuTe
NepcoHasbHbIX  AaHHbIX,  BblpasuBlieecs B
HeaBTOPM30BaHHOM Aoctyne,
HEeCaHKLMOHNUPOBAHHOM PacKpbITUK 7z
PacnNpoCTpaHeHnm NepCcoHasbHbIX AaHHbIX
6,074,140 nuuy (4,104,786 xwuBblx, 1,959.598
YMepLUMX).

NMpepnucaHue: B TeuyeHue 6 mecALEB YCUAUTb
3aLLNTY NepPCOHaNbHbIX AAaHHbIX NPU X 06paboTke
B NPUIOKEHUAX IIEKTPOHHbIX YCAYT ANA TPAXKAAH,
BbINONHWUTb AHA/IN3 PUCKOB CUCTEM W ONepaLnii
06paboTKM, NPOBECTU OLEHKY BO3AENCTBUA Npu
BbIABIEHHOM «BbICOKOM pPUCKeE» [ANA KaxK4oM
CUCTEMbI M MPUHATb MEpPbI, BbINONHATL OLEHKY
BO34ENCTBUA nepes NepBUYHbIM 3aMyCKOM HOBbIX
MHOOPMALIMOHHBIX CUCTEM U NMPUIONKEHUA.

https://www.cpdp.bg/index.php?p=news view&aid=1519



https://www.cpdp.bg/index.php?p=news_view&aid=1519

LUtpad 3a 06paboTky 6uomeTpuUyeCcKnx NnepcoHaNbHbIX
AAHHbIX HECOBEPLUEHHONETHUX
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Kro: Datainspektionen (LLUBeuus)

Koro: wkona B ropoae Ckennedpreo

Datainspektionen

AKTUELLT VAGLEDNINGAR LAGAR OCH REGLER UTBILDNINGAR OCH KONFERENSER

Stat =P Nyheter =P  Sanktionsavgift far ansiktsigenkanning i skola

Publicerad 2019-08-21

Sanktionsavgift for
ansiktsigenkanning i skola

Datainspektionen utfdrdar en sanktionsavgift pd 200 ooo kronor fér en skola
som pd prov har anvdnt ansiktsigenkdnning via kamera for att registrera
elevers ndrvaro.

For férsta gingen utfirdar nu Datainspektionen en sanktionsavgift mot en aktér som har
brutit mot reglerna i dataskyddsforordningen, GDPR.

En gymnasieskola i Skellefted har pa prov anvint ansiktsigenkinning via kamera fr att
registrera elevers nirvaro pa lektionerna. Férsoket har pagatt under tre veckor och berért 22
elever. Datainspektionen har granskat anvindningen och konstaterar att gymnasienamnden i

Skellefted har hanterat kinsliga personuppgifter i strid med dataskyddsforordningen.

- Gymnasienamnden i Skellefted har dvertratt flera av bestammelserna i
dataskyddsforordningen pa ett sitt som gér att vi nu utfirdar en sanktionsavgift, siger Lena

Lindgren Schelin, generaldirektor for Datainspektionen.

Sanktionsavgiften ar 200 ooo kronor. Avgiftens storlek paverkas bland annat av att det ar
fragan om en myndighet och att det handlar om ett forsék under en begrinsad period.
Myndigheter kan maximalt fi tio miljoner kronor i sanktionsavgift.

Korpa: 2019.08
3a uTto: HapyweHue cT. 5(1)(c), 9, 35, 36 GDPR
Kak: wtpad €18,630

MpuunHa: KOHTpo/Nep UCNO/Ab30Ban CUCTEMY
pacnosHaBaHUA nuL (B TECTOBOM peXMMe) ANns
MOHUTOPMHIA  MOCELWAEMOCTN  3aHATUN U
obpabatbiBan HBUOMETpPUYECKME MNEPCOHasbHblEe
AaHHble C cornacua  cybbeKktoB. Perynatop
perynatop C4Y4én, 4YT1o: ANA  MOHMUTOPMHrA
NoceLaemocTM MNPUMEHEHNE TaKUX TEXHOJIOTUM
ABnAeTcA M3bbITOYHbIM; corlacMAa Ha 06paboTKy
6MOMETPUYECKUX AaHHbIX MOMU ObITb AaHbl He
A0B6poBONLHO (TaK KaK Y4YEHWUKM 3aBUCAT OT
yyebHOro 3aBegeHWs), a WHble MpaBoOBble
OCHOBAHMA He NPUMEHMMbI; He BblI0 NpoBeAeHO
DPIA, X0TA npouecc OTHOCMKACA K
BbICOKOPUCKOBAHHbIM (06paboTKa nepcoHanbHbIX
AAHHbIX HECOBEPLUEHHONETHUX, WMCNONb30BaHUE
HOBbIX TeXHo/orMn, obpaboTka BUOMETPUYECKUX
NepCOHaNbHbIX AaHHbIX).

https://www.datainspektionen.se/nyheter/sanktionsavgift-for-ansiktsigenkanning-i-skola/
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LLtpad 3a nonyyeHme cornacum y paboTHMKOB 1 3a
HapyweHue NpUHLMUNa «npo3padyHocTu» (transparency)

g
e

!

SUMMARY OF HELLEMIC DPA’S DECISION MO 26/2019

The Hellenic Data Protection Authority, in response to a complaint,
conducted an ex officio investigation of the lawfulness of the processing of personal
data of the data subjects — employees working at ‘PRICEWATERHOUSECOOPERS
BUSINESS SOLUTIONS LIMITED LIABILITY BUSINESS AND ACCOUNTING SERVICE
PROVIDER SA' trading as ‘PRICEWATERHOUSECOOPERS BUSINESS SOLUTIONS SA'
{PWC BS). According to the above complaint the employees were required to
provide consent to the processing of their personal data.

The DPA decided that in order for personal data to be processed lawfully, i.e.
im compliance with the requirements of the General Data Protection Regulation
(GDPR) Mo 679/2016, all the conditions with regard to the application of and
compliance with the principles set out in Article 5{1) of the GDPR should be met.

The identification and choice of the appropriate legal basis under Article 6{1)
of the GDPR is closely related both with the principle of fair and transparent
processing and the principle of purpose limitation, and the controller must not only
choose the appropriate legal basis before initiating the processing -documenting this
choice internally in accordance with the principle of accountability-, but also inform
the data subject about its use under Articles 13(1)(c) and 14{1){c) of the GDPR, as the
choice of each legal basis has a legal effect on the application of the rights of data
subjects.

The principle of accountability constitutes the core of the compliance model
adopted by the GDPR. Under this principle, the controller should implement the
necessary measures to comply with the principles set out in Article 5{1) of the GDPR
and demonstrate their effectiveness, without the DPA having to submit individual —
specific questions and reguests to assess compliance while exercising its
investigative powers.

It should be noted that, due to the fact that this is the initial period of the
GDPR’s application, the Hellenic DPA submits spedfic questions and requests, while
exercising its investigative powers in order to facilitate the documentation of
accountability by controllers.

The principles of lawful, fair and transparent processing of personal data
pursuant to Article 5(1){a) of the GDPR reguire that consent be used as the legal
basis in accordance with Article 6{1) of the GDPR only where the other legal bases do
not apply so that once the initial choice has been made it is impossible to swap to a
different legal basis. In case the data subject withdraws his or her consent, it is not
allowed to carry on the processing of personal data under 2 different legal basis.
Where the legal basis of consent is properly applied, in the sense that no other legal

Kifissias Aw. 1-3, 11523 Athens, Greece. Tek +30210 S475600, contactSdea.

Kro: Apxng Tpootacioag Asdouévwv  lNpoowrikov
Xapaktipa (Mpeuwns)

Koro: PricewaterhouseCoopers Business Solutions S.A.
Korga: 2019.08

3a uto: HapyweHue cT. 5(1)(a)(b)(c), 5(2), 6(1)(a), 13(1)(c) n
14(1)(c) GDPR

Kak: wrpa¢ €150,000

MNpuunHa: PWC BS nonyyana cornacMe Ha 06paboTky
NepCcoHa/bHbIX AaHHbIX Y PabOTHUKOB, KOTOPOE B TPYAOBbIX
NPAaBOOTHOLWEHMAX HE MOXEeT paccMaTpmMBaTbCA  Kak
cBOOOAHO [JAaHHOe mu3-3a ABHOro AucbanaHca Mmexay
CTOPOHamMM. B KOHTEKCcTe TPyAoBbIX OTHOLWEHUA BbIOOpP
cornacusa B KayecTBe NpPaBOBOro oCHoBaHMA AnsA 0b6paboTkm
MepPCOHaNbHbIX AaHHbIX HeymMecTeH, TaK KakK Takas
ob6paboTka HeobxogMma p[NA  MUCNONHEHUA  TPYAOBbLIX
A0roBopoB, cobA0AEHUA KOMNaHNEN BO3NOXKEHHbIX HA Hee
ob6A3aHHOCTEM co CTOPOHDI AENCTBYHOLLEro
3aKOHOZATeNbCTBA, a TaKXe [ANAa BefeHMA KOoMNaHuewn
becnepeboitHol 1 apdeKkTnBHOM paboTbl, KOTOpaA ABAAETCA
ee 3aKOHHbIM nHTepecom. Kpome Toro, PWC BS co3gana y
COTPYAHMKOB NOXHOE BMevat/ieHne, YTo oHa obpabaTbiBaeT
MX MepCOoHaNbHble JaHHble HA 33aKOHHOM OCHOBAHWUM
corfacua, Xota gnA Takon 06paboTkm y KomnaHum Hbiam
MHble 3aKOHHblE OCHOBAHMA.

http://www.dpa.gr/pls/portal/url/ITEM/8EE3F6C3205752BAEOQ50A8C07E241771



http://www.dpa.gr/pls/portal/url/ITEM/8EE3F6C3205752BAE050A8C07E241771

LLtpad 3a HeHagnexauwee obecneyeHune 3aWmuTbI
nepcoHanbHbIX AAHHbIX
Kro: Urzad Ochrony Danych Osobowych

Urzad
Ochrony Whpisz fraze ktorej szukasz
Danych
Osobowych ( I_I Oﬂ b LLI a )

Infolinia Urzedu 606-9250-000
Koro: Morele.net

Prezes i Urzad Prawo Edukacja Wspdtpraca Pora K 2019 09
orpa: .
» Aktualnosd 3a yTo: HapyweHue cT. 5, 32 GDPR
Kara za niewystarczajgce zabezpieczenia organizacyjne i techniczne KaK: LIJTpa(I) €645,000
Prezes Urzedu Ochrony Danych Osobowych (Prezes UODO) natozyt na spétke
Morele.net kare w wysokosci ponad 2,8 min zt. ’ - an-WIHa: BHe,ﬂ.péHHb|e KOMHaHMEI‘/‘I Mepb'
Zastosowane przez spétke srodki organizacyjne i techniczne ochrony danych Q 7 >
osobowych nie byty odpowiednie do istniejacego ryzyka zwiagzanego z ich ,{ -— ‘-‘/ o 34 LL"MTbI HE nokK p bIBan BCe p UCKN
prze?twarzaniem, przez co dane okoto 2 mlfw 200 tys. oséb dostafy. sie O/ > n Hd)O pma L||V|OH Hol‘}" 6e3OI'IaCHOCTM,
w niepowotane rece. Zabrakto odpowiednich procedur reagowania na wypadek %‘ o
pojawiania si¢ nietypowego ruchu w sieci - uznat Prezes UODO. ol _7; - y4 CBA3aHHbIE C 06 pa 6OTKO n ne pCO HaJ1bHbIX
Naktadajac kare, organ nadzorczy stwierdzit, ze naruszenie, do jakiego doszto OL ¢ 1 .u'a HHbIX ( Han p nme p’ OTCyTCTBO Baaun
w tej sprawie, miato znaczng wage i powazny charakter oraz dotyczyto duzej
skali oséb. W swojej decyzji organ nadzoru wskazat réwniez, ze w wyniku n pO Ll.e.ﬂ,yp bl pea % po BaHMA HA H e06 bly HyIO
naruszenia powstato wysokie ryzyko negatywnych skutkéw dla oséb, ktérych dane dostaty sie w niepowotane rece, ceTe By|_0 aKTUBH OCTb), yTo 6 bIIO N p NYMNHO l‘-;‘

jak np. tzw. kradziez tozsamosci.

YTEYKHU ceayoLumnx AaHHbIX 35,000
cybbeKkToB: uma, damnnuna, Homep TenedoHa,
9/IeKTPOHHAA nouyTa, ajgpec p[ocrtasku, ID
HOMep, AOX0A4 U TA,.

https://edpb.europa.eu/news/national-news/2019/polish-dpa-imposes-eu645000-fine-insufficient-organisational-and-technical en
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Ltpad 3a HapyweHne NpUMHUMNa «KNPOeKTUpyemasn 3awmra

AaHHbIX» (privacy by design)

HOME ABOUT EDPB NEWS OUR WORK & TOOLS

edpb

National News

Administrative fines imposed on a telephone service provider

A leoh

ative fines i dona

service provider

(1) Imposition of a fine for breach of the principle of accuracy and data protection by design when keeping personal data of subscribers

The Hellenic DPA has received complaints from telephone subscribers of the Hellenic Telecommunications Organization (“OTE”) who, although
registered in the OTE's do-not-call register (according to Article 11 of Law 3471/2006), they received unsolicited calls from third companies for the
promeotion of products and services.

The investigation of the case showed that those subscribers had submitted a portability request for the transfer of their subscription to another provider.
As a conseguence, OTE deleted their entries from the do-not-call register. However, when those subscribers cancelled their portability request, there
‘was no proper procedure to cancel their removal from the register. Subscribers were listed as registrants in the internal system of the provider's
customer service, but their telephone numbers were not included in the register sent by OTE to the advertisers, as the two systems, due to the error in
their interconnection, did not have the same content.

The Authority found that this incident affected a large number of individual subscribers, as there was an infringement of Article 25 (data protection by
design) and Article 5 (1) (c) (principle of accuracy) of the General Data Protection Regulation (GDPR). It therefore imposed an administrative fine of EUR
200.000 on the basis of the criteria laid dewn in Article 83 (2) of the Regulation.

Decision vailable in Greek on “Decisions"

(2) Imposition of a fine for failure to satisfy the right to object and the principle of data protection by design when keeping personal data of
subscribers

The Hellenic DPA has received complaints from the recipients of advertising messages from OTE concerning their lack of ability to unsubscribe from the
list of recipients of advertising messages. In the course of the examination of the complaints it emerged that from 2013 onwards, due to a technical
error, the removal from the lists of recipients of advertising messages did not operate for those recipients who used the “unsubscribe” link. OTE did not
have the appropriate organisational measure, i.e. a defined procedure by which it could detect that the data subject’s right to object could not be
satisfied.

Subsequently, OTE removed around 8.000 persons from the add| of the whao had fully d to withdraw from 2013
onwards. The Autherity has found an infringement of the right to object to the processing for direct marketing purposes (Article 21 (3) of the GDPR) as
well as Article 25 (data protection by design) of the GDPR and imposed an administrative fine of EUR 200.000 on the basis of the criteria of Article 83 (2)
of the Regulation.

Decision 34/2018 s ovailoble in Grazk on wwawdpa.gr "Decisions”
Communications Department

For further information, please contact the Greek SA directly: contact@dpa.gr

Kro: Apxng MNpootaociag Aebopévwv MNpoowrikou
Xapaktipa (Mpeums)

Koro: Hellenic Telecommunications Organization (OTE)
Korga: 2019.10

3a uTto: HapyweHwue cT. 5(1)(c), 21(3), 25 GDPR

Kak: wrpad €400,000

MpuunHa: KAneHTbl Npeyeckon TenedoHHOM KoMNaHUK
NOJly4ann pPeKNlaMHble PacCbiikn 6e3 BO3MOXKHOCTH
OTNUCKKU. TaKKe KaneHTbl M3 do-not-call register
No/sly4yan  peKNamHble  3BOHKM OT  CTOPOHHUX
KOMMaHMWN.

https://edpb.europa.eu/news/national-news/2019/administrative-fines-imposed-telephone-service-provider en
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275 He Tonbko 6onblioi wWtpad, HO U KOMNeHcauua cybbeKTy

dnk Kro: Osterreichische Datenschutzbehérde
e(. D J H HOME ABOUT EDPE MNEWS OUR WORK & TOOLS
(ABcTpuA)
e Koro: Osterreichische Post AG (Mouta AscTpun)
Administrative criminal proceedings of the Austrian data Koraga: 2019.10
protection authority against Osterreichische Post AG (Austrian
Postal Service) 3a yto: HapyweHue cT. 6, 9 GDPR
Kak: wrpad €18,000,000
The :i....nrian datz pro:e:L':J!'n autherity (DPA)} imposed an administrative fing of 18 million euros on Gstarreichische Post AG (GPAC) after conducting
e oottt e MpuumnHa: MNouTta Mcnonb3oBana agpec U Bo3pact
After carrying out an orzl hearing, the Austrian DPA conzidered it establizhad on the basis of the evidence that OPAG had violated the GDPR by processing
personzl datz on the alleged political ffinity of affected dats subjects.
In a.::i:ion.anomerv':la_t':.n was determined due to the further processing of data on package frequency and the frequency of relocations for the purpose Cy6-be KTOB p'nﬂ O n pepien e H Mﬂ n p VI H aﬂ,HE)'KHOCTM K
e Aty s aneseovens bye S » e MNO/IMTUYECKUM napTmam, a nosly4YeHHble
hese v Ol.E:!OI'IE a‘f "15 CDPR were committed unlawfully and culpably, which is why the sbove-mentioned administrative fine iz appropriate to prevent
prerersmervsiasens npegnonaraemble AaHHble MpoAaBasia TPeTbUM

The penalty is not final, 22 it can be challenged before the Federzl Administrative Court within four wesks after the delvery of the penalty notice.

auam. TakKe noyta € Uenbld  MapKeTuHra
aHa/M3MPOBasa YacToTy Nepees3noB CyObEKTOB.

NocneactBua: ABCTPUNCKUN cya, ob6sa3an
Osterreichische Post AG BbiNAaTUTb KAUEHTY
KomneHcauuto B €800 (nckoBoe TpeboBaHMe HbIN0
€2,500) 3a NpUYMHEHHbIN ywepb emy cornacHo
cT.82 GDPR no npuUynHe 06paboTKM
NepCoHaNbHbIX  AaHHbIX 6e3  Haanexauero
NPaBOBOro OCHOBaHMS.

https://edpb.europa.eu/news/national-news/2019/administrative-criminal-proceedings-austrian-data-protection-authority en
https://www.linkedin.com/pulse/eur-800-non-material-damages-under-art-82-gdpr-court-schweiger/
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Noi amenzi in aplicarea RGPD

Autoritatea Nationald de Supraveghere a finalizat in data de 01.10.2019 doud investigatii la operatorii Raiffeisen Bank S.A. si Vreau
Credit S.R.L. constatdnd urmatoarele:

’J“H S
PDCP

+ Raiffeisen Bank S.A. a incdlcat prevederile art. 32 alin. (4) coroborat cu art. 32 alin. (1) si alin. (2) din RGPD, ceea ce a
condus fa aplicarea unei amenzi contraventionale in cuantum de 150.000 Euro

« Vreau Credit S.R.L. a incilcat prevederile art. 32 alin. (4) coroborat cu art. 32 alin. (1) si alin. (2) din RGPD, precum si ale
art. 33 alin. (1) din RGPD, ceea ce a condus  aplicarea unei amenzi contraventionale in cuantum de 20.000 Euro.

EQM(U—F] . in ceea ce priveste Raiffeisen Bank S.A., Autortatea Mationald de Supraveghere a demarat o investigatie, ca urmare a transmiterii

2016/679 ?m de citre bancd a unei notificari privind incilcarea securitdtii datelor cu caracter personal prin completarea formufarului privind incilcarea
25 mai 2018 securitatii conform Regulamentului (UE) 2016/679.

incilcarea securitdtii a constat in faptul ¢ doi angajati ai Raiffeisen Bank 5.A., utilizind datele din documentele de identitate ale

_ ; unor persoane fizice, transmise de catre angajati ai sodetdti Vreau Credit S.R.L. prin intermediul aplicatiei mobile WhatsApp, au

Plangeri efectuat interogari ale sistemului Biroului de Credit pentru 2 obtine datele necesare in vederea determiniri eligibilititii b creditare a

Plangeri RGPD respectivelor persoane fizice, prin simufiri de prescoring. In acest sens, au fost efectuste 1194 simutir, cu privire kb 1177 persoane fizice.

Procedura de solutionare De asemenea, pentru 124 de persoane fizice s-a efectuat si consultarea bazei de date a ANAF.
Simuldrile de prescoring mentionate mai sus au fost efectuate prin intermediul aplicatiei informatice utiizate de Raiffeisen Bank S.A. in
activitatea de creditare, iar decizia negativd de creditare 3 fost comunicatd de citre angajatii Raiffeisen Bank S.A. citre angajatii Vreau

Operatori Credit 5.R.L., cu incdlcarea procedurilor interne.

Formular declarare responsabil
cu protectia datelor

Sanctiunea 2 fost aplicatd operatorului ca urmare a faptului ¢ acesta nu a luat mdsurile corespunzatoare pentru a se
asigura ca orice persoand fizicd care actioneazd sub autoritatea acestuia si care are acces la date cu caracter personal, nu le
prelucreaza decit la cererea sa, cu exceptia cazului in care aceastd obligatie ii revine in temeiul dreptului Uniunii sau al dreptului intern.

Notificare Bresd RGPD
De asemenea, operatorul nu a implementat masuri tehnice si izatorice ad in ved i arii unui nivel de

securitate corespunzator si nu a evaluat riscurile pe care le prezintad prelucrarea.

Motificare Bresd L.506/2004

Aceastd stuatie a condus B accesul neautorizat la datele cu caracter personal prelucrate prin aplicatia informatica utiizatd de

Informati plats amend3 Raiffeisen Bank S5.A. in activitatea de creditare si la divulgarea neautorizatd @ datelor cu caracter personal de catre angajafi ai bancii.

persoane juridice

in ceea ce priveste operatorul Vreau Credit S.R.L., acesta a fost sanctionat, de asemenea, pentru incilcarea securititi datelor, dar si
pentru faptul ci pand la finalizarea investigatiei nu a notificat autoritdtii de supraveghere incdlcarea securitatii datelor cu caracter personal,
fard intdrzieri nejustificate, desi constatase producerea acestui incident de securitate incd din luna decembrie 2018, ceea ce a condus la
incdlcarea confidentialitati datelor cu caracter personal ale clienfilor proprii (persoanele vizate) si la prelucrarea neautorizatd/ilegald a
datelor cu caracter personal ale acestora.

Informatii utile

Intrebiri frecvents
Ghid intrebdri RGPD
Ghid orientativ RGPD
Legdturi ute Directia juridica si comunicare
A.N.5.P.D.C.P.

Ciri

https://www.dataprotection.ro/?page=Comunicat

Kro: Autoritatea Nationala de Supraveghere
a Prelucrarii Datelor cu Caracter Persona
(PymbiHMS)

Koro: Raiffeisen Bank SA
Korga: 2019.10

3a uto: HapyweHue cT. 32 GDPR
Kak: wrpad €150,000

MpuunHa: 6aHK NPOBOAUN CKOPWUHIOBbIE
oueHKku 3aemumkos (1,100 cybbekToB) Ha
OCHOBE NEepPCOHaNbHbIX AaHHbIX CyOBHEKTOB,
3apermcTpmpoBaHHbIX Ha naatpopme Vreau
Credit. BaHK nonyyan AaHHble oT Vreau
Credit no WhatsApp, a 3aTem BO3BpaLLan
pe3ynbraT Vreau Credit ¢ nomoLlublo Tex xe
CpeAacTB CBA3M.

Presa 09 10 2019
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The Polish supervisory authority imposed first administrative
fine on a public entity

The President of the Personal Data Protection Office [The President of the Office”) imposed first administrative fine of PLN 40,000 on & public entity for
failure te comply with the GD'PR. The reason for imposing the fine was thet the mayer of the city did not conclude 2 personal data processing agreement
with the entities to which he transfarred data.

not concluded with 2 company whose servers hosted the resources of the Public Information Bulletin (BIF) of the City
wch an agreeme: also not concluded with another company, which provided software to create BIP and provided

ed that Article 28 (3) of the GDPR. had been viglated. This provisien obliges the controller, on behalf

of whom persenal data processing is performed by another entity, to conclude dats prooessing agreemeant with him.

A= & consequence of the absence of such an agreement, the maysr committed the act of sharing personal data without 2 legal basis, which violated the
principle of lawfulness of processing [Article 5{1)(z) of the GDPR) and the principle of confidentizlity (Article S{1)() of the GDPR).

However, these are not the only violstions established during the control procedure conducted by the President of the Office. It was slso found that there
were no internal procedunes in placs to review the resources aveilzble in the BIF in order to determine the timing of their ication. This caused, for
exampls, that in the BIF the property declarations from 2010 were available, among others, while the pericd of their storage is 6 years, which results from
the secteral requlatiens. n. In the case of data whose retentien period is not regulated by law, the controller should determine it himself in acoordance with
the purposes for which he is processing them. Therefore, the controller viglsted the principle of storage limitation, set forth in Article 5{1){g) of the GDPR.

It was alsc estzblished during the imvestigation that the recorded materials from the city council meetings were available in the BIF only through 2 link to &

dedicated YouTube channel. There were no back-up copies of these recordings at the Municipal Office. Thus, in case of loss of data stored on YouTube, the
controller would not have at his disposzl the recordings. Mo risk analysis was carried out for the publication of recordings from board meetings exclusively
on YouTube. Thus, the principles of integrity and confidentiality were infringed {Article 5{1)(f} of the GDPR) as well as the principle of accountability {Article
5(2) of the GDPR).

The principle of accountability was also breached in connection with the shortcomings in the register of processing activities. For example, it did not
indicate all dsta recipients, nor did it indicate the planned date of data deletion for certain processing activities.

When imposing a penalty, the President of the Office took into account the fact that despite the iregullarities found in the course of the proceedings, the
contraller did mot remove them or implement solutions aimed at preventing future infringements. The contreller also did et cooperate with the
supervisory authority. Therefore, the President of the Office decided that theres were no premizes that could mitigate the amount of the fine.

Apart from the financizl penalty, the President of the Office also ordered the controller to take action to remedy the relewant infringements within &0 days.
T read the full press relezse in Polish, click here

For further information, please contact the Polish DPA: kancelaria@uodo.govpl

LLtpad 3a HeHapnexawee BegeHne RoPA u otcyrcteme Data

Kto: Urzad Ochrony Danych Osobowych (Monbwa)
Koro: opraH rocyaapcTBeHHOM BiacTu
Korpa: 2019.10

3a yto: HapyuweHue cT. 5(1)(a), 5(1)(f), 5(1)(e), 5(2),
28(3) GDPR

Kak: wrtpad €9,500 n npegnuncaHme ob yctpaHeHUmn
HapyLweHun 3a 60 gHewn

MpuunHa: map ropoaa He 3akntouma Data Processing
Agreement ¢ ABYMA KOMMAHUAMMW, KOTOPbIM
nepegasan AaHHble ANA XOCTMHra cuctembl Public
Information Bulletin (BIP) n paspabotku MO gna BIP.
Kpome TOro, B BIP He cobntoganncb CPoKu xpaHeHUs
AaHHbIX. Takke He cobntoganca  NPUHUMN
KOHOUAEHUMANbHOCTM WU LENIOCTHOCTU B 4acCTu
OTCYTCTBMA pPE3epPBUPOBAHUA AaHHbIX, T.K. 3anucu
BCTPEY C  3acedaHui  ropoacKkoro  coBeTa
nybnmkosanucb TONbKO Ha YouTube. He 6bin
nposeaeH PUCK-aHaNm3 B OTHOLLEHUU
NpaBoMepHOCTU nybaMKauum 3TUX 3anmcel  Ha
YouTube. B RoPA (peectp npoueccoB 06paboTku
NepCOHabHbIX AAHHbIX) OTCYTCTBOBa/a
nHbopmauma O noayyaTenax AaHHbiX, He Oblna
yKa3aHa naaHupyemasa AaTa yaa/NeHusa aHHbIX A0S
HEKOTOpPbIX NPOLLECCOB.

https://edpb.europa.eu/news/national-news/2019/polish-supervisory-authority-imposed-first-administrative-fine-public-entity en
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Ap. ®ak.: 11.17.001.006.043

25 OkTwRpiov 2019

AMO®AZIH

BaBpohdynon adewwv agbeveiag Twv epyodoToupéviov atig Etaipeieg Louis
Xpnopomowwvrag Tov Fuvteheorn Bradford

Avapépopal OTNV KaTayyeAia Tou UoBARSNKE aTo Mpageio pou avagopikd Pe To Mo Tavew BEpa Kol O
QUVEKEID TNC LETAED pa¢ aihnAoypapiac ToU ARyEl e TNV EMaToA oag Ye nuepounvia 02.09.2019, oty
oToia emauvdare TNy ExTiunan Tou Evvouou ZupeEépovToc Twv TehaTwv oag, ETaipeiec LGS Handling
Ltd, Louis Travel Ltd ki Louis Aviation Ltd (oTo €8¢ «01 ETaipeiec Louiss) KOBWC KO UE TNV £EMOTOAN 0Og
UE Ap. Avap.: EMMM/Company-89/6 kai ue nuepopnvia 02.09.2019, ye TNV oToia TapaBESATE TIC EKTNYRTEIC
TWV TIEAQTWV OOC Kal 0ag TTANPOQPOPW Ta akoGhouda:

CeyovéTa

1.1. Ing 06.06.2018, BEyTnxa Tapdmovo amd To EAsiBepo Epyamkd Zwpareio 1SwTkwy Yahhiiwy ZEK
evavTiov Twv Etaipeiov Louis, ol ommois¢ £papudouy Eva aquropaTtomoinuévo gOoTNUa PE OKOTO T
Gixyeipian, TapakohoUBnan ko EAEyXO TWV OTMOUCILV TWV EpYODOTOUUEVWLV yia Adyouc aoBeveiag,
KPNTIUOTTOILNVTAC EVa EpYaAEio BaBUOAOYNONC, YWWOTO WE «0 ZUVTeAeamc Bradfords (Bradford Factor). To
£v Adyw glotnua gival emiong mpooRdoiyo oTo evio-BlodikTuo Twv ETaipenov Louis.

O Opyavwnikds Mpapparéag NG ZEK, aveEQeEpe 0TV £MOToAN Tou &m, pe BUo EMOTOAEC TOU TPOC TOV
AiguBuvTh AvBpuwmivou Auvauikol, k. X000, eEéppaoce TN Slaguwvia Tou yia Tn Agmoupyia Tou &v
AOYw CUTTAPATOC Kol TOV TPOEIBOToINGE OT, av Bev TEpUATOTEl n AEmoupyia Tou guoThuarog, 8a
EVNUEPLITEI THETIKA TO Mpaipeio pou.

O oyeTkd aveéQepe o OpyavwTikdg Mpapparéag me ZEK, o yparmmm amdvinan Tou Tpog Ty ZEK, o
AiguBuvTic AvBpwivou AuvapikoU avipepe om, Gev eiye TpOBEOT) ATMEVERYOTIOINGNS TNE AEmoupyiag Tou
CUOTHUATOS KOl TOV TIPOETPEWE/ TTPOKAAETE VO TTROYXWENTE! TF YPUTITT EVNUEDWITN Lo,

1.2. Me Bdon To kaBrkov £EETQONG KaTayyeAlw Trou TapExel otov Emitpomo Mpoortagiac AcGopéviy
Mpoowmkol XapakTipa To dpBpo 57(1)(oT) Tou Kavoviouol (EE) 2016/679 (070 £E0C «0 Kavoviopogs) kal
To dpBpo 24(B) Tou Népou mou Tpovosi yia TV MpooTagia Twy Quokwy Mpooswiwy Evavn g
Emegepyaoiag Twv AeBouéviav Mpoowmkol Xapakmpa kal yia Ty EAL08epn Kukhopopia Twy ABopEvLY
Autwv (Nopog 125(1¥2018), ong 19.07.2018, kardmv Gikng pou Tpwrofouliac, TpayuaToToIenke
guvavinan oTto Mpageio Pou UE EKTpOTWITOUC Twv ETtaipawsv Louis yia oulfmon Tou £V Adyw
QUTOUQTOTTOINUEVOU TUOTAUATOC.

MapdvTeg OTn oUVAVTNON ATOV O K. 200000000 Managing Director Twy Taipeiuy LGS Handling kai
LOUIS TRAVEL kam o k X3O0O0K, AisuBuvtric AvBpwmvou Auvapikol Twv eTaipaiwv LGS Handling kai
LOUIS TRAVEL.

MEeTQED dAAwy, Jou avEpepav 0TI, To oUTTNUA AEToupyEl Pe Bdaon kdmoio alyopiBuo Kal avayvwpilel Tolol
£pyodoTolUEvol aTToUTIAZouy CUTTNUATIKG ammo TNV £pyaoia ToUg AOYL QoBEVEITC.

AvEQEpav OTI, QVTILETWITIoUY IBIaiTEpo TTRORANUA OTo aepodpouio Adpvakag, 6Trou Adyw TS @long e
epyagiac (goyacia pe ouomua Bdodiag), apketoi epyofotoluevol, 1GiTepa T ZapPatokipiaka,
QmoUMIAZouv CUSTNUATIKG aTrd TNV Epyadia Toug Kal Tapoudidouv adaa aoBéveaiag.

Kro: Tlpadeio Emtpomou Aedopévwv MNpoowrikou
Xapaktipa (Pecnybaunka Kunp)

Koro: LGS Handling Ltd, Louis Travel Ltd and Louis Aviation
Ltd (Louis Group of Companies)

Korga: 2019.10
3a uTto: HapyLweHue cT. 6(1), 9 GDPR
Kak: wtpad €82,000

MpuumHa: oOTCyTCTBME MPABOBOrO OCHOBaHMA AN
06paboTKM NepcoHasbHbIX AaHHbIX C MCNO/Ab30BaHWEM
MO «Bradford Factor» B uensax oueHKM 6ONbHUYHbIX
PabOTHUKOB: Tak, KOPOTKMUeE, yacTble n
He3an/saHWPOBAHHbIE OTIYYKM NPUBOAAT K 6Oonbluel
Ae30praHn3aumnmn B KOMNaHuKU, 4em bonee AnUTeNbHbIE.

Mo MHEeHMIO HAaA30pPHOro OpraHa, AaTa U AJAUTENbHOCTb
OONbHUYHOTO KOHKPEeTHoro paboTHMKA OTHOCATCA K
cneumanbHbIM KaTeropuam agaHHbix no ct.9(1) GDPR. Xota
KOHTposiep nposén DPIA aTtoro npouecca n npesoctasun
pe3ynbraTbl perynatopy  AnAa npesBapuUTeNbHOM
KOHCY/NbTALMKN, HO PEryNATOP NOCYMTAN, YTO KOHTPONEP He
CMOTr MPOAEMOHCTPMPOBaTb 6anaHC CBOMX 3aKOHHbIX
MHTEepecoB C WHTepecamu cybbektoB (LIA). U Kak
CneacTene, Mepbl CHUMKEHMA PUCKOB Obinnv BbiBpaHbI
HEKOPPEKTHO.

https://edpb.europa.eu/news/national-news/2020/cypriot-supervisory-authority-banned-processing-automated-tool-used-scoring en
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The Norwegian Data Protection Authority
imposes a fine on the Municipality of Oslo,
the Education Agency

L]

]

HO

On October 11th, the Morwegian DPA also imposed an administrative fine of EUR 120 000 on the
Municipality of Oslo, the Education Agency, as a result of poor security of processing in a mobile app. The
app is used for communication between school employees, parents and pupils.

The fine was issued because the municipality had not implemented appropriate technical and organisational
measures to ensure a level of security appropriate to the risk. The Municipality of Oslo did not appeal the
decision.

The following were key elements in the Data Protection Authority’s assessment:

1. One of the intended uses of the app is for parents to send messages regarding their children and
absence from school using a free-text field. This enables communication of special category personal data,
such as health data, regarding the children. There are no technical measures to prevent this from happening,
and no information is given within the app that such transmission should be avoided. In line with data
protection by design and default, alternative measures such as drop-down lists and tick boxes are more
appropriate.

2. Poor app login security made it possible for unauthorised persons to access and alter personal dara of
more than &3 000 pupils in the first to tenth grade.

3. Asa consequence of inadequate security testing before the app was launched, the app contained well-
known security vulnerabilities.

Previously, the Data Protection Authority notified its intent to impaose a fine of € 200 000 in response to the
findings above. However, in the final amount was reduced to € 120 000 as there were mitigating factors
present in the case. The municipality implemented measures to limit the damages as s00n as it was made
aware of the security flaws, and it has shown willingness to resolve the issues.

Far further information, please contact the Norwegian SA: international@datatilsynet.no

Koro: MyHuumnanuter Ocno, obpasoBaTesibHoE
yypexageHue

Korga: 2019.10

Kro: Datatilsynet (Hopserus)

3a uto: HapyweHue cT. 5, 25, 32 GDPR
Kak: Bo3amoxHbIN wtpad €120,000

MpuumHa: HepocTaTOYHaA 3aliMTa  OaHHbIX B
npunoxeHmn «Skolemelding», npegHasHayeHHOM
ANnA obWeHNA yumntenen, poautenem 1 yyawmxcs.
OAHO M3 Ha3Ha4YeHWU MPUNOXKEHMA - OTNpPaBKa
coobLweHnn B WKoAy 06 OTCYTCTBUM y4yaluMxcA, B
KOTOPbIX MOTY YKa3blBaTbCA CBEAEHMA O COCTOAHUM
nx 340poBbA. Mpn 3ToM B NpUNOKEHUN He Bblio
TEXHUYECKUX Mep, NPEnATCTBYHOWMX BHECEHMIO U
OTNpaBKe TaKux ceegeHuit. Kpome Toro, cnaban
3aWmMTa NPUNOXKEHMA MNpuUBENA K ero B3NOMy CO
CTOPOHbI  3/I0YMbILWIEHHUKOB, KOTOpble CMOMN
U3MeHUTb gaHHble 63,000 yyawmxca.

https://edpb.europa.eu/news/national-news/2019/norwegian-data-protection-authority-imposes-fine-municipality-oslo-education en
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Polish DPA: Withdrawal of consent shall not be impeded
@

The President of the Personal Data Protection Office imposed an administrative fine of over PLN 201,000 for, inter alia, obstructing the exercise of the right
to withdraw consent to the processing of personal data.

The company - ClickQuickNow Sp. z 0.0 did not implement appropriate technical and organizational measures that would enable easy and effective
withdrawal of consent to the processing of personal data and the exercise of the right to obtain the erasure of personal data (the "right to be forgotten®).
Thus, it violated the principles of lawfulness, fairmess and transparency of processing of personal data, specified in the GDPR.

The President of the Personal Data Protection Office (PDPO) found that the company’s actions were also inconsistent with Article 7(3) of the GDPR. The
company did not take into account the principle that withdrawal of consent should be as easy as giving consent - on the contrary, it applied complicated
arganisational and technical solutions with regard to the withdrawal of consent. Moreaver, the company did not facilitate the exercise of the subject rights,
as required by Article 12(2) of the GDPR.

The proceedings of the President of PDPO established that the company violated the abavementioned provisions of the GDPR, because the mechanism of
the consent withdrawal, involving the use of a link included in the commercial information, did not result in a quick withdrawal. After the Llink was set up,
messages addressed to the person interested in withdrawing consent were misleading. Moreover, the company forced stating the reason for withdrawing

consent, which is not required by the law. Furthermore, failure to indicate the reason resulted in discontinuation of the process of withdrawing consent.

In his decision, the President of the PDPO also pointed out that the company processad, without any legal basis, the data of data subjects, who are not its
customers and from whom the company received objections to processing their personal data. Thus, it also violated the so-called right to be forgotten”.

‘When determining the amount of the administrative fine, the President of the PDPO did not take into account any mitigating circumstances affecting the
final penalty. He also decided that the company’s action was intentional - providing contradictory communications to the data subject interested in
withdrawing consent resulted in an ineffective withdrawal of consent. In this way, the company made it difficult, or even impossible, to exercise the rights of
the data subjects.

The President of PDPO not enly impased an administrative fine on the company, but also ordered it o adjust the process of processing requests for
withdrawing consent to data processing to the provisions of the GDPR. ClickQuickNow Sp.z 0.0. has 14 days from the date of delivery of the decision
comply with the decision. The company must also delete the data of data subjects who are not its customers and objected to processing the personal data
concerming them.

To read the press release in Polish, click here
The Polish text of the decision is available here

For further information, please contact the Polish DPA: kancelaria@uode.gov.pl

LUtpad 3a HeHaaneXKalW Mt MexaHU3M OT3biBa COr/lacuA Ha

Kro: Urzad Ochrony Danych Osobowych
(Monbwa)

Koro: ClickQuickNow Sp. z 0.0.

Korga: 2019.11

3a uTto: HapyLweHue cT. 5, 7(3), 12(2) GDPR
Kak: wtpad €47,000

MpuumnHa: He 6bIn obecneyeH NpPoCcToN U
3QPEKTMBHbIN MeXaHM3M OT3blBa COrnacusa
cybbekTta (OT3bIB cornacus OO/MKEH ObiTb
TaKUM xe NPOCTbIM, Kak ero
npefocTaBfieHNe) M peanusauum npasa Ha
yAaneHue [MOaHHbIX, TaK KaK Ansa oT3biBa
cornacua cybbekTy Hago 6blo nepenTn no
CCbINIKe U YKa3aTb NMPUYMHY OT3bIBA COrMlacus,
a 06e3 yKasaHMA MPUUYUHBI OT3bIB He
BbINONHANCA. TaKXe KOMMaHuA NpoaoaKana
obpabaTbiBaTb  MEPCOHa/sibHble  AaHHble
Cy6BbEeKTOB, OTO3BABLUMX CBOUX COMNACUA U He
ABNAIOWMXCA KAMEHTaMM KomnaHuu, 6es3
NPaBOBOro OCHOBaHMS.

https://edpb.europa.eu/news/national-news/2019/polish-dpa-withdrawal-consent-shall-not-be-impeded en
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LUtpad 3a HenpaBomepHoOe XpaHeHue U HecobnogeHne
CPOKOB XpaHeHMUsA NepCOHa/bHbIX AaHHbIX

Berliner Beauftragte
fdr Datenschutz
und Informationsfireiheit

Pressemitteilung

7114121
5, Movember 2018

Berliner Datensehutzbeauftragte verhingt Bulligeld gegen Immobiliengesellschaft

Arn 30, Oktober 2019 hat die Berliner Beauftragte fir Datenschutz und Informationsfrelheit gegen
die Deutsche VWohnen SE einen Bubgeldbescheld in Héhe von rund 14,8 Millionen Euro wegen
Vaerstolen gegen die Datenschutz-Grundverordnung (DE-GVO) erlassen

Bai Vor-Ort-Prifungen im Juni 2017 und im Marz 2019 hat die Aufsichisbehérde festgestellt, dass
das Unternehmaen fir die Speicherung perscnenbezogener Daten von Misterinnen und Mistern
@in Archivaystem vervendete, das keine Méglichkelt vorsah, nicht mehr erforderliche Daten zu
antfernen. Personenbezogenes Daten von Misterinnen und Mistern wurden gespeichert, ohne zu
Uberprifen, ob eine Speicherung zulissig oder dberhaupt erforderdich ist. In begutachieten
Einzalfdllen konnten daher teilweise Jahre alte private Angaben batrofenar Misterinnen und
Miater aingesehan warden, chne dass diese noch dem Zweck ihrer urspringlichan Erhebung
dienten. Es handelte sich dabei um Daten zu den persdnlichen und finenzielen Verhaltnissen der
Miaterinnan und Mister, wia z. B, Gahalisbaschainigungen, Salbstauskunftsformulare, Auszige
aus Arbeits- und Ausblidungsvertrigen, Stever-. Sozial- und Krankenversicherungsdaten scwie
Kontoauszige

Nachdem die Berliner Datenschutzbeauftragte im ersten Priftermin 2017 die dringende
Empfehlung ausgesprochen hatte, das Archivsystem umzustellen, kennte das Unternehmen auch
im Marz 2018, maehr als sinainhalb Jahre nech dem ersten Priftermin und neun Monate nach
Anwendungsbeginn der Datenschutz-Grundverordnung weder eine Bereinigung ihres
Datenbestandes noch rechtliche Grinde fir die fortdeuernde Speicherung vorweisen. Zwer hatte
das Unternehman Vorberaitungen zur Besaitigung der aufgefundenen Missstinde getroffan
Ciese MaBnahmen hatten jedoch nicht zur Herstellung eines rechtmatigen Zustands bel der
Speicherung personenbezogenar Daten geflihrt. Die Verhéngung eines Buligeldes wegen eines

Prassesprachenn: Dalla Kues Friadrichstr 218 Tel: 030 13088 - 900
GaschiMastalla: Crsling Vaoshi 10968 Barlin Fax: 030 2155050

E-dail: pransafDdatanschutz-barkn da hr_

Kro: Berliner Datenschutzbeauftragte (Ffepmanus)

Koro: Deutsche Wohnen SE (oguMH 13 KpynHenwmx
HaMmopgaTenem HeaBMKUMOCTU B [epmaHuin)

Korpa: 2019.11
3a yto: HapyweHue cT. 6 GDPR
Kak: wtpa¢ €14,500,000

MpuumnHa: HapyweHMe nopagKka XpaHeHUA AaHHbIX, Tak
KaK M3 3/IEKTPOHHOro apxvMBa KOMMAHUU HEBO3MOMKHO
6bl10  yganuTb  AaHHble.  [lepCOHasbHble  AaHHble
(dbnHaHcoBaa nHbopmayma, nHpopmauma o coumanbHOM
CTpaxoBaHWM) XpaHunucb 6e3 Haanexalwero nNpPaBoBOro
OCHOBaHMA.

https://www.datenschutz-berlin.de/fileadmin/user upload/pdf/pressemitteilungen/2019/20191105-PM-Bussgeld DW.pdf
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PaccnepoBaHue EDPS B oTHOWeHun EBponenckoro
napnameHTa 3a ucnonb3osaHue cepsucos NationBuilder

\ EUROPEAN DATA PROTECTION SUPERVISOR

>k The EU's independent data protection authority
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EDPS investigates European Parliament’s 2019
election activities and takes enforcement actions

28
Nov
2019

EDPS investigates European Parliament’s 2019 election activities
and takes enforcement actions

The European Data Protection Supervisor (EDPS) is carrying out an investigation into
the European Parliament’s use of a US-based political campaigning company to
process personal data as part of its activities relating to the 2019 EU parliamentary
election, the Assistant EDPS announced today.

Wojciech Wiewidrowski, Assistant EDPS, said: “The EU parliamentary elections came
in the wake of a series of electoral controversies, both within the EU Member States and
abroad, which centred on the threat posed by online manipulation. Strong data
protection rules are essential for democracy, especially in the digital age. They help to
foster trust in our institutions and the democratic process, through promoting the
responsible use of personal data and respect for individual rights. With this in mind,
starting in February 20189, the EDPS acted proactively and decisively in the interest of all
individuals in the EU to ensure that the European Parliament upholds the highest of
standards when collecting and using personal data. It has been encouraging to see a
good level of cooperation developing between the EDPS and the European Parliament
over the course of this investigation.”

Election campaigns are currently the subject of considerable scrutiny. The EDPS is
actively engaged in seeking solutions to the challenges of online manipulation in
elections while the European Parliament itself adopted a resolution to protect the
European elections from data misuse in March 2019. Data protection plays a
fundamental role in ensuring electoral integrity and must therefore be treated as a
priority in the planning of any election campaign.

Kro: European Data Protection Supervisor (EDPS)
Koro: EBponeinckmi napaiameHT

Korga: 2019.11

3a uTto: HapyweHue cT.29 Regulation (EU) 2018/1725

Kak: aBa Bbirosopa (reprimands)

MpuumnHa: EBponenckuii  nNapnameHT  UCNONb30Ban
NationBuilder B KauyectBe 06paboTuMKa AaHHbIX A1A
ny6an4YHoOM KaMnaHuu no NPUB/IEYEHUIO

06LWEeCcTBEHHOCTM K Y4aCTMIO B TONI0COBAHMIO Ha BECEHHUX
Bblbopax 2019 roaa, KOTopas NPOBOANNACE NOCPEACTBOM
Beb-calta thistimeimvoting.eu n npmusena Kk obpaboTtke
AaHHbIX 60nee yem 329,000 yenosek. lNepBblit BbIFOBOP
6bln BbI3BaH HeOCBeAOM/IEHHOCTbIO EBponapnameHTa o
cogeprKaHMM u o cneuyudpuke npouecca 06paboTKK
AaHHbIX co cTopoHbl NationBuilder, a BTOpoi BbiroBop
6bln BbIHECEH NO NPUYMHE He cobatogeHnA npeanmMcaHuns
EDPS o ny6amkauum MonnuTtMKkM KOHGMAEHUMANBbHOCTY Ha
Beb-canTe thistimeimvoting.eu.

https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigates-european-parliaments-2019 en
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GVH imposed a fine of EUR 3.6 M on Facebook

The GVH found that Facebook Ireland Ltd. had infringed competition law when it advertised its services as
being free of charge on its home page and Help Centre. While it was true that users did not have to pay for
the concernad services, Facebook benefited economically from the users’ data and activities, with users in
this way paying for the services provided by the undertaking. The GVH imposed a fine amounting to a total
of EUR 3.6 M. which is the highest fine that the Authority has ever imposed in a consumer protection case_

The essence of the {so-called zero price) model of Facebook is that it attracts users with its online platform’s
content and it collects detailed information about its users’ interests, behaviour and purchasing habits. The
undertsking then uses this information to sell targeted advertising to its clients, with these paid for
advertisements then appearing among the posts of targeted users.

According to the Authority, the slogans Jt's free and anyone can join and Free and always will be” used by
Facebook distract its users attention from the fact that they are indirectly paying for the use of its services in
the form of the transmission of their data, the extent of the data collected, and all of the resulting

Press releases 2010

Prass releases 2009

Press releases 2008

Press releases 2007

Prass relaases 2006

Press releases 2005

co es. The above-menticned statements, which were found to have been deceptive, appeared on
Facebook's homepage from January 2010 until August 2019 and on its Help Centre until 23 October 2019.

The GVH found that the slogans suggesting that Facebook's services were provided free of charge might have
confused users both in terms of the responsibility relating to the use and in terms of the contractual
obligations, as the slogans implied the absence of risks and obligations while there was actually a multi-level
user commitment in the background which, in addition, were not fully transparent due of the complexity of
the processed data. Furthermore, the GVH noted numerous users are not aware of the extent and value of
the transferred data and do not generally read the general terms and conditions of online platforms.
Cor ., the GVH was of the opinion that it is harmful to both short term and long term business

Articles About us

PARTNER SITES

decisions, and therefore also to some real economic processes, if users believe that they are able to use a

service without any cost or without any risk.

When determining the amount of the fine to be imposed, the GVH only tock into account a part of the
advertising income of Facebook Ireland Lt realised in Hungary; furthermore, the GVH took inmo
consideration the fact that the undertaking had globally modified the slogans that its services were provided

for fres which appeared on its homepage and the content in the Help centre that gave rise to concems.

Kro: Gazdasagi Versenyhivatal — AreHTcTBO No Bonpocam
KOHKYpeHUuun (BeHrpus)

Koro: Facebook Ireland Ltd.

Korpa: 2019.12

3a 4To: HapyLweHne 3aKoHa BEHrpuM o KOHKypeHLmn
Kak: wtpa¢ €3,600,000

MpuuunHa: Facebook Ireland Ltd. peknamuposana csou
cepBuCbl Kak becnnaTHble («zero price»), xoTta bUsHec-
mogenb Facebook 3akntouaetca B npuBneveHun
Nonb30BaTe/Ie KOHTEHTOM CBOEM OHNaMH-NAaTPOPMbI
n cobpe noapobHo nHbopmaumm 06 MHTEpecax CBOMUX
nonb3oBaTenier, WMX MNOBEAEHWM W MNOKYyNaTebCKUX
npuBblyKax. 3atem Facebook ucnonb3ayeT 3TM AaHHble
ANA NPOAAXKWN TAPreTMPOBAaHHOM peknambl. Mpu sTom
cepsucbl  Facebook  ¢aKtMueckm He  asnaoTCA
6ecnnatHbIMKM, TaK KaK MO/Ab30BaTe/IN  KOCBEHHO
onaayMBatoT MCNONb30BaHKUE cepsBucos
npeaocTaBleHNEeM CBOMX NEPCOHANbHbIX AaHHbIX, NpU
3TOM He A0 KOHL@ NOHWMAas BCe acnekTbl 06paboTku
CBOMX AaHHbIX M OCO3HABaA BCe COMYTCTBYHOLLME STOMY
PUCKW.

https://www.gvh.hu/en/press room/press releases/press releases 2019/gvh-imposed-a-fine-of-eur-3.6-m-on-facebook
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Der Bundesbeauftragte
fiir den Datenschutz und
die Informationsfreiheit

DATENSCHUTZ | INFORMATIONSFREIHEIT BiN[Ze3i5[3'@l BFDI | | ZENTRALE ANL/

A > Infothek Pressemitteilungen ~* BfDIverhingt GeldbuBen gegen Telekommunikationsdie

BfDI verhingt GeldbuRen gegen
Telekommunikationsdienstleister

Bonn/Berlin, 9.12.2019

Ausgabe 20/2019
Datum 09.12.2019

Der Bundesbeauftragte fiir den Datenschutz und die Informationsfreiheit (BfDI) hat den
Telekommunikationsdienstleister 1&1 Telecom GmbH mit einer Geldbufe in Héhe von 9.550.000
Euro belegt.

Das Unternehmen hatte keine hinreichenden technisch-organisatorischen MaRnahmen ergriffen,
um zu verhindern, dass Unberechtigte bei der telefonischen Kundenbetreuung Auskiinfte zu
Kundendaten erhalten kénnen. In einem weiteren Fall sprach der BfDI ein Bulgeld in H5he von
10.000 Euro gegen die Rapidata |

Dazu sagte der Bundesbeauftragte Ulrich Kelber: “Datenschutz ist Grundrechtsschutz. Die
ausgesprochenen GeldbuRen sind ein klares Zeichen, dass wir diesen Grundrechtsschutz
) gibt uns die

durchsetzen werden. Die europidische Datenschutzgrundverordnung (

Mdglichkeit, die unzureichende Sicherung von personenbezogenen Daten entscheidend zu

ahnden. Wir wenden diese Befugnisse unter Berlicksichtigung der gebotenen Angemessenheit an.”

Kro: Der Bundesbeauftragte flir den Datenschutz
und die Informationsfreiheit (fepmaHus)

Koro: 1&1 Telecom GmbH
TENEKOMMYHUKALMOHHbIX YCAYT)

Korpa: 2019.12
3a yto: HapyweHue cT. 32 GDPR
Kak: wtpad €9,550,000

MNpuunHa: nwboe MUO  MOMO  MONYYUTb
ncyepnbiBalollylo  MHOOPMALUMIO O  [AAHHbIX
noboro aboHeHTa NpocTo NpeaocTaBuB OTAENy
0b6CNyXKMBAHNA KOMMAHUU UMS U ATy POXKAEHUSA
aboHeHTa. Takasa npoueaypa uaeHTUPUKaLUMK
ABnaeTca HeHaaNeXKalm NCNOJTHEHMEM
00A3aHHOCTN MO NPUMEHEHUIO COOTBETCTBYHOLLUX
TEXHUYECKUX W OPraHU3aUMOHHbLIX Mep AA
3aWmThI NepcoHanbHbIX AaHHbIX. Bnaropaps
COTPYAHUYECTBY  KOMMAHUM C  Ha[30PHbIM
OPraHOM HANOXEHHbIN WTpad oKasanca 6AM30K K
MWUHUMANIbHOMY 3HaUYEeHMUIO.

(npoBangep

https://www.bfdi.bund.de/DE/Infothek/Pressemitteilungen/2019/30 BfDlverhdngtGeldbuRelul.html
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285 LWTpad 3a HeHapgnexawee xpaHeHue 500,000 AoKymeHTOB

ico.

Kro: Information  Commissioner’s  Office
The UK’s independent authority set up to uphold information ( Benuko 6 PUTaHU ﬂ)
rights in the public interest, promoting openness by public
bodies and data privacy for individuals.

Koro: Doorstep Dispensaree Ltd

Information Commissioner's Office

Home  Your data matters  For organisations  Make a complaint  Action we've taken

About the ICO / Mews and events / News and blogs /

London pharmacy fined after “careless”
storage of patient data

Date 20 December 2019

Type News

The Information Commissioner's Office (ICO) has fined a London-based pharmacy
£275,000 for failing to ensure the security of special category data.

Doorstep Dispensaree Ltd, which supplies medicines to customers and care homes,
left approximately 500,000 documents in unlocked containers at the back of its
premises in Edgware. The documents included names, addresses, dates of birth, NHS
numbers, medical information and prescriptions belonging to an unknown number of
people.

Documents, some of which had not been appropriately protected against the elements
and were therefore water damaged, were dated between June 2016 and June 2018.
Failing to process data in a manner that ensures appropriate security against
unauthorised or unlawful processing and accidental loss, destruction or damage is an
infringement of the General Data Protection Regulation (GDPR).

The ICO launched its investigation into Doorstep Dispensaree after it was alerted to
the insecurely stored documents by the Medicines and Healthcare Products Regulatory
Agency, which was carrying out its own separate enquiry into the pharmacy.

Korga: 2019.12
3a yto: HapyweHune cT. 5 GDPR
Kak: wtpad €323,000

MpuunHa: B OTKPbLITbIX KOHTEMHEpax Ha yauue
xpaHuamcb 500,000 [OKYMEHTOB KOMMNAHUM,
coAepKalmx TaKue KaTeropum nepCcoHaNbHbIX
AaHHbIX KaK UMA, agpec, gata poxaeHua, NHS-
HOMEpP, MeANLMHCKYI0 MHPOPMALUIO, CBEAEHUA
O Ha3Ha4yeHHbIX BpadYamum peuentax. B wutore
MHOTMe AOKYMEHTbI OblIN CUNbHO MOBPENKAEHDI
ocagkamu. PaccneposaHue 6bian Havato ICO
nocsie nony4yeHua nHeopmaymmn ot AreHTCTBa no
PeryiMpoBaHUI0  NEKAPCTBEHHbIX CPeacTB W
TOBApOB MeAMLMHCKOro HasHayeHua (Medicines
and Healthcare Products Regulatory Agency).

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/12/london-pharmacy-fined-after-careless-storage-of-patient-data/
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LLtpad 3a ncnonb3oBaHue apxmBa KOPNOPATUBHOMU

3/1IEKTPOHHOMN NOYTHI

h Mamzeti Adatvédalmi és
Informaicy hadsag Hatdsag

Ugyszam: NAIH/2019/51/11
(NAIH2018/4986/H.)

Targy: Kérelemnek helyt add hatarozat

A Nemzeti Adatvédelmi és Informacioszabadsag Hatosag (a tovabhiakban: Hatdsag) eldtt[...] a
tovabbiakban: Kérelmezd a [...] tovabbiakban: Kotelezett altal, személyes adatai jogellenes
kezelése tényének megallapitasara, személyes adatai tiriésének elrendelésére, illetve személyes
adatai jogellenes kezelésensek megtitdsara iranyuld kérelmére indult adatvédelmi hatdsagi
eljarashan az alabbi dontéseket hozza:

. A Hatdsag
HATAROZATABAN
1) a Kérelmezd
kérelmének helyt ad

&s megallapitja, hogy a Kotelezett a korlatozott tarolhatdsag elvét sérve tarolja a Kérelmezd
maganlevelezésait, tovabba a tisziességes adatkezelés elvébe Utkdzden, megfeleld tajékoztatas
nélkdl, a célhoz kottt adatkezelés elvébe Otkozden, megfeleld jogalap hidnyaban végzett
dokumentumkeresést archivalt e-mail-fiokjaiban.

2) A Hatdsag medgtitia a Kotelezett szamara, hogy tarolia a Kérelmezd maganlevelezéseinek
archivumat és utasitja a Kotelezettet arra, hogy a jelen hatarozat véglegessé valasatdl szamitott 15
napon bellil a Kérelmezd bevonasaval és tajékoztatasaval vizsgalja feldl, hogy a Kérelmezd archivalt
e-mail-fiokjai sérelmezett, Kotelezett altali tarolasa és az azokban tdriénd dokumentumkeresés
soran mely — a munkavégzéssel 6ssze nem fiiggd (magancell) — személyes adatait, levelezéseit
ismerte meg, illetve tarolta, &s azokat torblje azzal, hogy a jelen hatdrozat megtamadasara nyitva
allo keresetinditasi hataridd lejartaig, iletve kizigazgatasi per inditasa esetén a birdsag jogerls
hatarozataig a vitatott adatkezeléssel énintett adatok kezelését korlatozni kell oly madon, hogy azok
nem trélhetdk, iletve nem semmisithetdk meg, ugyanakkor a tarolason &s a kizigazgatasi perben
a hirdsag altali felnasznalason kivill mas modon nem hasznalhatok fel. Ennek soran a Kitelezett
kiteles lehetdvé tenni, hogy a kizardlag magancéll adatokrdl a Kérelmezd sajat céljara masolatot
készitsen, tovabba kiteles a nem tGrolt adatok vonatkozdsaban az adatkezelésrdl a Kérelmezdt
megfelelden tajékoztatni.

3) A Hatdsag hivatalbdl megallapitia, hogy a Kotelezett a Kérelmezd archivalt e-mail-fidkjaiban
torténd dokumentumkereséssel dsszeflignd adatkezelése soran az elszamoltathatdsag alapelvi
kivetelményét megsértve nem tett megfeleld technikai, szervezési intézkedéseket, annak
érdekében, hogy az altala, a munkavallalok szamara hiztositott e-mail-fiokck hasznalataval,
archivalasaval Gsszefliggéshen biztositsa a személyes adatok védelmét, s nem gondoskodott az
érintettek megfeleld tajékoztatasardl, megsértve ezzel egyiitt az atlathatosag elvét is.

4) A Hatosag hivatalbdl utasitia a Kitelezettet amra, hogy a jelen hatarozat véglegessé valasatol
szamitott 20 napon belil megfeleld, a tisztességes adatkezelés alapelvi kivetelményével
dsszhangban 216 technikai, szervezési intézkedések megtételével gondoskodjon a munkavallaldk
szamara biztositott e-mail-fickok hasznalata, archivalasa, illetve az archivalt tartalmakban torténd
dokumentumkeresések soran a személyes adatok védelmérdl, alkossa meg az ezekhez szikséges
belsd szabalyokat és gondoskodjon az érintettek meogfeleld tajékoztatasardl. Ennek kerstében
biztositsa, hogy az e-maiHiokok taroldsara, archivalasara, az archivalt adatokban toriénd keresésre
vonatkozd belsd szabalyozas, és az ezekre vonatkozd megfeleld tajékoztatd megalkotasaval tarolja,
archivalja a munkavallalok e-mail-fidkjait és végezzen azokban dokumentumkeresést.

Kro: Nemzeti Adatvédelmi és Informacidszabadsag Hatdsag
(BeHrpus)

Koro: Hen3BecTHasa kKomnaHusA
Korga: 2019.12

3a yto: HapyweHue cT. 5, 6 GDPR
Kak: wtpad €1,500

MpuumnHa: pabotogatenb npoaoaKkan ob6paboTKy M MOUCK
nMMCEM B QapPXMBE KOPMNOPATUBHOW 3SNEKTPOHHOM MNOYTbI
pabOTHUKA, B KOTOPbIX COAep)Kanacb NMYHAA Mepenucka
paboTHMKa, nocne yBo/AbHEHUA pPaboTHUKa 6e3 npaBoBOro
OCHOBaHuA. PaboTogatenb He MNPUHAN  Hagaerkalme
OpPraHU3aLMOHHblE N TEXHUYECKME Mepbl Ana obecneyeHus
6e3onacHOro  AnA  MepcoHaNbHbIX  AaHHbIX  NOMCKa
AOKYMEHTOB B apXMBE 3/IEKTPOHHOM NOYTbl, @ TaKXKe He
NPONHGOPMMPOBAs O TAKOM NpoLecce CyobeKToB.

https://www.naih.hu/files/NAIH-2019-51-hatarozat.pdf
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KOHTPAKTOB Ha NOCTaBKYy npoaykKkuuu

GARANTE
PER LA PROTEZIONE

DEI DATI PERSONALI

The Italian Supervisory Authority fines Eni Gas e Luce Eur
11.5 million. On account of unsolicited telemarketing and
contracts

The Italian Supervisory Authority fines Eni Gas e Luce Eur 11.5 million
On account of unsolicited telemarketing and contracts

The ltalian Supervisory Authority imposed two fines on Eni Gas and Luce (Egl), totalling EUR 11,5 millicn, conceming respectively
illicit processing of personal data in the context of promotional activities and the activation of unsolicited contracts. The fines were
determined in the light of the parameters set out in the EU Regulation, including the wide range of stakeholders involved, the
pervasiveness of the conduct, the duration of the infringement, and the economic conditions of Egl.

The first fine of EUR 8 5 million relates to unlawful processing in connection with telemarketing and teleselling activities as found
during inspections and inguiries that were camied out by the Authority following several dozens of alerts and complaints received in
the immediate aftermath of the full application of the GDPR.

The verifications revealed a limited number of cases, which however pointed to 'systematic’ conduct by Egl and highlighted serious
criicalities with regard to the general processing of data.

The violations brought to light include advertising calls made without the consent of the contacted person or despite that person’s
refusal to receive promaotional calls, or without triggering the specific procedures for verifying the public opt-out register; the
absence of technical and organisational measures o take account of the indications provided by users; longer than permitted data
retention periods; and the acquisition of the data on prospective customers from entities (list providers) that had not obtained any
consent for the disclosure of such data.

Having declared the conduct detected as unlawful, the Italian SA crdered Egl to put in place procedures and systems in order to
verify, also by examining a large sample of customers, the consent of the persons included in the contact lists prior to the start of
promotional campaigns. Egl will also have to ensure full automation of data fiows from its database to the company's own black list,
i.e., the list of those who do not wish to receive advertising.

The ltalian SA further prohibited the company from using the data made available by the list providers if the latter had not obtained
specific consent for the communication of such data to Egl.

The second fine of EUR 3 million concems breaches due to the condusion of unsolicited contracts for the supply of electricity and

gas under ‘free market’ conditions. Many indivi plained to the Authority that they leamed about the conclusion of a new
«contract only on receiving the letter of termination of the contract with the previous supplier or else the first Egl bills. In some cases,
the complaints reported incomrect data in the contracts and forged signatures.

About 7200 consumers were affected by the above serious imegularities. The Authority's findings showed that the conduct of Eglin
acquiring new customers through certain external agencies operating on its behalf led, in crganisational and managerial terms. to

processing activities in breach of the EU) Regulation as they violated the principles of data faimess, accuracy and up-to-dateness.

Having established such unlawful conduct, the Italian SA ordered Egl o take several comective measures and fo introduce specific
alerts in order to detect various procedural anomalies.

Kro: Garante per la protezione dei dati personali (UTanus)
Koro: Eni Gas e Luce

Korga: 2020.01

3a yto: HapyweHune cT. 5, 6 GDPR

Kak: aga wrpada obuwert cymmoin €11,500,000

MpuumHa: nepsbin wWTpad B pasamepe €8,500,000 cBA3aH C
HEe3aKOHHOM 006paboTKOM NepcoHaNbHbIX [AaHHbIX B
paMKax  [eATeNbHOCTM MO TeNIeMAPKEeTUHTY U
Tenenpogarkam 6e3 yyeTta OTKa3oB CyOBEKTOB OT
NOJIyYEHUA pPeKNaMHbIX Co0b6WeHU. bblno BbIABAEHO
HapyLleHMe CPOKOB XPaHEHWA MEePCOHA/IbHbIX AAHHbIX, A
TaKXKe MOKYMNKAa AAHHbIX O MOTEHLMaNbHbIX KAMEHTax OT
TPETbUX /UL, HEe MONYYMBLUMX cornacne cybbekTa Ha
pacKkpbiTne wunHPopmaumun. Btopon wtpad B pasmepe
€3,000,000 kacaeTcA HapyLweHN B CBA3M C 3aKNO4YEHMEM
6onee 7,200 HaBA3aHHbIX KOHTPAKTOB HA MOCTABKY
3NEKTPO3HEPIMN U ra3a B YCNOBUAX «CBOOOAHOrO pbiHKa».
MHorve noTtpebuTenu »KanoBainUCb, YTO OHWU Yy3HaAAM O
3aKNHOYEHNM HOBOTO KOHTPAKTA TO/NIbKO MOCAe NONyYeHUA
NMMCbMa O PACTOP)KEHUM KOHTPAKTa C Mpeablaylmm
NOCTaBLLMKOM MM NOCAE NONYYEHUA NEePBbIX CYETOB.

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9245041
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LLitpad 3a HE3aKOHHDbIN NPAMOI MAPKETUHT U HapyLUeHue

npuHumna accountability

GARANTE
PER LA PROTEZIONE

DEI DATI PERSONALI

Marketing: dal Garante privacy sanzione di 27 milioni e 800
mila euro a Tim

Marketing: dal Garante privacy sanzione di 27 milioni ¢ 800 mila euro a Tim

Il Garante per la privacy ha iregato 3 Tim spa una sanzione di 27 802 846 euro per numercsi frattamenti illeciti di dati legati
all attivits di marketing. Le violazioni hanno ir o nel plesso alcuni milioni di persone.

Dial gennaio 2017 ai primi mesi del 2018, sono pervenute all'Autoritd centinaia di segnalazioni relative, in particolare, alla ricezione
di chiamate promozionali indesiderate effettuate senza consenso o nonostante I'iscrizione delle utenze telefoniche nel Registro
pubblico delle opposizioni, oppure ancora malgrado il fatto che le persone contattate avessero espresso alla societa la volonta di
non ricevere telefonate promozionali. Imegolarita nel trattamento dei dati venivano lamentate anche nell'ambite dell'offerta di
concorsi a premi e nella modulistica sottoposta agli utenti da Tim.

Dalla complessa attivita istruttoria che ne & derivata, svolta anche con il contributo del Nucleo Speciale Tutela Privacy e Frodi
Tecnologiche della Guardia di Finanza, sono emerse numerose e gravi violazioni della disciplina in materia di protezione dei dati
personali.

Tim ha dimestrato di non avere sufficiente contezza di fondamentali aspetti dei tratamenti di dati effettuati (accountability).

Tra i milicni di telefonate promozionali effettuate in sei mesi nei confronti di “non clienti” MAutorita ha accertato che le sodieta di call
center incaricate da Tim hanno, in molti casi, contattato gli interessati senza il loro consenso. Una persona & stata chiamata 155
waolte in un mese. In circa duscentomila casi, sono state contattate anche numerazioni “fuori lista”, cioé non presenti negli elenchi
delle persone contattabili di Tim. Sono state rilevate poi altre condotte illecite come I'assenza di controllo da parte della societa
sulloperato di alcuni call center; 'errata gestione e il mancate aggiomamento delle black list dove vengono registrate le persone
«che non vogliono ricevere pubblicits; I'acquisizione obbligata del consenso a fini promozionali per poter aderire al programma “Tim
Party” con i suoi sconti & premi.

Mella gestione di alcune app destinate alla clientela, incltre, sono state fornite informazioni non corrette e non trasparenti sul
trattamento dei dati & sono state adottate modalithy di acquisizione del consenso non valide.In alcuni casi & stata utilizzata
modulistica cartacea con richiesta di un unico cansenso per diverse finalita, inclusa quella di marketing.

La gestione dei data breach non & poi risultata eficiente, cosi come inadeguate sono risultate limplementazions & la gestione da
parte della Societd dei sistemi che trattanc dati personali {con viclazione del principio di privacy by design). Disalli iti sono

emersi tra le black list di Tim & guelle dei call center incaricati, cosi come per le registrazioni audio dei contratti stipulati
telefonicamente (verbal order). Le utenze di clienti di altri operatori, detenute da Tim in quanto gestore delle Reti, sono state

conservate per un tempo superiore ai limiti di legge e inserite, senza il consenso degli ir i, in alcune
promozionali.

Oltre alla sanzione, I'Autorita ha imposto a Tim 20 misure comettive, tra divieti @ prescrizioni. In particolare, ha vietato a Tim 'uso
dei dati a fini di marketing di chi aveva espresso ai call center il proprio diniego a ricevere telefonate promozionali, dei soggetti

presenti in black list & dei “non clienti” che non avevano dato il consenso.

La societa non potra pili utilizzare neanche i dati della clientela raccolti mediante le app "My Tim", “Tim Personal” & “Tim Smart Kid”
per finalitd diverse dallerogazione dei senvizi senza un consenso libero & specifico.

Kto: Garante per la protezione dei dati personali (UTanus)
Koro: TIM SpA

Korpga: 2020.02

3a yto: HapyweHue cT. 5, 6 GDPR

Kak: wtpad €27,802,946 n 20 KOpPEKTUPYIOLWLNX MEpP

MpuuKnHa: KOHTpONep coBepLUan peKnamHble 3BOHKKU 6e3
cornacus cybbeKkToB (cybbekTbl Hblan yKasaHbl B Public
Register do-not-call list wnM paHee oTKazanuco ot
NO/Mly4eHUA TaKMx 3BOHKoB). [laHHOe HapylleHue
3aTPOHYNO HECKONbKO MUIMOHOB Cyb6beKToB. Tak,
O4HOMY YesiloBeKy No3BoHUAM 155 pas 3a mecadu.

TaK»Ke KOHTponep He NpPoAEeMOHCTPUPOBA UCMNONHEHMUE
npuHuMna accountability. Kpome Toro, Haa3opHbIN Npu
NpoBepKe BbIABU/, YTO COrNacMA Ha MApPKETUHT, ecn u
cobupanucb ¢ cybbeKktoB, To 6bian 0bs3aTenbHbIMKU ANA
npucoeanHeHuA K nporpamme Tim Party,
NpeaycMaTpMBatOLWEN MNOJyYeHNEe CKUMAOK W Npu30B.
NHpopmauma 06 o06paboTKe nepcoHaNbHbIX AAHHbIX
npeaocTaBasnacb CybbekTtam HenosIHOM M HeToyHoW (B
NPUIOXKEHMUAX).

https://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9256409
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LLTpad Ppursmueckomy nnuy 3a He3aKOHHbIM 06MmeH
MHTUMHbIMU GOTO U KONUAMM NEePEenunUcKu

THE Spanish Agency for Data Protection (AEPD) has handed out a penalty of €10,000 for sharing

intimate photos and screenshots of a woman’s conversations in WhatsApp without her consent.

The fine is the first of its kind in Spain and somewhat of a controversial decision as has made an example
of the man’s behaviour, which although was illicit, is perceived by a proportion of the population as

innocent.

The Agency’s decision now opens the doors to apply the European Data Protection Regulation (GDPR)
directly on citizens, which according to privacy experts, is usually intended to be applied to companies

and one which provides a stark warning to others.

The victim had reported to the AEPD in July 2019 that her privacy had been breached after several
people told her that they had seen intimate photographs and screenshots of conversations on WhatsApp

between herself and a co-worker. The images were also accompanied by hurtful and vexatious comments.

A fine was issued as according to the AEPD, sharing personal data from third parties without their
consent constitutes a “very serious infraction.”. Detailing the penalty, the Agency indicated that although
there is no record that the sanctioned man expressly wanted to violate the right to data protection of the
victim, the comments attached to the photographs show a “serious negligence.” They had also lowered
the penalty as the sharing of the content was one of a “purely local” scope and that only one person was

affected.

Kro: Agencia Espafiola de Proteccién de Datos (McnaHus)
Koro: ¢usnyeckoe nnuo

Korga: 2020.02

3a yto: HapyweHune cT. 5, 6 GDPR

Kak: wtpad €10,000

MpuunHa: 06MeH WHTUMHbIMKM GOTO U KOMUAMMU
nepenucku KeHwmHol B WhatsApp 6e3 ee cornacua. Mo
3aAB/IEHMIO NOTEpneBLIEN, ee JINYHAA U3Hb Oblna
HapyLleHa noc/se PacnpoCTPaHeHUA TakuUX AaHHbIX O HeW
B CETU.

https://www-euroweeklynews-com.cdn.ampproject.org/c/s/www.euroweeklynews.com/2020/02/06/landmark-penalty-in-spain-as-data-

protection-agency-fines-man-e10000-for-sharing-intimate-photos-on-whatsapp/amp/
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290 LLtpad Facebook 3a HeHa3sHaueHue DPO n HeyBegomneHue
HaA30pPHOro OpraHa -ﬂl

Bloomberg the Company & s Products v | Bloomberg Asywhers Remte Login | Bloomberg Terminal Demo Request Kro: Der Hamburgische Beauftragte fir Datenschutz
Bloomberg und Informationsfreiheit (fepmaHus)

Business

Facebook’s Tiny Privacy Fine Is
a‘Warning, Watchdog Says

By Stephanie Bodoni
13 pespana 2020 r., 12:18 GMT+3 Updated on 13 gpespana 2020 2., 17:37 GMT+3 Kak: WwTpa d) €5 1’000

Koro: Facebook Inc.
Korga: 2020.02

3a uto: HapyweHue cT. 37 GDPR

» Hamburg privacy watchdog levies symbolic EU51,000 penalty

» EU’s new privacy rules give authorities higher fining powers

MpuunHa: HemeuKoe nogpasgeneHune Facebook Inc. He
Ha3HaumMno DPO u He coobuwmno ero KOHTaKTHble

LISTEN TOARTICLE Facebook Inc.’s German unit was handed a fine of 51,000 euros ($55,500)

. for failing to properly nominate a data protection officer for its local office, a AaHHb'e HeN\eLIIKOMy HaA30pHOMV OpraHy Ha pa3N\ep
penalty privacy regulators said should still serve as a “warning” to others. Lquad)a MONIOXUTENIbHO nosuaana HEMe,EI,ﬂeHHaﬂ
:t:fmu While the punishment seems tiny for the social network giant, it targets the pea KLLMH Facebook Ha npeﬂnmcaHme n OnepaTMBHoe
o Tweat German unit and not the “billion-dollar parent company,” the data
in Post protection authority in Hamburg, Germany, said in its 2019 annual report n p eﬂ.O CTaB/ieHNe KOHTAaKTHbIX ﬂ,a HHbIX D PO .
= i published on Thursday.

“This case should be a clear warning to all other companies: naming a data

In this article
protection officer and telling the regulator about it are duties,” which the
P GEBOOK ING-A data protection authority takes seriously, the watchdog said in the report.
?E—g]g s “Even smaller violations like these can lead to substantial penalties.”

which took effect in May 2018. The General Data Protection Regulation, or
GDPR, gives EU data protection authorities for the first time equal powers to
fine companies as much as 4% of global annual sales for the most serious
violations of people’s personal data.

https://www.bloomberg.com/news/articles/2020-02-13/facebook-fined-in-germany-for-violating-data-protection-rules
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291 LWrpad 3a He0b60CHOBaAHHOE NOAaraHUe Ha 3aKOHHbI UHTepec

Kro: Autoriteit Persoonsgegevens (Huaepnanabi)

S
SIeall  AUTORITEIT
v;ﬁg PERSOONSGEGEVENS N e Koro: TeHHucHas accoumauma KNLTB
= : Postbus 93374, 2509 A] Den Haag
g Korpa: 2020.03
autoriteitpersoonsgegevensal
gy 3a yto: HapyweHue cT. 5, 6 GDPR
[VERTROUWELIK]
Displayweg 4 KaK: UJTpad) €525,000
3821 BT AMERSFOORT
anI‘-IVIHa: KOHTPO/1Iep nepeaan KOHTaKTHbleé AddHHble
HECKONIbKUX TbiCAY Yy4aCTHUKOB accouunaymm
CNOHCOpPaM, KOTOpble MOTOM YCTaHOBWAW NPAMOM
Datum Ons kenmerk
20 december 2019 VERTROUWELIK] KOHTAKT C cybbektamu. KoHTponep cuuTan, 4Tto
Contactpersoon nepep,a'éT AadHHbleé Ha OCHOBaAHUKM CBOEro 3aKOHHOIOo
[VERTROUWELIK]
070 8388500 MHTepeca.
Onderwerp
Besluit tot het opleggen van een bestuurlijke boete
Geachte [VERTROUWELIJK],
De A iteit Per gL (AP) heeft besd aan de vereniging Koninklijke Nederlandse Lawn

Tennishond (KNLTB) een bestuurlijke boete van € §26.000,-- op te leggen, omdat de KNLTB in juni en juli

2018 ten behoeve van het g van ink een b d met p X van zijn leden
heeft verstrekt aan twee sponsors ten behoeve van direct ketingactiviteiten van deze sp Voor
zover het de verstrekking en het gebruik betreft van per gegevens van leden die voor 2007 lid zijn

geworden van de KNLTB, geldt dat dit een onverenigbare verdere verwerking is. Daarmee heeft de KNLTB
artikel 5, cerste lid, aanhef en onder b, van de AVG overtreden. Voor zover het de verstrekking en gebruik
betreft van persoonsgegevens van leden die na 2007 lid geworden van de KNLTE, geldt dat daarvoor geen
reck ige grondslag b d. Daarmee heeft de KNLTB artikel 5, eerste lid, sanhefen onder a jo. artikel
6, eerste lid, van de AVG overtreden.

Hierna wordt het besluit nader licht. Hoofdstuk 1 betreft een inleiding en hoofdstuk 2 beschrijft het
wettelijk kader. In hoofdstuk 3 worden de belangrijkste feiten in deze zaak op een rij gezet. In hoofdstuk 4
beoordeelt de AP de feiten op grond van het wettelijk kader en wordt geconcludeerd dat de KNLTE de AVG
heeft overtreden. In hoofdstuk 5 wordt de hoogte van de bestuurlijke boete gemotiveerd. Tenslotte bevat
hoofdstuk 6 het dictum en de rechtsmiddelenclausule.

https://edpb.europa.eu/news/national-news/2020/dutch-dpa-fines-tennis-association en
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LUtpad 3a 6e3anbrepHaTUBHYIO BUOMETPUUECKYIO

naeHTMPUKaumio B LLKONE

Urzad
Ochrony

’ Danych
Osobowych

Prezes i Urzad Prawo Edukacja

Whisz fraze ktérej szukasz

Infolinia Urzedu 606-950-000

Wspaotpraca

@ »Aktualnosci

Szkola z karg za odciski palca uczniow

Prezes Urzedu Ochrony Danych Osobowych natoiyt kare w wysokosei 20 tys. zt
w zwigzku z naruszeniem polegajacym na przetwarzaniu danych biometryeznych
dzieci podczas korzystania przez nie ze szkolnej stotéwki.

Szkota przetwarzata dane szczegdlnych kategorii (dane biometryczne) 680 dzieci bez |
podstawy prawnej, mogac jednoczeénie zastosowaé inne formy identyfikacji
uczniow.

Za to naruszenie zostata natozona administracyjna kara pieniezna na Szkole
Podstawowa nr 2 z Gdariska. Ponadto Prezes UODO nakazat jej usuniecie danych

osobowych przetworzonych do postaci cyfrowe] informacji o charakterystycznych
punktach linii papilarnych palcéw dzieci oraz zaprzestanie dalszego zbierania danych
osobowych.

Prezes UODO po przeprowadzeniu z urzedu postepowania administracyjnego ustalit, ze szkota korzysta z czytnika biometrycznego przy
wejsciu do stotowki szkolnej, ktory identyfikuje dzieci w celu weryfikacji uiszczenia optaty za positek.

Postepowanie wykazato, Ze szkota pozyskuje te dane i przetwarza je na podstawie pisemnej zgody rodzicow lub opiekunéw prawnych.
Stosowane rozwiazanie funkcjonuje od 1 kwietnia 2015 r. W obecniym w roku szkolnym 2019/2020 z czytnika biometryeznego korzysta 680
ucznidw, a czterech ucznidw z alternatywnego systemu identyfikacji.

‘W te] sprawie trzeba podkresli¢, ze przetwarzanie danych biometrycznych nie jest niezbedne dla osiagniecia celu, jakim jest identyfikacja
uprawnienia dziecka do odebrania obiadu. Szkota moze przeprowadzic identyfikacje za pomoca innych Srodkéw, ktore nie ingeruja tak dalece
w prywatnosé dziecka. Ponadto szkota umozliwia korzystanie z ustug stotéwki szkolnej nie tylko za pomoca edcisku linii papilarnych, ale

i karty elektronicznej lub na podstawie nazwiska i numeru umowy. Zatem, w Szkole istnieja alternatywne formy identyfikacji uprawnienia
dziecka do odebrania obiadu.

Kto: Urzad Ochrony Danych Osobowych (Monbwa)
Koro: wKkona

Korga: 2020.03

3a uto: HapyweHune cT. 5, 9 GDPR

Kak: wrpad €4,400

MNpuumnHa: KOHTposEep obpabatbiBan
6uomeTpuYeckme [AaHHble (oTnevyaTkM NanbuEeB)
LWKONbHMKOB 6€3 NpaBOBOro OCHOBAHMA B LENAX
NOeHTUOUKALUMM B LUKONIbHOW CTO/IOBOM B AN
NPOBEPKM onnatbl 3a nuTaHume. ObpaboTka
npoucxoamna Ha OCHOBAHWM MMCbMEHHOTO COrnacus
3aKOHHbIX npeactaButenen geten. [pu  3Tom
NpeayCMOTPEHHbIE B LLKOME a/ibTePHAaTUBHbIE Mepbl
NoeHTMOMKaUMM He nNpeaocTaBNANn CcybObeKTam
PaBHOLLEHHbIX BO3MOXHOCTEN.

https://edpb.europa.eu/news/national-news/2020/fine-processing-students-fingerprints-imposed-school en



https://edpb.europa.eu/news/national-news/2020/fine-processing-students-fingerprints-imposed-school_en

293

LLTpad 3a HapyweHue Google npaBa cybbekTa Ha 3abBeHue

(right to be forgotten)

Datainspektionen

@ OM 0SS KONTAKTAOSS PRESS A-O  IN ENGLISH

AKTUELLT VAGLEDNINGAR LAGAR OCH REGLER UTBILDNINGAR OCH KONFERENSER

Stat = MNyheter =

Datainspektionen utfardar sanktionsavgift mot Google

Publicerad 2020-03-n

Datainspektionen utfardar
sanktionsavgift mot Google

Datainspektionen utfdrdar en sanktionsavgift pd 75 miljoner kronor mot
Google fér att féretaget bryter mot GDPR. Orsaken dr att Google brister i sitt

sdtt att hantera rdtten att fd sékresultat borttagna.

2017 blev Datainspektionen klar med en granskning av hur Google hanterar
ratten for enskilda att fa sokresultat borttagna fran Googles sékmotor for sékningar som
innehaller personens namn i fall da resultaten exempelvis dr oriktiga, irrelevanta eller
overflodiga. Datainspektionen forelade di Google att ta bort ett antal soktraffar.

2018 inledde Datainspektionen en ny granskning av Google efter att ha fatt indikationer pa att
flera av de resultat som skulle ha tagits bort fortfarande visades i sokningar. Nu ar
myndigheten klar med denna granskning och utfardar en sanktionsavgift mot Google.

- Dataskyddsforordningen, GDFR, dkar kraven pa organisationer som samlar in och hanterar
personuppgifter och stirker enskildas rattigheter. En viktig sadan rattighet ir mojligheten for
enskilda att fa sokresultat borttagna. Nu ser vi att Google brister i sitt sitt att hantera denna
rattighet, siger Lena Lindgren Schelin, generaldirektor for Datainspektionen.

Kro: Datainspektionen (LUseuus)
Koro: Google

Korpa: 2020.03

3a yto: HapyweHue cT. 17 GDPR
Kak: wrpad €7,000,000

MpuumHa: Google Kak onepatop MNOMCKOBOM
CUCTEMbl He BbIMONHUA CBOM 0b6A3aTeNbCTBA B
OTHOLWIEHUN NpaBa Ha MCKAOYEHWE Pe3ynbTaToB
NMOWUCKOBOW Bbl4aun, COAEPKALLUX NEPCOHANbHbIEe
AaHHble. B ogHom un3 cnyyaeB Google canwkom
Y3KO MHTepnpeTupoBan 3anpoc cybbeKkta M He
yoanun Bce Tpebyemble Beb-agpeca. Bo BTopom
cnyyae Google oTpearnpoBan Ha 3anpoc cybbekTa
C HeonpaBAaHHOWM 3a4EePKKOM.

Bbina BbiABNEeHA HegobpocoBecTHAn NpPaKTUKa, No
KoTopoit Google yBepomnaetr Bnagenbues Beb-
CaliTOB O TOM, KaKMe CCbIIKM Ha UX pecypcbl 6biaun
MCKAOYEHbI M3 MOUCKOBOW BblAAYM M KTO CTOSIN 33
3anpocom 06 MX WCKAYEeHMU. ITO NO3BONAET
BNagenbLam CcaliToB MOBTOPHO OMNy6AMKOBATbL
NCKNOYEHHYIO MHbOpPMaLUIO Ha  4pyrux
CTPaHWLAX, KOTopble 3aTeM OonATb MOoMagatT B
nounckosyto Bblgavy Google.

https://www.datainspektionen.se/nyheter/datainspektionen-utfardar-sanktionsavgift-mot-google/
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e(-d D k) m HOME ABOUT EDPB NEWS OUR WORK & TOOLS
urapean Data Protection Board

European Data Protection Board ~ News ~ MationalNews ~ National News

Fine imposed for preventing the Supervisory Authority from
performing an inspection

The President of the Personal Data Protection Office impased a fine of PLN 20 000 on Vis Consulting Sp. z 0.0. in liquidation with the seat in Katowice, a
company from telemarketing industry, for making it impossible to conduct inspection. Additionally, the company’s owner is subject te criminal liability for
this.

The President of the Persenal Data Protection Office (UODO) decided to conduct inspection activities at the penalised company, in connection with the
findings made in the course of anather inspection performed at the company conducting telemarketing activities. [t was established that the company has a
cooperation contract with regard to outsourcing of telemarketing services with Vis Consulting 5p. z 0.0. Therafore, the supervisory authority found it
necessary to conduct inspection activities at the entity which actually operated the telephone calls and processed the data.

Unfortunately, the UODO's inspectors, after prior notification on the planned inspection, did not find anyone at the address indicated in the National Court
Register (KRS). On the spot, there was only a company which leased office space to Vis Consulting Sp. 7 0.0. (so called virtual office).

The inspectors managed, however, to contact Vis Consulting by telephone, and its proxy informed that the inspection would not take place.

Therefore, the Prasident of the UODO concluded that the company in no way wished to cooperate with the personal data protection authority. On two
consecutive days of the planned inspection activities, the company made it impossible to carry out the inspection twice. Furthermore, on the date on which
the inspectors attempted to conduct inspection at Vis Consulting Sp. z 0.0., its authorities decided to liquidate that entity.

In the opinion of the President of the Office, this company does not comply with the obligations relating to the processing of personal data and, at least
intentionally, avoids to be subject of inspection by the supervisary authority. Thus the company infringed the provisions of Article 31 of the GDPR with
regard to Article 58(1)(e) and (f) of the GDPR referring to cooperation with the supervisory authority and enabling it access to all personal data and any
infermation.

Hence, the President of the UODO concluded that the cenditions for imposing a fine on the company were satisfied. In determining the amount of the fine,
the supervisory authority did not identify any attenuating circumstances affecting the amount of the fine.

In connection with suspicion of commission of an offence under Article 108 (1) of the Act on the Protection of Personal Data by the President of the
Company, the supervisory authority notified the District Public Prosecutor’s Office in Katowice thereof. According to that provision, the prevention or
hindering of conducting inspection of compliance with the personal data protection provisions shall be subject to a fine, restriction of personal liberty or
imprisonment for up to twao years. The Public Prosecutor’s Office has already lodged an indictment against the President of the Company to the court

Kto: Urzad Ochrony Danych Osobowych (Monbwa)
Koro: Vis Consulting Sp. z 0.0.

Korpa: 2020.04

3a uTto: HapyweHwue cT. 31, 58(1)(e) u (f) GDPR

Kak: wtpad €4,400 »n BO3MOXKHAA YronoBHas
OTBETCTBEHHOCTb PYKOBOAUTENA KOHTPO1Eepa

MpuumHa: KOHTpoONep BOCNpPenATCTBOBA
NpoOBeAEeHUIO NpoBepKn co CTOPOHDI
HAUMOHA/NbHOIO perynaTopa, KOTOpbIM  pewmnn
nposepuTb Vis Consulting no ntoram nNpoBepKu Mx
KINEHTa, KOTopomy OKas3bIBa/INCb ycnyru
AyTCOPCUHra TenemapkeTuHra. Ho MHcneKTopbl
nocne npeasapuUTesIbHOro  yBegOM/JIEHMA O
NpPOBEpKe He HALLIM HUKOro No ajpecy KoOHTpoaepa.
Ewé pBaxkabl perynatop 6e3ycnewHo nbiTanca
BbINTH Ha KOHTAKT o KOHTpPO/IEPOM.
Bnagenbubl  3TOM  KOMMAHWUM  pewnnm  ee
nvksnguposaTtb. B cootsetctBum ¢ GDPR Takoe
nosefeHMe MOXeT noBaedb 33 cobon wTpaod,
OrpaHMyeHue /nmMyHom cBoboabl MAN TIOpPEeMHoe
3aK/lo4eHne Ha CPOK A0 AByx net. Perynatop
yBEAOMUNI PANOHHYIO MNpPOKypaTypy B KaTtosuue,
KOTOpaA HanpaBuna B cyg o0b6BMHUTENbHOE
3akntoveHne npotus pykosogutens Vis Consulting.

https://edpb.europa.eu/news/national-news/2020/fine-imposed-preventing-supervisory-authority-performing-inspection en
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295 LLitpad 3a ucnonb3osaHMe 6MOMeTpUYECKON CUCTEMDI yyeTa
pabouero BpemeHu

Kro: Autoriteit Persoonsgegevens (HnaepnaHabi)

AUTORITEIT Koro: HeHa3BaHHaA KOMMNaHUA
PERSOONSGEGEVENS
Korpga: 2020.04
Home Corona Ower privacy - Onderwerpen - Zelf doen - 3a yTo: HapyLleHue CT. 5un 6 GDPR

Kak: wrpad €725,000

Boete voor bedrijf voor Mpuamka:  KOMMaHwA ocywectanana

CKaHMWpoOBaHKe oTnevyaTkosB nanbLes cBoux

verwe rken COTPYAHWNKOB B pamKax MCNONb30BaHMA

buomeTpuyeckom cuctembl y4yeTa  pabouyero

Vi nge rafd Fu kken BpemeHun. CorsiacHo No3numMm Hag30PHOro OpraHa,

MCMNONb30BaHUE cuctem 6uomeTprYECcKoin

Werknemers NAEHTUPUKALMM BO3MOMKHO TO/IbKO B C/ydae,

ecnu Cy6'beKTbI AdaHHbIX MNpeaoCTtaBAAOT ABHOeEe

cornacue nn ecnn MCNnoJZib3oBaHUe
6MOMETPUYECKMX  AaHHbIX Heobxogumo  Ans
Werknemers van een bedrijf hebben hun vingerafdrukken moeten laten uenen ayTeHTUMKauum u obecneyeHus
scannen voor aanwezigheids- en tijdsregistratie. De Autariteit 6e3onacHoctn. Ocobo 6bino OTMe4YeHo, 4TO
Persoonsgegevens (AF) heeft na onderzoek geconcludeerd dat het bedrijf COTPYAHMKM 3aBUCAT OT CBOEro pa 60T0p,aTel'Iﬂ,

geen vingerafdrukken van medewerkers had mogen verwerken. Het bedrijf NoO3TOMy WX cOrjacMe  Ha MCMONb30BaHMeE
kan zich namelijk niet beroepen op een witzonderingsgrond voor het

verwerken van bijzondere persoonsgegevens. Het bedrijf krijet hiervoor een HO'D'O6HOM CUCTEMbI HE MOXET bbiTb OLEHEHO Kak
boete van 725.000 euro. csobopaHoe.

https://autoriteitpersoonsgegevens.nl/nl/nieuws/boete-voor-bedrijf-voor-verwerken-vingerafdrukken-werknemers
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DPO and conflict of interest:
the Belgian DPA issues a
50,000 EUR fine

On 28 April 2020, the Belgian Data Protection Authority ("DPA”), fined a Belgian company 50,000 EUR for breach of article
38 (6) of the GDPR. The DPA’s Litigation Chamber found that the DPO was not in a position that is sufficiently free from

conflict of interest because the DPO also fulfilled the function of director of audit, risk and compliance.

The Litigation Chamber stated that the administrative fine was not imposed with the intention to terminate the violation,
but rather with a view to vigorously enforce the rules of the GDPR. In this respect, the Litigation Chamber specified that,
although there was no element showing an intentional infringement, there was serious negligence on the part of the
defendant. Please find below a non-official English translation of the excerpt of the decision which covers the DPO conflict

of interest.
Follow this link to read the full version of the DPA's decision (available only in Dutch): hitps

NON-OFFICIAL ENGLISH TRANSLATION

Decision of the Belgian Data Protection Authority of 28 April 2020 :

DPO conflict of interest

Kro: I'Autorité de protection des données (benbrus)
Koro: Proximus SA

Korpa: 2020.04

3a uTto: HapyweHue cT. 32 1 38(6) GDPR

Kak: wrpa¢ €50,000

MpuumnHa: yTeyka NepcoHanbHbIX AAHHbIX, @ TaKXe

HapyLeHun nopaaka B3aMMoZencTBmA C
PerynaTopom, HEUCNnoNHeHue npuHUMna
nogotyeTHocT  (accountability), HeBbInonHeHMe

PUCK-OPMEHTUPOBAHHOrO noaxoda npu  3alumTe
OAHHbIX, Hannune KoHPAMKTa uHTepecoB y DPO,
HeaocTaToyHoe BoBsedyeHMe DPO B paspeweHue
BONPOCOB No 06paboTke M 3awWmTe NepcoHasbHbIX
AAHHbIX B KOMMNaHMW. Bonbliana yacTb HapylleHUn
6blna cHATa B pe3ynbTate cyaebHOro caywaHma no
¥anobe KoHTponepa. Mpu pacyete wrpada TakxKe
6blna yuyTeHa A4NINTENbHOCTb HapyLweHusa (2 roaa).

https://edpo.com/news/dpo-and-conflict-of-interest-50-000e-fine-by-the-belgian-dpa/



https://edpo.com/news/dpo-and-conflict-of-interest-50-000e-fine-by-the-belgian-dpa/

LLitpad 3a oTcyTcTBME Npoueaypbl No ny6anKauum

NepCcoHaNbHbIX AAHHbIX Ha Beb-caiiTe

@ OM 0SS  KONTAKTA 0SS  PRESS A-O  IN ENGLISH

Datainspektionen

AKTUELLT VAGLEDNINGAR

LAGAR OCH REGLER UTBILDNINGAR OCH KONFERENSER

Start —» MNyheter —»  Fel publicera kinsliga personuppgifter pa Region Orebro |3ns webh

Publicerad 2020-05-12

Fel publicera kdnsliga
personuppgifter pa Region Orebro
lans webb

Datainspektionens granskning visar att Hilso- och sjukvdrdsnédmnden i
Region Orebro lin gjort fel vid publicering av kénsliga personuppgifter pd

regionens webbplats om en patient som dr intagen pd réittspsykiatrisk klinik.

Datainspektionen har tagit emot ett klagomal mot Halso- och
sjukvardsnimnden i Region Orebro lin som gjorde gillande att kiinsliga personuppgifter om
en patient som &r intagen pa rittspsykiatrisk klinik publicerats pa regionens webbplats.

- Var granskning av det intraffade visar att kinsliga personuppgifter felaktigt publicerats och
har legat 6ppna pa regionens webbplats, siger Elin Hallstrém, jurist pd Datainspektionen.

Av Datainspektionens granskning framgar att det inte finns ndgra skriftliga rutiner som rér
publicering av handlingar och personuppgifter pa webbplatsen. Rutiner kring publiceringen
delges muntligt. I detta fall har de muntliga rutinerna inte féljts och handlingen publicerades
av misstag, vilket tyder pa att nimnden inte har vidtagit tillrickliga organisatoriska atgarder
for att sikerstilla att personuppgifter skyddas fran att felaktigt publiceras pa regionens
webbplats.

Koro: [lenapTtameHT 34paBOOXpPaHEHUA B pernoHe
dpebpya (Halso- och sjukvardsnamnden i Region
Orebro l13n)

Koraa: 2020.05
3a yto: HapyweHue cT. 51 6 GDPR
Kak: wrtpad €11,200

Kro: Datainspektionen (LUBeuwns)

MNpuunHa: nybankauma Ha Beb-caliTe cneumanbHbIxX

KaTeropui NaHHbIX - MHbopMaLmn o)
rocnutTanmsaumm nauneHToB B cynebHo-
NCUXMATPUUYECKON KIMHUKE (no owmnbKe).

Perynatop npu NpoBEpPKe OTMETUA, YTo Y
KOHTpO/iepa He pa3paboTaHbl JOKYMEHTUPOBAHHbIE
npoueaypbl Mo nybaukaumu  MHPOpMaLUn
(BKNtOoYana nepcoHanbHble AaHHble) Ha Beb-camTe.
TaK)Ke OTCyTCTBOBa/NN LeNb 06paboTkM M npaBoBoe
OCHOBaHwMe.

https://www.datainspektionen.se/nyheter/fel-publicera-kansliga-personuppgifter-pa-region-orebro-lans-webb/
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DATATILSYNET

Duerher. Forside Presse og nyheder Nyhedsarkiv 2020 maj JobTeam inc

JobTeam indstillet til bede

Publiceret 15-05-2020
Nyhed

Datatilsynet vurderer, at JobTeam i forbindelse med en sag
om retten til indsigt ikke har levet op til de grundlaeggende
krav i databeskyttelsesforordningen (GDPR) om, at
personoplysninger skal behandles lovligt, rimeligt og pa en
gennemsigtig méade.

Kro: Datatilsynet (daHuA)

Koro: JobTeam

Koraga: 2020.05

3a yto: HapyweHue cT. 5 n 15 GDPR
Kak: wtpad €6,500

MpuumnHa: KOMNaHMA YHUUTOXKWNA AaHHble CybbeKkTa
B OTBET Ha 3anpoc O NpeaoCTaB/feHMM AoCTyna K
AQHHbIM, Takum obpasom, 3anpoc cybbeKTa He b6bin
BbINONHEH. [0 MHEHWIO AaTCKOro perynstopa, 3TO
aBnaeTca rpybbim HapyweHnem ¢yHAAMEHTaNbHbIX
npas cybbeKTa.

https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2020/maj/jobteam-indstillet-til-boede/
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LLitpad 3a HapyweHue npaBa cybbeKTa Ha nonyvyeHue
ucuepnbisaower Hpopmaumm 06 06paboTke AaHHbIX

Kro: Tietosuojavaltuutetun toimisto (PuHnaHANS)

® TIETOSUOJAVALTUUTETUN Hae sivustolta
forETe Hakusivle > Koro: Posti Oy (Moyta ®uHAaHANN)
Etusivu Ti j Yksityishenkilo Organisaati Ti javal toimisto Korp,a . 202005
= L ' > . 3a yTto: HapyweHue cT. 5,12 n 21 GDPR
| 4
3 t’ &, Kak: wrtpa¢ €100,000
MpuumHa: 161,000 cy6beKToB NOAYYaAN NUCbMA U
< PEeKNaMy OT pasHbiX KOMMaHWIA nocne Toro, Kak
—— ysegomunn TMouTy o0 cmeHe agpeca. o
Ajankohtaista / Artikkeli ' Tietosuojavaltuutetun toimiston seuraamuskollegio maarasi kolme seuraamusmaksua tietosuojarikkomuksista pe3yn bTaTa M n po Be p KU pe ryn HTO p 06 H a py)_K Mn'
oo 4YTO KOMMaHWA He yBegoMMNa CybbekToB 06 umx
Uutiset ja tiedotteet
e npaBax, B TOM 4YMC/ie O MpaBe Ha BO3PaXeHue
kot NPOTUB PACKPbITUA AaHHbIX, B CBA3N C BHECEHMEM
Lausunnot ja aloitteet ; yBeAOMﬂeHMl‘;‘ 06 VI3MEHEHVIM aﬂ,peca. KOMI'IaHVIﬂ
©22.5.2020 14.39 | Published in English on 25.5.2020 at 15.37
Eurgopan ) PESHLAS yseaomumna TOJIbKO K/IMEeHTOB, KOTOpble
tietosuojaneuvoston ohjeet
Blogi The Office of the Data Protection Ombudsman'’s sanctions board imposed n p no 6 pen n AO nonHUTeNbHbIE ycny ™ B
administrative fines on three companies for violations of data protection
Tapahtumat legislation on 18 May. These violations concerned giving insufficient p!o MONHEHNE K CMeHE aplpeca .
Avoimet tydpaikat information on data protection rights, neglecting to conduct a data

protection impact assessment and the unnecessary collection of personal
data.

https://tietosuoja.fi/artikkeli/-/asset publisher/tietosuojavaltuutetun-toimiston-seuraamuskollegio-maarasi-kolme-seuraamusmaksua-
tietosuojarikkomuksista



https://tietosuoja.fi/artikkeli/-/asset_publisher/tietosuojavaltuutetun-toimiston-seuraamuskollegio-maarasi-kolme-seuraamusmaksua-tietosuojarikkomuksista

LLiTtpad 3a oTcnexknsaHme mectononoxKeHma pabotHukos 6e3
nposeaeHusa DPIA

Kro: Tietosuojavaltuutetun toimisto (PuHNaHAKA)

® TIETOSUOJAVALTUUTETUN Hae sivustolta
TomeTe — Koro: Kymen Vesi Oy
Etusivu Ti i Yksityishenkilo Organisaati Ti javal toimisto Korp.a: 202005
- ' - ‘ 3a uTto: HapyLwweHue cT.35 GDPR
L i
y &, Kak: wrpad €16,000
MpuumMHa: KomnaHua obpabaTbiBana AaHHble O
- MEeCTOMONOKEHUM paboTHMKOB nyTém
—— OTC/NEXMBAHUA TPAHCMNOPTHbIX cpeacTs C
Ajankohtaista / Artikkeli ' Tietosuojavaltuutetun toimiston seuraamuskollegio maarasi kolme seuraamusmaksua tietosuojarikkomuksista Vl c I—I Ofl b30 Ba H M eM C I-I e L'|M an M 3 M po Ba H H O l‘/'l C M CTeM bl .
- RoHTponep He nposén DPIA nepes Havanom
Uutiset ja tiedotteet
m— 06paboTKM AaHHbIX. JlaHHbIE O MECTONO/IOKEHMM
Ratkaisut Mcnoab3oBasnCb B ToM 4yucne Aasaad MOHUTOPUHTIA
Lausunnot ja aloitteet ; OTpa 60TaH H le L‘IaCOB.
©22.5.2020 14.39 | Published in English on 25.5.2020 at 15.37
Euroopan PRESS RELEASE
tetosuojaneuvoston ajeet bbino ykasaHo, yto DPIA gna pgaHHoro npouecca
Giiai The Office of the Data Protection Ombudsman’s sanctions board imposed
i administrative fines on three companies for violations of data protection HEOo 6XOAM Ml T.K. n po I'Ile cc OTHOCUTCA K
Tapahumat legislation on 18 May. These violations concerned giving insufficient BbICOKO p MCKOBAHHbIM:
Avoimet tydpaikat information on data protection rights, neglecting to conduct a data
protection impact assessment and the unnecessary collection of personal ° 06 pa 6aTb| BalOTCH ,D.a HHble yﬂ3 BUMBIX CY6be KTOB
data.

(paboTHUKOB);

® O6pa6aTbIBaIOTCF| AadHHblE O MECTOMNOJTIOXKEHUN B
Lenax ocywiecteaieHUA cncrematTnyeckoro
MOHUWUTOPUHTA.

https://tietosuoja.fi/artikkeli/-/asset publisher/tietosuojavaltuutetun-toimiston-seuraamuskollegio-maarasi-kolme-seuraamusmaksua-
tietosuojarikkomuksista
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6e3 npoBegeHna DPIA
OFFICE OF Search from website
THE DATA PROTECTION OMBUDSMAN
Search page »
Home Data protection Private persons Organisations Office of the Data Protection Ombudsman

.
FT Y ™

‘1

Current issues ~ Article
Office of the Data Protection Ombudsman's sanctions board imposes administrative fine for several deficiencies in
personal data processing

News

Guidelines of the European
Data Protection Board

@ 29.5.2020 14.46 | Published in English on 2.6.2020 at 16.39
PRESS RELEASE

The sanctions board imposed an administrative fine on Taksi Helsinki Oy for
violations of data protection legislation on 26 May. The company had not
assessed the risks and effects of personal data processing before adopting a
camera surveillance system that records audio and video in its taxis.
Deficiencies were also noted in the information provided to customers and the

documentation of personal data processing.

The Office of the Data Protection Ombudsman started an investigation on Taksi Helsinki's
personal data processing in November 2019. Serious deficiencies were found in the

company’s processing of personal data.

https://tietosuoja.fi/en/article/-/asset publisher/tietosuojavaltuutetun-toimiston-seuraamuskollegio-maarasi-hallinnollisen-seuraamusmaksun-

Litpad 3a BHegpeHMem cuctembl BUAeOHabN0AEHUA B TaKCU

Kro: Tietosuojavaltuutetun toimisto (PuHnaHANS)
Koro: Taksi Helsinki Oy

Korga: 2020.05

3a uto: HapyweHune cT. 5, 6, 35 GDPR

Kak: wtpad €72,000

MpuunHa: KOMMaHMA He  OUEHWNA  PUCKU
06paboTkM  paHHbIX, HeobxogMMOCTb  TaKoM
06paboTkM M BAMAHME 06pPabOTKM Ha cybbeKToB
(DPIA) nepep, BHeApPEHNEM CUCTEMDI
BMAEOHabNOAeHMA, 3anucbiBalowen ayamo U
BUOEO B TaKCU. TaKxKe OblaM  0O6HapyKeHbl
HeAOCTaTKM B MHPOpMaLUKM, NpenocTaBAAeMOlM
KnmeHTam (cybbeKTbl He Oblan yBeaomneHbl 06
ayamosanucm), n AOKYMEHTaUUN,
pernameHTupylowen ob6paboTKy nepcoHasbHbIX
AaHHbIX (B Privacy Notice otcyTtcTBoBana
nHpopmauma o} NPUHATUM peLweHni
MCKNOYUTENIBHO MO pe3y/ibTaTaM aBTOMATMYECKOM
06paboTkM ©“ NpPoPUAMPOBAHUN, HEKOPPEKTHO
onpeaeneHbl ponn).

Kpome TOro, ayamosanucu obpabaTtbiBaincb Mo
ownbke n 6e3 HeobxogMMocTh: N36bITOUYHBbIN cOop
M OTCYTCTBME NPABOBOrO0 OCHOBAHMS.

useista-puutteista-henkilotietojen-kasittelyssa



https://tietosuoja.fi/en/article/-/asset_publisher/tietosuojavaltuutetun-toimiston-seuraamuskollegio-maarasi-hallinnollisen-seuraamusmaksun-useista-puutteista-henkilotietojen-kasittelyssa

LUtpad 3a HenpaBomepHyo 06paboTKy NnepcoHaNbHbIX

302 AAHHbIX B paMmKax GyHKLMU «npurnacu gpyra»

Kro: [|'Autorité de protection des données

Koro: npoBaiigep HeHa3BaHHOW CoUMaibHOM ceTH
Koraa: 2020.05

PRIVACY & INFORMATION -

- SUR—

SECURITY [FAW-BLOG ¢

Global Privacy and Cybersecurity Law Updates and Analysis
- o)

Hame « Belgian DPA Sanctions Social Media Company For Unlzawful Processing Of Personal Dats In Connection
With “Imvite-a-Friend” Function

Belgian DPA Sanctions Social Media
Company for Unlawful Processing of
Personal Data in Connection with “Invite-
a-Friend” Function

Posted on May 27, 2020

POSTED IN ENFORCEMENT, EUROPEAN UNION, INTERNATIONAL

On May 19, 2020, the Belgian Data Protection Authority (the “Belgian DPA’)
announced that the Litigation Chamber had imposed a2 €50,000 fine on a social
media provider for unlawful processing of personal data in connection with the
“invite-a-friend" function offered on its platform.

3a uto: HapyweHue cT. 51 6 GDPR
Kak: wtpad €50,000

MpuumnHa: HeszakoHHaAa o06paboTka [AaHHbIX B
pamKax bYHKUMU «npurnacu Apyray,
peanu3oBaHHOM Ha couuanbHoM nnatdopme.

MpoBanaep cobupan U XpaHUA AaHHble KOHTAKTOB
YYaCTHMKOB COLMANbHOM CETU C LEeNblo OTMPaBKM
npUrnalWweHnin gns npucoeguMHeHuUs K naatpopme
Ha OCHOBAHWW COrNacUA CaMMX YYACTHUKOB. TaKKe
nposanaep cobupan c Y4aCTHUMKOB COracuMa Ha
06paboTky OAHHbIX NX KOHTaKTOB c
MCNONb30BaHMEM MpeAyCTaHOBNEHHbIX rasoyek B
noJie cornacue, YTo PerynaTop CY4EN He3aKOHHbIM.

benbrnmckum perynatop mcnonb3osan «one-stop-
shop» MEXaHM3M, 6bIn BEAYLMM
KOHTPONMPYHOLWMM OpraHam M B3aMMOLEMNCTBOBAN
no 3Tomy cnydato eweé c 23 perynatopamu us 16
cTpaH EC.

https://www.huntonprivacyblog.com/2020/05/27/belgian-dpa-sanctions-social-media-company-for-unlawful-processing-of-personal-data-in-

connection-with-invite-a-friend-function/
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LLtpad 3a HeHasHayeHne DPO un paenernposaHue ero
NO/IHOMOYMIA KOMUTETY NO 3aLLUTe AAHHbIX

us
agencia P

I 4
espanola ‘ =
proteccion ’J'" [m":

j datos =

* Procedimiento N° PSI00417/2019

Del procedimiento instruido por la Agencia Espafiola de Proteccion de Dafos v en
base a los siguientes

ANTECEDENTES

PRIMERO: A.A.A.,, y B.B.B. (en adelante, los reclamantes) con fecha 21 de mayo y 4 de
noviembre de 2019 respectivamente interpusieron reclamacion ante la Agencia Espafiola
de Proteccion de Datos.

Sus reclamaciones se dirigen contra GLOVOAPP23, S.L. con NIF B66362906 (en
adelante, el reclamada).

Los mofivos en que basan su reclamacion son gue no tienen nombrado un Delegado de
Proteccion de Datos (en adelante DPD) al que dirigir las reclamaciones.

SEGUNDO: Tras la recepcion de la reclamacion, la Subdireccion General de Inspeccion de
Datos procedio a realizar las siguientes actuaciones:

El 2 de julio de 2019, |a primera reclamacion fue trasladada a la reclamada la reclamacion
presentada para su analisis y comunicacion al reclamante de la decision adoptada al

respecto.

La reclamada contesta al traslado de la reclamacion afirmando que no se encuentran ni
entre los supuestos del art. 37 RGPD ni el del 34 LOPGDD, con lo que no fienen
obligacidn de designar un DPD.

TERCERQ: Con fecha 13 de enero de 2020, la Directora de la Agencia Espafiola de
Proteccion de Datos acordd iniciar procedimiento sancionador al reclamado, por la
presunta infraccion del articulo 37 del RGPD, tipificada en el arficulo 83.4 del RGPD.

CUARTO: Notificado el 22 de enero de 2020 el citado acuerdo de inicio, el reclamado
presento el 31 de enero de 2020 escrito de alegaciones en el que, en sintesis, manifestaba
gue su aclividad de fratamiento de dafos personales se encuentra exenta de las
obligaciones establecidas en los articulos 37 RGPD y 34 LOPGDD, v, por tanto, exenta de
la obligacion de designar un Delegado de Proteccion de Datos.

Sin embargo, alega que en ningun momento ha negado la existencia de un drgano que se
dedicara, en el contexto de la organizacion, al desempefio de las funciones gue son
propias de un Delegado de Proteccion de Datos, ya que el 8 de junio de 2018, constituyd
el Comité de Proteccidn de Datos, con el fin de cubrir los ambitos técnicos de la empresa y
en la misma fecha, se designo también un Subcomité de Proteccion de Datos, a fin de dar
cumplimiento a la autorizacion del Consejo de Administracion de constituir dicho comité.

Concluye afirmando gue el Comité de Proteccion de Datos, lleva a cabo las funciones

propias de un Delegado de Prof de Datos d itas en el arficulo 39 del RGPD.
€ Jorga Juzn, & v acpd.cx
28001 — Mackid =scdaanpd gob.cx

Kro: Agencia Espafiola de Proteccién de Datos (McnaHus)
Koro: Glovoapp23 SL

Korpga: 2020.06

3a yto: HapyweHwue cT. 37 GDPR

Kak: wtpad €25,000

MpuunHa: gBoe 3aaBUTENEN YTBEPXKAANAMN, YTO KOMMAHUA
He Ha3Hauuna DPO, koTopomy OHWM MoOraM Gbl HaNpPaBUTb
cBoM 3anpocbl. lpu 3TOM KOMNaHWUA yTBepXKaana ob
OoTCyTCTBMM Yy Hee ob6s3aTenbctBa HasHavaTb DPO,
MOCKO/IbKY OCYLLEeCTBNAeMan AeaTeNbHOCTb No obpaboTke
AaHHbIX He noanagaet nog TpebosaHue cT.37(1) GDPR, a
¢oyHKUMM DPO BbINOMHAA KOMWUTET MO 3aWMTe AQHHbIX
KOMMaHUM.

https://www.dataguidance.com/sites/default/files/ps-00417-2019.pdf
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LUtpad 3a npepocraBneHne HeKoppeKkTHo uHpopmauyum ob
obpaboTKe daitnos cookie

18

™ agencia

espafola B ":‘
prorPcrlon "|||i:>’

= Procedimiento N°: PS/00299/2019
538051119

En &l procedimiento sancionador PS/00299/2019, instruido por la Agencia Espafola de
Proteccidn de Datos. a la entidad TWITTER INTERNATIONAL COMPANY (TWITTER
SPAIN, 5.L.), con CIF. BBEET2318, titular de k& pagina web: i haitier com, (en ada-
lante “la entidad reclamada”™), por presunta infraccion a la Ley 34/2002, de 11 dea julio,
de sarvicios de la sociedad de la informacion y de comercio electrdnico (LSSI), v en
bhase a los siguientes,

ANTECEDEMNTES

PRIMERQ: con fecha 04/05/18, D. A.A.A., (en adelante, “el reclamanta”), presentd es-
critd ante la Agencia Espanola de Proteceidn de Datos, en la que, entre otras, denun-
ciaba:

“La red Twitter facilita informacidn inadecuada sobro las cookios que utiliza, o
que afecta & uSLarRo0s ¥ No usuarios de la red social Twittor no identifica con
claridad todos los usos y socios de Twitter que podrian wtiizar esta informacicn
de las cookies. También existen cookies que se cargan directamente, sin ac-
cidn alguna por parte de [2 persona que accede a [a pagina inicial.

SEGUNDOQ: Con fecha 04/10/18 y 13/06/19, por log Servicios de Inspeccidn de la
Apgencia Espafiola de Proteccion de datos, se practican diligencias de investigacion, te-
nignda conocimiento de o sguiente:

a).- Al acceder al sitio web www twitter. com, (pagina de bienvenida), y sin haber reali-
zado ningdn tipo de accidn, se comprueba gue se almacenan automaticamente en el
navegador, las siguientes cookies:

ki permasvete | Uso

Kro: Agencia Espafiola de Proteccién de Datos (McnaHus)
Koro: Twitter Spain S.L.
Korpga: 2020.06

3a uyTto: HapyweHume CT. 22 3akoHa 06 ycayrax
NHPOPMALMOHHOIO obuwectsa n 3NEKTPOHHOW
Kommepumm (LSSI)

Kak: wtpad €30,000

MpuunHa: KoHTposep NpenocCTaBNAN  HEKOPPEKTHYHO
nHdopmaumio 06 obpaboTke dainos cookie, 4to okazano
HeraTMBHOe BAMAHME Ha Nojb3oBaTesel pecypca. Tak,
Twitter ABHO He onpeaenun Bcex Mosb3oBaTeNel U
NMapTHEPOB KOMMaHMM, KOTOpble MOMIN WCNO/Ib30BaTb
KYKW. TaKKe HeKoTopble KyKM 3arpyanucb 6es
AOMNOIHUTENbHbIX AEUCTBMIN CO CTOPOHbI NO/Ib30BaTeNA (Ha
FNaBHOM CTPaHWULUE) M aBTOMATUYECKM COXPaHAIUCL B
6pay3epe. Yepes BcnbiBatolee ysegomaeHue (baHHep o
KYKWU) He Bblno npeaycMoTPeHO BHECEeHWEe U3MEHEHWUN B
NnopaLoK 06paboTKM KyKM, Hanpumep, OTKas3aTbCA OT
Takoh 06paboTKu.

https://www.aepd.es/es/documento/ps-00299-2019.pdf
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306 MpeanucaHue o npekpalieHUnn 06paboTKM AaHHDbIX

Of:

Information Commissioner's Office

ENFORCEMENT NOTICE

THE DATA PROTECTION ACT 2018
PART 6, SECTION 149

DATED 6 JULY 2018

AggregatelQ Data Services Ltd ("AIQ")

1200 waterfront Centre
200 Burrard Street
P.O. Box 48600
Vancouver BC V7X 1T2
Canada

AlIQ is a controller as defined in Article 4(7) of the General Data
Protection Regulation EU2016/679 ("GDPR") and section 6 of the Data
Protection Act 2018 ("DPA").

The provisions of the DPA and GDPR apply to the processing of
personal data by AIQ (“the controller”) by virtue of section 207(3) of
the DPA and Article 3(2)(b) of the GDPR.

The Information Commissioner (“the Commissioner”} has observed
with concern the application of techniques hitherto reserved for
commercial behavioural advertising being applied to political
campaigning, during recent elections and the EU referendum campaign
in 2016.

After initial preparatory evidence gathering, in May 2017 the
Commissioner announced a formal investigation into the use of data
analytics in political campaigning. The Commissioner is concerned that
this has occurred without due legal or ethical consideration of the
impacts to our demaocratic system.

The Commissioner has been in contact with AIQ regarding the
processing of personal data by AIQ on behalf of UK political

Enforcement Notice

of the Information Commissioner,
served under section 149 of DPA1S,

on AggregatelQ Data Services Ltd

6 July 2018

KaHapckaa komnaHua AggregatelQ Data Services, Ha
ocHoBaHunM  cTtaten  3(2)(b) GDPR, nonyumna
npegnucaHmMe oT BPUTAHCKOro perynatopa NpPeKkpaTuTb
06paboTKy NtobbIX MNEepPCOHaNbHbIX AAHHbIX FpaXKAaH
BennkobputaHmuu nnu EC, NOSIyYEeHHbIX oT
NONNTUYECKUX OpraHusauui BennkobputaHum wunu
WHbIX MW, ANA  Uene’l  aHaAUTUKKU  OaHHbIX,
NONNTUYECKOM  arMTaumm  Mam  Nbbix  Apyrux
PEKNAMHbIX LieNen.

https://ico.org.uk/media/2259362/r-letter-ico-to-aiq-060718.pdf
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PdpaHuma 3anpewaeTt nybanKaumio cyaebHoM aHaNUTUKN,
NO/IyYEeHHYIO B TOM YMC/le C UCNOJIb30BaHuem TexHonorun U
Enforcement Notice

ARTIFICIAL of the Information Commissioner

LAWYER

C“ANG'NGT”EBUS'NESS°“AV:1 Wi ®paHuma 3anpetuna nybauvkaumio cyaebHoM
France Bans Judge Analytics, 5 Years In aHa/IMTUKM, @ HapyLIeHMe 3TOro 3aKOHa BJieYeT 3a

Prison For Rule Breakers coboit Ao nATM NneT TopbMbl. HoBaa ctatba 33
3akoHa o0 pedopme npasBocyaua  [NACUT:
«HWKakne nepcoHanbHO unaeHTUGULNPyEMble
AAHHble, Kacalolueca cydenm WAn ceKkpetapen
cynebHbix 3acefaHnit, He NoaserKaT NOBTOPHOMY
MCNO/Ib30BAHUIO C UEeNbld WAW  pPe3ynbTaTom
OLEHKM, aHanM3a WAM MNPOrHO3MPOBaAHUA  UX

daKkTUYecKom nnm npeanosiaraemomn
npodeccMoHanbHOM  MNPAKTUKU».  HapyweHune
3TOro 3aKOHa HaKa3blBaeTcA Mepamm,

M3N0XEHHbIMU B CTaTbAX 226-18, 226-24 n 226-31
YronoBHOro Kogekca.

B otanume ot CLLUA 1 Bennkobputanum, rae cygbm
NPUHANM KaK CBEPLIMBLUMNACA (PAKT aAKTUBHYIO

In a startling intervention that seeks to limit the emerging litigation analytics and prediction sector, the

French Government has banned the publication of statistical information about judges’ decisions — with a pa6OTy DpMAquCKMX KOMIMaHU ﬁ, 3aHUMaOWNXCA
five year prison sentence set as the maximum punishment for anyone who breaks the new law. MCMOZIb30OBaHUEM MCKyCCTBeHHOFO UHTeNnNeKTa
Owners of legal tech companies focused on litigation analytics are the most likely to suffer from this new ANA aHaNn3a Cyple6H bIX peLwieHn |‘/’] N NOCTpOoeHUA
e Ha €ro OCHOBE [AOCTOBEPHbIX MPEeAUKTUBHbIX
The new law, encoded in Article 33 of the Justice Reform Act, is aimed at preventing anyone — but MO,D,eneﬁ d)pa H L||y3C|'(|/1e Cy,D,bI/I pe wunu 60pOTbCﬂ
especially legal tech companies focused on litigation prediction and analytics — from publicly revealing the !

pattern of judges’ behaviour in relation to court decisions. CI3TUM ABNEHUEM.

https://www.artificiallawyer.com/2019/06/04/france-bans-judge-analytics-5-years-in-prison-for-rule-breakers/
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NMpepgnucaHue 06 smeHeHUU npouecca o06paboTkn
NepPCoOHaNbHbIX AAHHbIX
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European Data Protection Board

European Data Protection Board News National News ~ National News

The Data Protection Ombudsman ordered Svea Ekonomi to
correct its practices in the processing of personal data

Two cases concerning Svea Ekonomi, a financial credit company, have been processed at the Office of the Data Protection Ombudsman. As a result, the Data
Protection Ombudsman has ordered the company to correct its practices in the processing of personal data related to the assessment of creditworthiness,
the right of inspect one’s own personal data and notification practices.

One of the cases concerning Svea Ekonomi has been processed at the Office of the Data Protection Ombudsman as a complaint made by a single data
subject. It concerned the personal data used to assess creditworthiness and the data subject’s right to inspect data concerning them. Furthermore, the
Office of the Data Protection Ombudsman began to process the matter concerning the company’s notification practices upen its own initiative.

In its decision, the Data Protection Ombudsman stated that the use of a categorical upper age limit in assessing creditworthiness is not acceptable under
the definition of credit information set out in the Credit Information Act. The mere age of the credit applicant does not describe their solvency, willingness
to pay or ability to deal with their commitments. Based on the account submitted by the company, the credit applicant’s financial position has not been
taken into consideration at all in the automatic processing of the credit application.

The Data Protection Ombudsman also pointed out that the company's on-line credit decision service should be considered automatic decision-making of
the kind referred to in Article 22 of the General Data Protection Regulation, in which the decision is essential in order to conclude or implement an
agreement between the company and the credit applicant.

In its decision, the Data Protection Ombudsman ordered that Svea Ekonomi to change the processing of personal data related to assessing
creditworthiness. The company must also provide the private person having complained about the matter with information on the logic employed in
automatic decision-making, its role in making the credit decision as well as its consequences for the credit applicant.

The procedure employed by Svea Ekonomi for assessing creditworthiness was also processed at the National Non-Discrimination and Equality Tribunal,
which in its decision 216/2017, dated 21 March 2018, prohibited the company from repeating a procedure that is against the Equality Act and the Non-
Discrimination Act.

The Office of the Data Protection Ombudsman has also investigated Svea Ekonomi’s notification practices related to the automatic decision-making system
used to assess creditworthiness. The Data Protection Ombudsman stated that the current notification practices do not sufficiently specify the logic of data
processing so that the credit applicant could understand the grounds for the decision and ordered that such notification practices be changed.

Based on the Data Protection Ombudsman's decision, Svea Ekonomi must notify by 30 April 2019 how it has changed its processing of personal data.
According to the Office of the Data Protection Ombudsman, Svea Ekonomi has not applied for change in the decision, so the decision is legally enforceable.

Further information:
Data Protection Ombudsman Reijo Aarnio, tel. +358 40 520 7068, reijo.aarnio(at)om.fi

Tietosuojavaltuutetun toimisto

YnpaBneHne ombyacmeHa no  3awuTe
AaHHbIX B ®uHNaHaAnKM Pelto AapHuo (Reijo
Aarnio) Bblgano npeanucaHMe KomMMaHuu
«Svea Ekonomi», KoTopasa paboTtaeT B chepe
¢dnHaHCcoBOrO KpeanToBaHus, BHECTU
M3MEHEHUA, a TaKke caenatb bonee
NPO3payHbiIM U  UHPOPMATMBHbIM  ANA
KNMEHTOB npouecc OLLEHKM nx
KpeanTocnocobHOCTM B COOTBETCTBUM C
TpeboBaHuamu cT.22 GDPR.

https://edpb.europa.eu/news/national-news/2019/data-protection-ombudsman-ordered-svea-ekonomi-correct-its-practices en
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Temporary suspension of the Norwegian Covid-19 contact

tracing app

L3

A

The Morwegian Data Protection Authority has notified the Norwegian Institute of Public Health (NIPH) of its intention to impose a temporary ban on the
processing of personal data in connection with the Smittestopp contact tracing mobile application. NIPH has nowtemporarily suspended all use of the app.

On Monday 15 June, NIPH announced that they have decided to suspend the app and erase all data until further notice, but that they will provide a formal
response by 23 June, which is the date set by the Data Protection Authority. The notice entails a temporary ban on all collection of personal data by NIPH
through the app.

Intervention no longer proportionate

“NIPH has chosen to suspend all collection and storage of data immediately. | hope they use the time Left until 23 June well, both to document the benefits
of the app and to make other necessary changes, 5o that they can resume use of it” says Data Protection Authority Director-General Bjrn Erik Thon.

The basis for the notice is the Data Protection Authority’s assessment that the Smittestopp app can no longer be considered a proportionate intervention in
the users’ fundamental rights to data protection.

“Smittestopp is a highly invasive measure in terms of data protection, even in these special Circumstances, where our society is fighting a pandemic. We da
not see the utility, given our current situation and the way the technical solution is designed and presently working” Thon says.

Legality hinges on public benefit

Smittestopp is a digital solution for contact tracing. It can notify the user if they have been in close contact with people infected with Covid-19. By
analysing ized and data of movement patterns, NIPH will alsa evaluate infection control measures and monitor rates of
transmission through society. Smittestopp collects large quantities of personal data about app wsers, incluging continuous locatien data and information
about app users’ contact with others.

“Our notice does not mean that we car't use technology and apps to fight this pandemic. However, the Legality of Smittestopp hinges on its public benefit”

Thon says. “We have considered the solutions chosen for the Smittestopp app, the low proliferation of the app, with users accounting for approximately 14

percent of the population aged 16 and older, and the rates of infection in the general population. We have also taken into account the National Institute of

Public Health's release stating that the rate of infection is currently so low that it is difficult to validate that the app's alerts are notifying the right people —
Not 100 many and not too few.”

HopBeXCcKnit Haa30pHbIN OpraH BbiABUA QaKT
NpoTMBONPaBHOM 06PaAbOTKM MepCOHaNbHbIX
AaHHbIX B nNpuaoXeHma Smittestopp ana
OTC/NIEeXKMBaAHUA KOHTAKTOB C
nHduumposaHHoimu COVID-19. MpunorxkeHne
cobupaetr 6Gonbwne o06BEMbI AAHHbLIX O
nonb3oBaTenax, B TOM YUCAEe NOKauuo u
nHpopmaumto o KOHTaKTax Mmexay
nonb3oBaTtenamu. Perynatop  npeanucan
BPEMEHHO 3abnoKupoBaTtb 0bpaboTky
AQHHbIX B MPUIOXKEHUMU U MNPUINACUN
KOHTposiepa Ans obcyXaeHua cnepyrowmx
BOMPOCOB:

* ucnonb3oBaHme GPS (Hackonbko
HeobxoAMMmo ANA Lesen NPUIoKeHUs);

3TO

* BHeApeHWe pelleHMAa Mo aHOHMMU3aLUUU
NaHHbIX;

* pa3paboTKa peweHus no YnpaB/ieHUIO
3anpocamm CybbeKTOB Ha A[oCTyn K UX
AaHHbIM.

https://edpb.europa.eu/news/national-news/2020/temporary-suspension-norwegian-covid-19-contact-tracing-app en
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Yrpo3a nuweHusa ceobogbl ot GPDP

Wi | GARANTE

PER LA PROTEZIONE
DEI DATI PERSONALI

Provvedimento del 20 giugno 2019 [9124420]

VEDI ANCHE Newslettar del 22 luglic 2019
[, et 0. B124420]
Provvedimanto el 20 glugno 2018

Ragist dal prosedment
n. 133 dal 20 glugra 2018

IL GARANTE PER LA PROTEZIONE DEI DAT| PER S0MALI

MELLA funicrs cdiama, in presanea dal dofi, Anionelio Sceo. preaidends, della dolt s2a Buguets lannind, vice presidants, della
ot gt Giovanng Bianchi Clanci @ della prof saa Licis Calfano, componsam| @ del dom Glisepps Buska, segretanc ganaraks,

WESTO I Regolamsanic (UE) 2008670 del Padamanta auropen o del Conalgho dal 27 apele 2018 (di seguio; Fagolamsanio LIET),

WISTOH I Coclice in maiaria dl proterione dei dafl parscnal (d Iga, 30 giugno 3003, n, 196, di saguiic “Cr
1001 B, racante dapoairion pee Fadagismenio della normative narionale alls dapoaizionl del Rego

b maodificado dal dlgs
ai LIE

WISTE I segnalazio
laenariaia T

wighe e X BINALADMRA & sanal dedl'an, 149, comiva 1, et b, del Codics, con la

N Auadi Finleraaan ala N
icazioni promezicradi indesiderain madiante pesin elefonics da pare di Madiamarkal a.p &, [iokes dal
mnarchie M aword” di seguio anche “la Socked”);

VISTA l'analogs segaalarions prosentats oe X0

pelath @ ke faultanze dallacoartamants svalosl proaso e prodens Socets, con 'ausilio del Nuclao
Spadiale Privacy della Guardia di Finanes

WISTA o decumaniaziona In o

WIETE | camsreadionl fonmulals dal segealasia dereenls ol sanal dalfan. *5 dal Rejolamsmc &l Garanle n 12000,

RELATORE |a dott sas Glavanns Disnchi Clerkl;
PREME § 50
1. L negnatagion| pervanute all'dutoriin

Sane parvenile il Ao segnalaziond da parte di X0 dells quall, n prima datsts 15 glugna 2017 & Nutiee B setiamtne 2017)

o, T s
dalla maling s

W pireoline & sename ohi

Garante per la protezione dei dati personali

NTanbAHCKNWM Hap30pHbIA opraH B cdhepe 3alUTbI
NepcoHanbHbIX AaHHbIX (Garante per la protezione dei
dati personali) npurposnn pykoBoACTBY KOMMNAHUMU
Mediamarket s.p.a. aMweHnem csobogbl Ha CpPoOK OT 3
MecALeB A0 2 NIeT B C/ly4ae HEUCMNONHEHNA NpeanncaHma
06  MCNONb30BAHWUM  FPAHYAMPOBAHHbLIX  COMNACUM
CyOBEKTOB AN MAaPKETUMHIOBbIX aKTUBHOCTEN (BKAlOYas
nporpammy JI0ANbHOCTU) WU MpeKpaweHns ob6paboTKu
paHee cobpaHHbIX A1A TaKMX aKTUBHOCTEN NEPCOHANbHbIX
AaHHbIX.

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9124420
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3anbubypPrckuii aaBoOKaT CyAUTCA NPOTUB PALA OHNANH-

cepBMUCcOB Ha OCHOBaHuM c1.82 GDPR

Nachrichten

Die Presse

Innenpaolitik Ausland Economist Kultur Chronik Sport

,<Datenschutz
systematisch verletzt“

Salzburger Anwalt erklért sein Vorgehen gegen reihenweise
Online-Anbieter.

Wien/Salzburg, ,Es geht um gezieltes datenschutzwidriges Tracking,
Profiling und Retargeting zum Zweck der Gewinnoptimierung im maximal
denkbaren Umfang®: So erklirt Peter Harlander, warum er gegen mehrere
Online-Anbieter in Deutschland und Osterreich mit Schadenersatz- und
Unterlassungsanspriichen vorgeht. Harlander ist jener Salzburger
Rechtsanwalt, der (wie berichtet) fiir eine Mandantin von einem
Unternehmen allein 14.000 Euro fordert (13.000 fiir
Datenschutzverletzungen, 1000 fiir die eigenen Kosten).

Egal, ob man beim Surfen im Web den tiblichen Datenschutzhinweis
akzeptiere oder nicht - seine datenschutzaffinen Mandanten tun es nicht,
sagt Harlander -, man werde beim Weitersurfen oft jedenfalls ,von
Werbung verfolgt”“. Die meisten Datenschutz-Bars hiitten ,nur dekorative
Wirkung®. Angesichts der Fiille an Informationen, die iiber die Nutzer
gesammelt wiirden, findet der Anwalt 1000 Euro Schadenersatz je
wDienst®, an den sie weitergegeben wiirden (wie Facebook Pixel, Google
DoubleClick), sogar moderat.

Mutep XapnaHaep, aaBokaT m3 3anbubypra, OT MMEHMU
CBOMX KAMEHTOB MOJan UCKU O BO3MeELLEHUM YObITKOB M
cyaebHom  3anpete Ha AanbHeuwyrw  ob6paboTKy
NepcoHanbHbIX AaHHbIX B cooTBeTcTBUM co cT.82 GDPR
NPOTUB HECKOJIbKMX OHNAMH-NpoBangepoB B fepmaHum m
ABcTpuun. XapnaHaep TpebyeT OT KaXAoW KOMMNaHWU
€10,000-13,000 (no €1,000 3a Ka)KAblh HE3aKOHHO
MCNONb30BaHHbIM  cookie-dpann) wm ewe €1,000 3a
COBCTBEHHbIE a4BOKATCKME YCAYTHN.

Mo cnoBam aABOKaTa, B MCKOBbIX 3asiBJIEHUAX UAET peyb O
LefieBom OTC/IeXXUBAHUMU, npodUANPOBaHNM n
peTapreTMHre no/sib3oBaTeNen CanuToB C LLEeNblo NOAYYEHUA
MaKCMManbHO BO3MOXHOW nNpubbIAM  ANA KOMMAHWUI-
BnagenbueB cantos. MNpun 3Tom pasHoro poaa 6aHHepbl U
MHPOPMALMOHHbIE coobuweHna 06 uncnonb3oBaHUMU
cookies HOCAT AEKOPATUBHbIN XapaKTep U GaKTUYECKU He
NpenATCTBYIOT Nepefayvye AaHHbIX NOAb30BaTe/IEN CalTOB
TpeTbum nnuam (Facebook, Google n 1.4.).

https://www.diepresse.com/5686610/bdguodatenschutz-systematisch-verletztldquo
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CypnebHana npaKTuKa — 6a3bl pewneHnmn
U UHTEpPEeCHble CUTYyaLum

—

THESE RECORDS ARE NOT
GDPR - COMPLIANT.

K ornaBnaeHuto
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e — EBponeiickoro cyga no npasam yenoseka (ECHR), KoTopblit

3aTparmBaeT cneaytowme obnactum:

* cHbop NepcoHanbHbIX AaHHbIX

interference withis the meaning of Article 8 [of the Eurapean Convention on Human * XpaHeHue U NCnosb30oBaHME NepPCcoHaNbHbIX AaHHbIX

Rights, which guarantees the right to respect for private and family life, home and

correspondence’] ... The subsequent use of the stored information has no bearing on [ ]

that finding ... However, in determining whether the personal information retained by paCKpblee nepCOHaan bIX pIaHH bIX
the authorities involves any ... private-life [aspect] ..., the Court will have due regard to
the specific context in which the information at issue has been recorded and retained L]

the nature of the records, the way in which these records are used and processed ané AOCTyn K nepCOHaan bIM p'aHH bIM
the results that may be obtained ...” (5. and Marper v. the United Kingdom, judgment

(Grand Chamber) of 4 December 2008, § 67) ¢ CTUpaHue Unn yHNYToXKEHNE NepCoHabHbIX OaHHbIX

Collection of personal data

, factsheet does not bind the Court and is

Personal data protection

DNA information and fingerprints

See below, under “Storage and use of personal data”, “In the context of police and
criminal justice”.

GPS data

Uzun v. Germany

2 September 2010

The applicant, suspected of involvement in bomb attacks by a left-wing extremist
movement, complained in particular that his surveillance via GPS and the use of the data
obtained thereby in the criminal proceedings against him had violated his right to
respect for private life.

The Court held that there had been no violation of Article 8 of the Convention. The
GPS surveillance and the processing and use of the data thereby obtained had
admittedly interfered with the applicant’s right to respect for his private life. However,
the Court noted, it had pursued the legitimate aims of protecting national security, public
safety and the rights of the victims, and of preventing crime. It had also been
proportionate: GPS surveillance had been ordered only after less intrusive methods of
investigation had proved insufficient, had been carried out for a relatively short period
(some three months), and had affected the applicant only when he was travelling in his
accomplice’s car. The applicant could not therefore be said to have been subjected to
total and comprehensive surveillance. Given that the investigation had concerned very
serious crimes, the applicant’s surveillance by GPS had thus been necessary in a
democratic society.

1. Article 8 of the European Convention on Human Rights provides that:

*1. Everyone has the right to respect for his private and family life, his home and his correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such as in
accordance with the law and is necessary in a democratic society in the interests of national security, public
safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms of others.”

COUNCIL OF FUROPE

CONSEIL DE LEUROPE

https://www.coe.int/en/web/data-protection/echr-case-law
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L-B Luxembourg, 5 June 2018

CVRIA
Judgment in Case C-210/16
Unabhangiges Landeszentrum fir Datenschutz Schleswig-Holstein v
Press and Information Wirtschafisakademie Schleswig-Holstein GmbH

The administrator of a fan page on Facebook is jointly responsible with Facebook
for the processing of data of visitors to the page

The data protection authority of the Member State in which the administrator has its seat may,
under Directive 95/46," act both against the administrator and against the Facebook subsidiary
established in that Member State

The German company Wirtschaftsakademie Schleswig-Holstein operates in the field of education.
It offers educational services inter alia by means of a fan page” hosted on Facebook at the address
www facebook comiwirtschaftsakademie

Administrators of fan pages, such as Winschaftsakademie, can obtain anonymous statistical data
on visitors to the fan pages via a function called ‘Facebook Insights’ which Facebook makes
available to them free of charge under non-negotiable conditions of use. The data is collected by
means of evidence files (‘cookies’), each containing a unique user code, which are active for two
years and are stored by Facebook on the hard disk of the computer or on another device of visitors
to the fan page. The user code, which can be matched with the connection data of users registered
on Facebook, is collected and processed when the fan pages are opened.

By decision of 3 November 2011, the Unabhangiges Landeszentrum fir Datenschutz Schleswig-
Holstein {Independent Data Protection Centre for the Land of Schleswig-Holstein, Germany), as
supervisory authority within the meaning of Directive 95/46 on data protection, with the task of
supervising the application in the Land of Schleswig-Holstein of the provisions adopted by
Germany pursuant to that directive, ordered Wirtschaftsakademie to deactivate its fan page.
According to the Unabhangiges Landeszentrum, neither Wirtschaftsakademie nor Facebook
informed visitors to the fan page that Facebook, by means of cookies, collected personal data
concerning them and then processed the data

Wirtschaftsakademie brought an action against that decision before the German administrative
courts, arguing that the processing of personal data by Facebook could not be attributed to it, and
that it had not commissioned Facebook to process data that it controlled or was able to influence.
Wirtschaftsakademie concluded that the Unabhangiges Landeszentrum should have acted directly
against Facebook instead of against it

It is in that context that the Bundesverwaltungsgericht (Federal Administrative Court, Germany)
asks the Court of Justice to interpret Directive 95/46 on data protection

7 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1895 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data (OJ 1995 L 281, p. 31). This
directive was repealed with effect from 25 May 2018 by Regulation {(EU) 2016/673 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive S5/46/EC (General Data Protection Regulafion, OJ 2016 L 119,
p 1.

“ Fan pages are user accounts that can be set up on Facebook by individuals or businesses. To do 0, the author of the
fan page, after registering with Facebook, can use the platform designed by Facebook to infroduce himseff to the users
of that social network and to persons visiting the fan page, and to post any kind of communication in the media and
‘opinion market.

WWW CUMa europa eu

Court of Justice of the European Union

Judgment in Case C-210/16
Decision on 5 June 2018
Wirtschaftsakademie Schleswig-Holstein

AomuHUCTpaTop rpynnbl B Facebook coBmecTHo ¢ camom
couManbHoOM CeTblo ABNAETCS KOHTPO/NIEPOM
obpabaTbiBaeMbIX AaHHbIX NOCETUTENEN CTPAHMULDBI N HeceT
OTBETCTBEHHOCTb 32 X 0O6PabOTKY.

Judgment in Case C-25/17
decision on 10 July 2018
Tietosuojavaltuutettu

PennrnosHoe obbegmMHeHWE COBMECTHO C Y/ieHaMWU CBOMX
OOLNH ABNAETCA KOHTPO/SIEPOM MEPCOHANbHbIX AaHHbIX,
obpabaTtbiBaembix B xoae nponoBeAHNYECKON
AeATENbHOCTU «OT ABEPU K ABEPU», MOCPEACTBOM KOTOPOIA
yneHbl O6WMH, yyacTBylowMe B NPONOBEAOBAHUM,
PacnpoCTPaHAOT Bepy CBoel OOLWMHbI. XOTS cobpaHHble
NnepcoHasbHble  AaHHble  MOryT He  nepeaaBaTbCs
pPennurnosHomy obveguMHEHWUI0, HO OHO OPraHW3OBbIBAET,
KoopauHupyeT 7z noowpsaeT nponoBeaHUYECKYHO
AeATeNIbHOCTb CBOUX OOLLMH.

http://curia.europa.eu/juris/celex.jsf?celex=62016CJ0210&langl=en&type=TXT&ancre=

http://curia.europa.eu/juris/celex.jsf?celex=62017CJ0025&langl=en&type=TXT&ancre=



http://curia.europa.eu/juris/celex.jsf?celex=62016CJ0210&lang1=en&type=TXT&ancre=
http://curia.europa.eu/juris/celex.jsf?celex=62017CJ0025&lang1=en&type=TXT&ancre=
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CJEU o HeobxoammocTn nonyyaTb COriacua NoceTuTenem
CainTa Npu pasmeL,eHNn Ha HEM COLMANIbHOTO NJ1arMHa

CVRIA 4 Recueil de la jurisprudence

ARRET DE LA COUR (deuxiéme chambre)

29 juillet 2019*

« Renvol préjudiciel — Protection des personnes physiques & 'égard du traitement des données &
caractére personnel — Directive 95/46/CE — Article 2, sous d) — Notion de “responsable du
traitement” — Gestionnaire d'un site Internet ayant incorporé sur celui-ci un module social qui permet
la communication des données & caractére personnel du visiteur de ce site au fournisseur dudit
maodule - Article 7, sous f} - Légitimation des traitements de données — Prise en compte de Fintérét
du gestionnaire du site Internet ou de celui du fournisseur du module social — Article 2, sous h), et
article 7, sous a) — Consentement de Ja personne concernée — Article 10 - Information de la personne
concernée — Réglementation nationale permettant aux associations de défense des intéréts des
consommateurs d'agir en justice »

Dans |'affaire C-40/17,
ayant pour objet une demande de décision préjudicielle au titre de article 267 TFUE, introduite par
FOberdandesgericht Diisseldorf (tribunal régional supérieur de Diisseldorf, Allemagne), par décision du
19 janvier 2017, parvenue & la Cour le 26 janvier 2017, dans la procédure
Fashion 1D GmbH & Co. KG
contre
Verbraucherzentrale NRW eV,
en présence de :
Facebook Ireland Ltd,
Landesbeauftragte fir Datenschutz und Informationsfreiheit Nordrhein-Westfalen,
LA COUR (deuxiéme chambre),

composée de M. K. Lenaerts, président de la Cour, faisant fonction de président de la deuxiéme
chambre, M™ A. Prechal, C. Toader, MM. A. Rosas (rapporteur) et M. lledic, juges,

avocat général : M. M. Bobek,
greffier : M. D. Dittert, chel d'unité,

vu la procédure écrite et & la suite de Maudience du 6 septembre 2018,

Court of Justice of the European Union

Judgment in Case C-40/17

Decision on 29 July 2019

Fashion ID GmbH & Co. KG v Verbraucherzentrale NRW
e.V.

Bnapgeney, canta Fashion ID u Facebook npu3HaHbI
COBMECTHbIMU KOHTPO/IEPAMM B OTHOLLIEHUM 06paboTKK
(cbop u pasrnaweHne nocpeacTBOM Nepeaadn) AaHHbIX
noceTUTenem yKasaHHOro cahTa NpU pasMeLlLeHUU Ha
caTe coumanbHoro nnaruHa FB B BMAe BeOG-KHOMKMU
«Hpasutca». Ha Bnagenbua calTa  BO310XEHA
06A3aHHOCTb MHGOPMMPOBAHUA NOCETUTENEN CalTa O
Takoh o06paboTke MX NepcoHaNbHbIX AaHHbLIX W
Nnosy4yeHMa cornacua noceTutener Ha Hee (BKAOYasA
nepegavy AaHHbix B Facebook). Bnageneu canta He
HeceT OTBETCTBEHHOCTb 3a JdanbHenwyto 06paboTKy
nonyyeHHolx  Facebook  nepcoHanbHbiX  AaHHbIX
noceTuTenemn.

Hy»HO yuuTbIBaTb, 4YTO peweHue Obl1o NPUHATO Ha
OCHOBAHWM NONOXKEHUN yKe He genctsytowen Directive
95/46/EC, HO UeHHa cama No3uuMAa cyaa U onucaHue
CUTyaumm.

http://curia.europa.eu/juris/celex.jsf?celex=62017CC0040&langl=en&type=TXT&ancre=
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CJEU o xpaHeHuu cookies n o npeaBaputesibHO OTMEUYEHHDbIX
dnaxkkax gna BbiparKeHUA cornacma Ha Beb-camtax

I Court of Justice of the European Union

|
= o
w*—-n.)lr_ X PRESS RELEASE No 125119

¥ = Luxembourg, 1 October 2019

Press and Information

Judgment in Case C-673/17
Bundesverband der Verbraucherzentralen und Verbraucherverbande —
Verbraucherzentrale Bundesverband e v Planet4d GmbH

Storing cookies requires internet users’ active consent

A pre-ticked checkbox is therefore insutficient

The German Federation of Consumer Organisations has challenged before the German courts the
use by the German company, Planet49, of a pre-ticked checkbox in connection with online
promctional games, by which intermet users wishing to participate consent to the storage of
cookies." The cookies in question aim to collect information for the purposes of advertising
Planetd9's partners' products.

The Bundesgerichtshof (Federal Court of Justice, Germany) asked the Court of Justice to interpret
the EU law on the protection of electronic communications privacy

In today’s judgment, the Court decides that the consent which a website user must give to the
storage of and access to cookies on his or her equipment is not validly constituted by way of a pre-
checked checkbox which that user must deselect to refuse his or her consent.

That decision is unaffected by whether or not the information stored or accessed on the user's
equipment is personal data. EU law aims to protect the user from any interference with his or her
private life, in particular, from the risk that hidden identifiers and other similar devices enter those
users’ terminal equipment without their knowledge.

The Court notes that consent must be specific so that the fact that a user selects the button to
participate in a promotional lottery is not sufficient for it to be concluded that the user validly gave
his ar her consent to the storage of cookies

Furthermore, according to the Court, the information that the senvice provider must give fo a user
includes the duration of the operation of cookies and whether or not third parties may have access
to those cookies

NOTE: A reference for a preliminary ruling allows the courts and tribunals of the Member States in disputes
which have been brought before them, to refer questions to the Court of Justice about the interpretation of
European Union law or the validity of a European Union act. The Court of Justice does not decide the
dispute itself. It is for the national court or tribunal to dispose of the case in accordance with the Court's
decision, which is similarly binding on ether national courts or tribunals before which a similar issue is raised.

' Cockies are files which the provider of a website stores on the website user's computer which that website provider can
access again when the user visits the website on a further cccasion, in order to facilitate navigation on the internet or
transactions, or to access information about user behaviour.

* Directive 200258/EC of the European Pariament and of the Council of 12 July 2002 conceming the processing of
personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications) (QJ 2002 L 201, p. 37}, as amended by Directive 2009/138/EC of the European Parliament and of the
Council of 25 Novemnber 2008 (OJ 2009 L 337, p. 11), read in conjunction with Article 2(h) of Direclive BS48/EC of the
European Parfiament and of the Council of 24 October 1905 on the protection of individuals with regard to the processing
of persenal data and on the free movement of such data (OJ 1985 L 281, p. 31). and of Article 6{1)(a) of Regulation (EU)
2016/572 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data, and repealing Directive 05/48 (General Data
Protection Regulation) (0J 2016 L 119, p. 1)

WWW.CUria europa.eu

Court of Justice of the European Union

Judgment in Case C-673/17

Bundesverband der Verbraucherzentralen und
Verbraucherverbdnde—

Verbraucherzentrale Bundesverband eV v Planet49 GmbH

PeweHne cyaa OTHOCUTCA K corsiacuam, cobupaembim C
MCNnoab30BaHMe Beb-calToB:

corniacMe OO0/I’KHO aKTUBHO BbIParKaTbCs yYepe3 AencTBuA
Nonb30BaTeNs;

cornacue A0NKHO ObiTb NOHATHLIM U HEABYCMbICNEHHbIM,
OMUCAHHbIM B MPOCTbIX C10BaX;

HUKAKUX ranoyek/Gpnaxkkos/T.n. He [OMKHO 6biTb NO
YMOYaHUIO, cHATUE nonb3oBaTesiem 3apaHee
NOCTaB/IEHHOM raJIo4KU — HEe aKTUBHOE AEeNCTBUE;

cornacme AOMXKHO coAepaTb OnucaHuWe Bcex aeTanem
06paboTkM (Lenb, KaTeropmm, AenNcTBUA N T.4.);

ana cookies ykasbiBaloTcA nepuosd (CpoK, ycnosue) wx
06paboTKKM, a TaKKe CBeAeHUA O AOCTyne K HUM TpeTbux
JINL, C YKa3aHMEM KaTeropui Takux nuu,.

https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190125en.pdf

https://edri.org/cjeu-cookies-consent-or-be-tracked-not-an-option/



https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190125en.pdf
https://edri.org/cjeu-cookies-consent-or-be-tracked-not-an-option/
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CJEU 06 ucnonbsosaHuu CCTV Ha oCHOBaAaHUU 3aKOHHOroO

MHTEepeca KOHTpoaepa

R

Reports of Cases

JUDGMENT OF THE COURT (Third Chamber)
11 December 2019*

[Text rectified by order of 13 February 2020]

(Reference for a preliminary ruling — Protection of individuals with regard to the processing of
personal data — Charter of Fundamental Rights of the European Union — Articles 7 and 8 —
Directive 95/46/EC — Article 6(1)(c) and Article 7(f) — Making the processing of personal data
legitimate — National legislation allowing video surveillance for the purposes of ensuring the safety
and protection of individuals, property and valuables and for the pursuit of legitimate interests, without
the data subject’s consent — Installation of a video surveillance system in the common parts of a
residential building)

In Case C-708/18,

REQUEST for a preliminary ruling under Article 267 TFEU from Tribunalul Bucuresti (Regional
Court, Bucharest, Romania), made by decision of 2 October 2018, received at the Court on
& November 2018, in the proceedings

TK

Asociatia de Proprietari bloc M5A-ScaraA,
THE COURT (Third Chamber),

composed of A. Prechal (Rapporteur), President of the Chamber, LS. Rossi, |. Malenovsky, F. Biltgen
and N. Wahl, Judges,

Advocate General: G. Pitruzzella,

Registrar: A. Calot Escobar,

having regard to the written procedure,

after considering the observations submitted on behalf of:

— the Romanian Government, by C.-R. Cantiir, O.-C. Ichim and A. Wellman, acting as Agents,
— the Czech Government, by M. Smolek, |. VIicil and O. Serdula, acting as Agents,

— the Danish Government, by ]. Nymann-Lindegren, M. Wolff and P.ZL. Ngo, acting as Agents,

* Language of the case: Romanian.

ECLEELLC:201%:1064

Court of Justice of the European Union

Judgment in Case Case C-708/18
TK v Asociatia de Proprietari bloc M5A-ScaraA

PeweHne cyaa oTHOCUTCA K OTAE/NIbHO B3ATOMY C/ayyalo B
PymbiHWU:

cuctema suaeoHabnwoaeHua (CCTV) 6bbina ycTaHOBNEHa B
0obLWenoCTyNnHOM 30HE WAOr0 KOMMJEeKca B  Uensax
obecneyeHns @¢usnyeckon 6€30NaCHOCTU KUNbLOB U
noceTutenen;

MECTHOE  3aKOHOAaTeNbCTBO
ncnonbsoBaHne CCTV 6es3
06paboTKy  AaHHbIX B
NPecTyrnHocTM w
MMYLLIECTBA;
CJEU nocuutan, 4yto wucnonb3osaHume CCTV B AaHHOMU
KOHKPETHOWM CUTyauMn BO3MOXHO Ha ocHOoBaHMM cT.6(1)(f)
GDPR;

B CBOEM peLIeHUWN Cyh, Y4MTbiBan HanuMune B MPOLUIOM
C/y4yaeB BaHOA/IM3MA M B3/IOMOB, KOTOpPble MMENN MecCTo
6bITb, HECMOTPA Ha YCTAHOB/NIEHHYIO B XMIOM KOMMJEKCe
CKy/.

PymbiHNMK
corsiacua
uenax
obecneyeHus

3anpewaer
cybbeKkta Ha
npeaoTBpaLLEHMA
3aWMTbl  NOOEN W

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62018CJ0708&from=EN
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leHepanbHbIY aaBoKaT CJEU 0 cTaHAapTHbIX A0rOBOPHbIX

ycnosuax (SCC) no ageny Schrems li

;L Court of Justice of the European Union
"‘:.‘F_"}J\g PRESS RELEASE No 12519

Luxembourg, 1 October 2019

L CVRIA
X Judgment in Case C-67317

Bundesverband der Verbraucherzentralen und Verbraucherverbande —
Werbraucherzentrale Bundesverband eV v Planetdd GmbH

Storing cookies requires internet users’ active consent

A pre-ticked checkbox is therefore insufficient

The German Federation of Consumer Organisations has challenged before the German courts the
use by the German company, PlaneidS, of a pre-ticked checkbox in connection with online
promotional games, by which intemet users wishing to paricipate consent fo the storage of
cookies.! The cookies in question aim to collect information for the purposes of advertising
Planeid9's partners’ products.

The Bundesgerichtshof (Federal Court of Justice, Germany) asked the Court of Justice to interpret
the EU law on the protection of electronic communications privacy.®

In today’s judgment, the Court decides that the consent which a website user must give to the
storage of and access to cookies on his or her equipment is not validly constituted by way of a pre-
checked checkbox which that user must deselect to refuse his or her consent

That decision is unaffected by whether or not the information stored or accessed on the user's
equipment is personal data. EU law aims to protect the user from any interference with his or her
private life, in particular, from the risk that hidden identifiers and other similar devices enter those
users’ terminal equipment without their knowledge.

The Court notes that consent must be specific so that the fact that a user selects the bution to
participate in a promotional lottery is not sufficient for it to be concluded that the user validly gave
his or her consent to the storage of cookies.

Furthermaore, according to the Court, the information that the senvice provider must give fo a user
includes the duration of the operation of cookies and whether or not third pariies may have access
to those cookies.

NOTE: A reference for a preliminary ruling allows the courts and tribunals of the Member States, in disputes
which have been brought before them, to refer questions to the Court of Justice about the interpretation of
European Union law or the validity of a European Union act. The Court of Justice does not decide the
dispute itseff. It is for the national court or tribunal to dispose of the case in accordance with the Court's
decision, which is similarly binding on other national courts or tribunals before which a similar issue is raised.

' Cockies are files which the provider of a website stores on the website user's computer which that website provider can
access again when the user visits the website on a further cccasion, in order to facilitate navigation on the internet or
transactions, or o access information about user behaviour.

* Directive 2002/58/EC of the European Pariament and of the Council of 12 July 2002 conceming the processing of
personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications) (QJ 2002 L 201, p. 37}, as amended by Directive 2009/138/EC of the European Parliament and of the
Council of 25 Novemnber 2000 (OJ 2009 L 337, p. 11), read in conjunction with Article 2(h) of Direclive DSMBIEC of the
European Parfiament and of the Council of 24 October 1905 on the protection of individuals with regard to the processing
of persenal data and on the free movement of such data (QJ 1985 L 281. p. 31). and of Article 6(1)(a) of Regulation (EU)
20168/572 of the European Parfiament and of the Council of 27 April 2018 on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data, and repealing Directive 05/48 (General Data
Protection Regulation) (0J 2016 L 119, p. 1)

WWW.CUria europa.eu

Court of Justice of the European Union

Judgment in Case C-673/17
Data Protection Commissioner v
Facebook Ireland Limited,
Maximillian Schrems

leHepanbHbIK apBokat CJEU BbiCKaszan MHeHME O TOM, 4TO
SCC (standard contractual clauses) He JonXKHbl 6bITb
NPU3HaHbI HeaeNCTBUTENIbHbIMU, HO 3KcrnopTepbl
(KOHTpONEepbl) NepcoHanbHbIX AaHHbIX M3 EC  [OMXKHbI
npeanpMHUMaTb Heobxodumble M OOCTaTOYHbIE Mepbl ANs
obecneuveHnsa cobnogeHmns SCC co CTOPOHbI MMMAOPTEPOB
AaHHbIX, HaxogAawmxcAa 3a npegenamu EC. B yacTtHoOCTh,
3KCMopTep [AaHHbIX [AO/MKEH CaMOCTOSTE/IbHO OLEHUTD,
CcnocobeH M MMNopTep AaHHbIX BbINOMHATL BCE TpeboBaHUA
SCC.

https://www.bakermckenzie.com/en/insight/publications/2019/12/gdpr-international-data-transfer-solutions
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leHepanbHbIV aaBoKaT CJEU o xpaHeHun Konun
MAEHTUPUKALMOHHDIX AOKYMEHTOB

)i Court of Justice of the European Union
A<y

¢ A 8 PRESS RELEASE No 125/19
,ﬁ;\e.j Luxembourg, 1 October 2019

CVRIA,
5, Judgment in Case C-673/17

Bundesverband der Verbraucherzentralen und Verbraucherverbande —
Press and information Verbraucherzentrale Bundesverband eV v Planet48 GmbH

Storing cookies requires internet users’ active consent

A pre-ticked checkbox is therefore insufficient

The Geman Federation of Consumer Organisations has challenged before the German courts the
use by the German company, Planetd49, of a pre-ticked checkbox in connection with online
promotional games, by which internet users wishing to participate consent to the storage of
cookies! The cookies in question aim to collect information for the purposes of advertising
Planet4g's partners’ products.

The Bundesgerichtshof (Federal Court of Justice, Germany) asked the Court of Justice to interpret
the EU law on the protection of electronic communications privacy.”

In today’s judgment, the Court decides that the consent which a website user must give to the
storage of and access to cookies on his or her equipment is not validly constituted by way of a pre-
checked checkbox which that user must deselect to refuse his or her consent.

That decision is unaffected by whether or not the information stored or accessed on the user's
equipment is personal data. EU law aims to protect the user from any interference with his or her
private life, in particular, from the risk that hidden identifiers and other similar devices enter those
users’ terminal equipment without their knowledge.

The Court notes that consent must be specific so that the fact that a user selects the button to
participate in a promotional lottery is not sufficient for it to be concluded that the user validly gave
his or her consent to the storage of cookies

Furthermore, according to the Court, the information that the service provider must give to a user
includes the duration of the operation of cookies and whether or not third parties may have access
to those cookies.

NOTE: A reference for a preliminary ruling allows the courts and tribunals of the Member States, in disputes
which have been brought before them, to refer questions to the Court of Justice about the interpretation of
Eurcpean Union law or the validity of a European Union act. The Court of Justice does not decide the
dispute itself. It is for the national court or fribunal to dispose of the case in accordance with the Court's
decision, which is similariy binding on other national courts or tribunals before which a similar issue is raised.

* Cookies are files which the provider of a website stores on the website user’s computer which that website provider can
access again when the user visits the website on a further ocoasion, in order to fadilitate navigation on the intemnet or
transactions, o io aco2ss information about user behaviour.

* Directive 2002/58/EC of the European Parliament and of the Coundil of 12 July 2002 conceming the processing of
personal data and the protection of privacy in the electronic communications sector (Dirsctive on privacy and electronic
communications) (OJ 2002 L 201, p. 37). as amendsd by Directive 20021 38/EC of the European Parfiament and of the
GCouncil of 25 November 2008 (CJ 2008 L 337, p. 1), read in conjunction with Articie 2{h} of Directive GS/46/EC of the
European Parfiament and of the Counail of 24 October 1995 on the pratection of individuals with regard 1o the processing
of perscnal data and on the free movement of such data (OJ 1995 L 281, p. 31), and of Article 6{1)(s) of Regulation (EU)
2016/878 of the European Parfiament and of the Council of 27 April 2016 on the protection of natural persons with regard
ta the processing of personal data and on the free movement of such data, and repealing Direcive 85148 (General Data
Protection Regulation) (OJ 2016 L 118, p. 1).

WWW_CUra Europa. eu

Court of Justice of the European Union

Judgment in Case C-61/19

Orange Roménia SA v

Autoritatea Nationald de Supraveghere a Prelucrdrii Datelor cu
Caracter Personal (ANSPDCP)

leHepanbHbI aaBokaT CJEU Mauein LWnyHap (Maciej Szpunar) 05.03.2020
BblHEC 3aK/alo4eHue No aeny mexay HaumoHanbHbIM OpraHom no Haa3opy 3a
06paboTKoi NepPCOHaNbHbIX  AaHHbIX PymbiHUK (ANSPDCP) n
TEeIeKOMMYHMKaLMOHHbIM onepaTtopom Orange Romania. ANSPDCP Hanoun
wtpad Ha Tom ocHoBaHwuM, 4yto Orange Romania KonupoBana LOKYMEHTbI,
YO0CTOBEPAOLWME IMYHOCTb KAMEHTA, U XpaHuna ux 6e3 cornacua. LWnyHap
yKa3a/, 4To KAMEeHTbl TeNeKOMMYHUKALMOHHON KOMMNAHUN He [aBa/n CBOEro
cB060AHOr0, KOHKPETHOrO M OCO3HAHHOIO COMIACUA HA OCYLLECTBAEHNE TAKUX
AeNcTBUIA NpU 3aKkao4eHUn gorosopa ¢ Orange Romania.

KnneHtam He 6bino o4yeBMAHO, YTO OTKA3 OT KONMMpPOBaHMA U XpaHEHUA UX
MAeHTMd)MKaLI'VIOHHbIX AOKYMEHTOB HE AeNNae€T HEBO3MOXHbIM 3aK/lO4eEHUE
Aorosopa. NHaue roeops, Cy6'beKTbI HE WMeNNn BO3MOXKHOCTM COENATb
OCO3HaHHbIN Bbl60p, eC/in HEe UMeNn npeactaBneHnAa o ero nocnegcrsmnax

TakKe Obl/I0 OTMEYEHO, YTO He ABNAeTCcA A0OPOCOBECTHOM MNPAKTUKOM CO
CTOPOHbI KOMMNaHMM TpeboBaHME K CBOMM KAMEHTaM NOAKPENIATb CBOM OTKas
OT KOMMPOBAHUA N XPaHEHUA KOMUIN YA0CTOBEPAIOLLNX TMYHOCTb AOKYMEHTOB
B BMAE NMUCbMEHHOro 3asBneHuA. A npenocTaBieHMa cornacua Tpebyetcs
NONIOXKUTENIbHOE AeNCTBME CyObEKTa AaHHbIX, @ B pacCMaTPUBaeMOM C/lyyae
BO3HWKaeT obpaTHaa cuTyaumna: HeobxoanMmbl NO3UTUBHbIE AENCTBUA, YTODbI
OTKas3aTbcA oT corsiacua (no aHanoruu c aenom Planet49, roe cHATUME rafoyKku
C NpeaBapuTeNIbHO OTMEYEHHOro YeKOOKca Ha Beb-caliTe CUMTAETCA CAULLKOM
6onblwnM BpemeHeM ANA NOb30BaTeNsA, TO HENb3A 0XUAATb, YTO KAMEHT TeM
BPEMEHEM OTKaXKeTCs OT CBOEro Cor/lacusa B pyKonucHoun dopme).

http://curia.europa.eu/juris/document/document.jsf?text=&docid=224083
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Vu la procédure suivante :

Par une requéte, enregistrée le 14 février 2019, I'association « La Quadrature du Net » et
la Ligue des droits de I'Homme, la fédération des comseils des parents d'éléves des écoles
publiques des Alpes-Maritimes et le syndicat CGT Educ’Action des Alpes Maritimes, représentés
par Me Alexis Fitzjean O Cobhthaigh, demandent au Tribunal :

1%} d’annuler pour excés de pouvoir la délibération n® 18-893 du 14 décembre 2018 par
laguelle le conseil régional de Provence-Alpes-Cote d'Azur a approuvé la convention tripartite
d’expérimentation région-lycée-société Cisco International Limited relative 4 la mise en place d'un
dispositif de contréle d’accés par comparaison faciale et de snivi de trajectoire, a autorisé son
président 4 signer cette convention et a lancé cette expérimentation au sein des Iycées Ampére
(Marseille) et Les Eucalyptus (Nice) ;

2%) de mettre a la charge de la région Provence-Alpes-Céte d’Azur la somme de 1024
euros au titre de 'article L. 761-1 du code de justice administrative.

Elles soutiennent que :

- la délibération quée est hée d'incompé : concernant la sécurité a 1'entrée
des Iycées. elle reléve de la compétence des seuls chefs d’établissement ;

- elle est entachée d'un vice de procédure en ce qu’elle autorise la mise en ceuvre d'un
trai de données biométriques alors qu’aucune émde d'impact n'a été réalisée au moment de
son adoption. ouisant i la bonne information de la population et du conseil régional ;

Tribunal Administratif de Marseille

AamuHuctpatmeHbin  cya, Mapcena 03.02.2020 npwusHan
HE3aKOHHbIM MCNONb30BaHUE CUCTEeMbl PACNO3HABAHUA NNL,
Ha BXoAax B WwWKonax Huuue n Mapcene. YkasaHHble CUCTEMbI
O6blnM BHEAPEHbl HA OCHOBAHWM peLeHMA agMUHUCTPALUU

pernoHa «[lpoBaHc-Anbnbl-JlasypHbin  Beper» (Provence-
Alpes-Cote d’Azur), npuHaToro 12.2019.
Cyh, nNOCTaHOBW/, YTO TO/NIbKO CaMM  LWKOAbl  UMEIT

NO/IHOMOYMA HA MPUHATUE PELIEHUN O BHEAPEHUU CUCTEM
pacnosHaBaHusa nuu. Kpome TOro, cya YCTaHOBWA, 4TO
obpaboTka  OMOMETPMYECKUX  MNEepPCOHaNbHbIX  AAHHbIX
OCYLLEeCTBNSANACL HA OCHOBAHUM COMMACUN YYEHUKOB WU KX
3aKOHHbIX NpeAcTaBUTeNElN, KOTopble BblIN AaHbl B CUTYyaLUK
«amncbanaHca» MosIoXKEHUN KOHTponepa M cybbekTa AaHHbIX,
a TaKXe OTCyTCTBMA Yy NOC/AegHUX peanbHOM cBoboAbl
BblbOpa.

HakoHew, AOMUHUCTPATMBHbBIN CyA, COrNAacUACA C NO3UUMEN
CNIL o TOM, 4TO pacno3HaBaHuMe /UL, ABJAETCA
HEeNpPOMNOpPLUMOHANIbHON MepPOM KOHTPONA [ANA  MPONycKa
yyawmxca B WKony. bonee TOro, anbTrepHaTUBHble Mepbl
ropasgo MeHee ywemMnAaT Npasa Nto4en.

https://www.laguadrature.net/en/2020/02/27 /first-success-against-facial-recognition/
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JDSUPRA

German Art Copyright Act Applies
Even With GDPR In Effect

KiING & SPALDING

On June 18, 2018, the Cologne Court of Appeal decided that provisions of the
German Act on the Protection of Copyright in Works of Art and Photographs
(“KUG”) regarding the publication of photos for journalistic reporting will
prevail over conflicting provisions of the General Data Protection Regulation
(“GDPR”) (Docket number 15 W 27/18).

The applicant had filed a cease and desist claim to prevent a television
program from being released. He briefly was depicted as a security guard in
a report on the eviction of a building. In the first instance, the Regional
Court of Cologne held that the respondent’s freedom of the press and
freedom of expression prevailed over the applicant’s right to his own image.
The judges applied Section 23(1) No. 1 of the KUG, which allows images of
historical importance to be published without a person’s consent. The term
“historical importance” covers not only events of historical-political

significance, but all current and historical events of general social interest.

Oberlandesgericht Kéln
Case 15 W 27/18
Decision on 18 June 2018

BepxoBHbIN OKpYKHOM cyg, B KEnbHe NocTaHOBUA,
4YTO nosoXeHunAa 3akoHa [epmaHuM O 3awwuTe
aBTOPCKMX MpaB Ha NPOM3BEAEHUA UCKYCCTBA M
¢doTorpadum («KUG»), Kacatowmecs nybamkaumm
doTorpaduin  ana KypHaNUCTCKUX penopTarken,
byoyT VMeTb NPeuMMyLLeCcTBEHHYHO Cuay B
OTHOLEeHUN nonoxeHun GDPR.

Cyn OTKasan B YAOBNETBOPEHMM WMCKA  MUQ,
KOTOpOe Monano Ha BMAEO03anucb penopTarka. B
nepBoOM MHCTAHUMK cyn KenbHa NOCTAHOBWA, YTO
cBob6oaa npeccbl U cBo60OAA BbIPaXKEHUA MHEHUS
OTBETYMKA WMMEIT NPEMMYLLECTBO HaA, NPaBOM
MCTUL@  Ha  UCNONb30BaHMe  COBCTBEHHOTO
BuaeomnsobpaxkeHma. Cyaom 6bln  NpUMeHeH
Pazpgen 23(1) Nel KUG, KoTopbih no3sonsaet
nybankoBatb  M306parKeHMA  UCTOPUYECKOrO
3Ha4YeHusa 6e3 cornacma 3aneyvyaTNEHHOro Ha HUX
LA, TaK Kak TEPMUH KUCTOPUYECKOE 3HAYEeHne»
OXBaTblBaeT He TONbKO CObOLITUA  MUCTOPUKO-
MONIUTUYECKOTO 3HAYEHMA, HO U BCE TEKyLiMe U
ncTopuyeckme cobbiTuA, npeacTaBaatowme
06LLecTBEHHbIN UHTepec.

https://www.jdsupra.com/legalnews/german-art-copyright-act-applies-even-68926/
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Magistrate Judge P. Bradley Murray

IN THE UNITED STATES DISTRICT COURT Y,
FOR THE SOUTHERN DISTRICT OF ALABAMA AMepUKaHCK1K cyA, NOCTaHOBWUII, 41O npasa
SOUTHERN DIVISION rpakgaHmHa EC Ha HEnpMKOCHOBEHHOCTb YacTHOM
ﬁiAll\{H(;O DRY d.a.c., flk/a ¢Amico Dry : XU3HM M cobn rogeHne noaoXKeHU n GDPR He umetot
imited,

Plaintif, npenmywecTts Hag npaBom amMepUKaHCKOro MUCTUua Ha
vs. " GA18.0284-KD-MU npeabAasseHune AOKa3aTeNbCTs, B TOM yucne
NIKKA FINANCE, INC., as owner of the N ADMIRALTY NOKa3aHuM OTBE€TYMKaA, CHATbIX Ha BUAEOKamMmepy.

M/V SEA GLASS I, :

Defendant.

ORDER

This cause is before the undersigned on Defendant’'s motion for protective order
(Doc. 123) and Plaintiffs response (Doc. 134)." This order DENYING Defendant's
motion for protective order is entered pursuant to 28 U.S.C. § 636(b)(1)(A) and General
Local Rule 72(a)(2)(S).2

FACTUAL BACKGROUND

This admiralty action has been pending in this Court since June 22, 2018, based

upon d’Amico’s verified complaint against Defendant Nikka and the within Rule B

1

Nikka was extended the opportunity to file a reply by October 16, 2018 (Doc.
130) but did not do so (compare id. with Docket Sheet).

2 Although the undersigned is denying the motion for protective order and allowing
Paul Coronis’ deposition to be videotaped in London, England on October 24, 2018, in
recognition of the privacy interests Mr. Coronis has identified the undersigned is specifically
‘ORDERING that the video recording component of Mr. Coronis’ deposition can only be used in
these civil proceedings in this Court and is NOT to be publically disclosed or used in any other
investigation or litigation.

https://law.justia.com/cases/federal/district-courts/alabama/alsdce/1:2018cv00284/62887/140/
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Court of Justice of the European Union

BB Q Sign in News Sport Reel Worklife = Travel Future

N EWS EBpOHEﬁCKMﬁ cya cnpaseginBoCTu
(CJEU) noppepxkan nosuuyumio Google B

Home @ Video World UK @ Business Tech @ Science  Stories = Entertainment & Arts JaBHEM cnope C d)paHLI,VSCKMM

- - perynatopom CNIL o nokanusauunm npasa
Google wins landmark right to be na sabserve  peswgemtos EC
forgotten case HENpPaBoOMEpPHOCTH daKTnyeckoro
By Leo Kelion BBEAEHMA permnma «rnobanbHom
Technology desk editor © 24 September 2013 LeH3ypbl»  MNyTeM  paclwmpuTesibHOM

MHTepnpeTaLun TeppuUTOpUanbHOM

The EU's top court has ruled that Google does not have to apply the right to

cdepbl npumeHeHna GDPR. Kpome Toro
be forgotten globally. dep Y p ’

Obln OTMEHEH paHee Ha/IOKEeHHbIA Ha

It means the firm only needs to remove links from its search results in Europe - Google wtpad B €100,000.
and not elsewhere - after receiving an appropriate request.

The ruling stems from a dispute between Google and a French privacy regulator.

In 2015, CNIL ordered the firm to globally remove search result listings to pages
containing damaging or false information about a person.

The following year, Google introduced a geoblocking feature that prevents
European users from being able to see delisted links.

But it resisted censoring search results for people in other parts of the world. And
the firm challenged a 100,000 ($109,901; £88,376) euro fine that CNIL had tried to
impose.

https://www.bbc.com/news/technology-49808208
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et l e MpuHY, Fappu oaepxan nobeay B cyaebHom crope ¢
Prince Harry won a legal battle with the paparazzi using (I)OTorpa(I)aMM nanapauuM M3 areHTCTBa Splash News,
Europe's GDPR privacy law — and it gives the royals a

powerful new weapon against the media KOTOpOE ncno/sib3oBaso BepTonetr anAa
R G e 0 000 doTorpadpmpoBaHnA MCMONAb3YEMOrO MPUHLEM AOMA WM

ero okpectHocTel. B Bbicokom cyge JTOHAOHA areHTCTBO
M3BMHWIOCL Nepes NPUHLEM U COFNAcUAOCh BbINAATUTD
emMy KOoMmMneHcauuw 3a HapyweHune c1.5 GDPR wu
6puTaHCKOro 3akoHa O 3awmuTte AaHHbix 2018 (DPA) B
CBA3U C HenpaBoOMepPHOWM obpaboTKoM ero
MepCcoHaNbHbIX AaHHbIX M HapyweHWem MnpaBa Ha
HEeNPUKOCHOBEHHOCTb YaCTHOM }KU3HM.

,,,“,_,,,_,m,mmmm,_,;,,,w_m,;m_,__,m oo CornacHo MHeHUKO TumoTtun [IMHTO, CTapwero kpucTa
T Rk S topungmyeckon d¢upmol Taylor Wessing, ncnonb3oBaHue
il i e e Gk e NONOXEHUM’ GDPR asnaerca NOTEeHUMaNbHO
— o NPUB/EKATENbHOM aNbTePHATUBOM MCKaM O HapyLIEHWUM
i\‘:ﬁ:l::1’11'::“?,';'::“\;”:“:lhwllm:v:r' i HEMNPUKOCHOBEHHOCTM YyacTHOM YU3HU: «YT0ObI

Ersropenn data Law that is bess than a year old.

npeycnetb B Ucke o audpdamauunun, 3asBUTENb A0/KEH
YCTaHOBWUTb, NO KpalHeln mepe, yto: (i) 3aAaBNeHne, Ha B

OTHOLUEHWUM KOTOPOro noJaH WCK, AUCKpeauTupyet
R o S S S PRy ncrua; m (i) 6bin HaHeceH ywepb penyTauum mucTua.
repm s et HanpoTtus, ucTel, onuparowWwmMiica Ha 3aKoH O 3alumTe
[AHHbIX, He [0/KeH [AO0Ka3blBaTb HM OAHY M3 3TUX
BeLemn».

1which the pagxanaesi agen:

Harry, also known as the Duke of Sussex (emyphiasis ours):

“This malter concerns a daim for misuse of private information,

Royade anxd celebrities anguing that media coverage invades theis

https://www.businessinsider.com/prince-harry-beat-paparazzi-using-gdpr-law-new-royal-weapon-vs-media-2019-5



https://united-kingdom.taylorwessing.com/download/article-rise-of-gdpr-in-media-law.html
https://www.businessinsider.com/prince-harry-beat-paparazzi-using-gdpr-law-new-royal-weapon-vs-media-2019-5

Mnarta npaBoM Ha 06p360TKy NnepCcoHa/IbHbIX AAdHHbIX 3a
325 06eu.|,a|-me CKUAKHMN NN y4acCTtue B s1oTepee
27.06.2019 Bbicokun cyg PpaHkoypta (High
Court of Frankfurt) noctaHoBMA, 4YTO cornacue
Ha 06paboTKy AaHHbIX, CBA3AHHOE C Cornacuem
Ha MO/JlyYyeHWe peKlaMbl, MOXKEeT CYMTaTbCA
cBO6OAHO npeaocTaBNeHHbIM B pamMKax cT.7(4)
f?:ff:i&ﬁl:; ::Ieezflz:'ﬂi):'r::e:tts in data privacy and cybersecurity GDPR. Mo MHEHMIO cyaa, «CBOBOAHO
o e [aBaemoe» cor/lacme - 3TO COr/lacuMe, KOTopoe
[aetca 6e3 «NPUHYKAEHUA» WU «AABAEHUAY.
Cy4 nOCTaHOBWA, 4YTO NpPUBAEYEHUE KAMEHTA

. < . . s notepen B obmeH Ha cornacme Ha obpaboTk
can be tied to receiving advertising P PaboTKY
€ro AaHHbIX ANS PeK/laMbl HE COCTaBAET TAaKOro
By Eristof Van Quathem and Anna Oberschelp de Meneses on September 4, 2019

NPUHYXXAEHMA WAN  AaBneHua. o MHeHuto
cyda, «noTpebutens MOMKET U AO0MKEH Cam
peLaTtb, CTOMT /1M y4acTMe B N0TepesAx ero uam
ee JaHHbIX».

COVINGTON

Inside Privacy

HOME > ADVERTISING & MARFETING > MOEILE > GERMAN COURT DECIDES THAT GDPR CONSENT CAN EE TIED TO
RECEIVING ADVERTISING

POSTED IN EU DATA PROTECTION, EUROPEAN UNION, MOBILE

On June 27, 2019, the High Court of Frankfurt decided that a consent for data pro-
cessing tied to a consent for receiving advertising can be considered as freely given

under the GDPE.

The case concerned an electricity company that relied on consent obtained by an-
other company to advertise its products and services to the claimant. The claimant’s
consent had been obtained in connection with his participation in a sweepstakes con-
test. In order for the claimant to participate in the contest, he had to consent to re-
ceive advertising from partners of the sweepstakes company, including the electricity
company. The claimant was provided with a list of the eight companies with whom

his data would be shared for advertising purposes.

https://www.insideprivacy.com/advertising-marketing/mobile/german-court-decides-that-gdpr-consent-can-be-tied-to-receiving-advertising
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) 10.01.2020 O6nacTHOM aAMUHUCTPATMBHbLIN cya JSlaumo
& cuioconsumers Foout Actities News Press - Contact (Il Tribunale Amministrativo Regionale per il Lazio)
OTKNOHMUAN anenndumio Facebook Ireland Ltd. B
OTHoLWeHuK wTpada (€5,000,000 B oTHOWeHUM Facebook
Ireland Ltd. » Ha aHanorMyHyro cymmy pgna ee
MaTepPMHCKON KomnaHuum Facebook Inc.), Ha3Ha4yeHHOro B
Aekabpe 2018 ropga YnpaBneHMem NO  3awuTe
KOHKYpPeHUMN W pblHKa B WTanuum (LAutorita Garante
della Concorrenza e del Mercato) 3a HapyLweHue cT. 21 n

Jsn Italian Court fines Facebook €5m for breaching consumer contract
] and recognises that personal data is a proprietary economic asset to
be protected

S ' 22 Codice del Consumo  (KogeKkca noTpebutenem
Our data has V‘a|'u'e! Wtanun). Cyn noatBepAun, 4UYTO 3aKOHbl O  3aluuTe
a @D notpebutenen TakkKe NpUMeHAtloTcA K obpaboTtke
MEPCOHANbHbIX [AaHHbIX M3-32 WX 3SKOHOMMUYECKOM

LLEHHOCTH.

nmercial value and may

ge ymically t consumer data is proprietary

and as such must be acknowledged and protected for its
The court ruling has confirmed that
1. Consumers have a fundamental right to privacy

2.That data is an economic asset

3. Activities involving data are not only subject to GDPR

https://www.euroconsumers.org/news/italian-court-fines-facebook-eur5m-for-breaching-consumer-contract-and
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OTmeHa KomneHcauum yuiepba cybbeKTy nepcoHanbHbIX

DaHHbIX

Raad

vanState

Actueel Adviezen Uitspraken

U bant hier: Home 3 Uitsprakan 3 Uitspraak 2019026981742

Uitspraak 201902699/1/A2

ECLI:
Datum uitspraak:

Inhoudsindicatie:

earsta aanleg - masrvoudig

ECLI:NL:RVS:2020:900
1 april 2020

Bij besluit van 16 augustus 2016 heeft het college van
burgemeester en wethouders van Borsele naar aanleiding van
het verzoek van [appellant] op grond van de VWet bescherming
persoonsgegevens (hierna: Whpl medegedeeld dat de NAW
(naam, adres en woonplaats)- gegevens van [appellant] in het
digitale postregistratiesysteem van de gemeente Borsele zijn
verwerkt om zijn verzoeken op grond van de Wet openbaarheid
bestuur {Wob) te registreren en om brieven aan te kunnen
maken, verzenden en registreren. Voorts heeft het college
[appellant] bericht geen aanleiding te zien om een overzicht te
geven van teksten die op het forum van de Vereniging
Mederlandse Gemeenten (VMG zijn geplaatst, omdat het forum
een besloten discussieplatiorm voor ambtenaren betreft en het
niet gaat om verwerking van persoonsgegevens.

persoonsgegevens

KoHcynbTatnBHaa  Konnerma  [ocypapCTBEHHOro  coBeTa
Hupepnanpgos (Raad van State) 01.04.2020 ropga pewmna
OTMEHUTb peLleHNe HUMKECTOALLEN UHCTAaHUUMU, BbIHECEHHOE
Ha ocHoBaHuM cT.82 GDPR, 0 npucyaeHun cybbekTy

NepcoHaNbHbIX [AdHHbIX KOMMeHcauum pasmepe €500
BCNeACTBME BpeAad, BO3HMKLIEN0 W3-3a HenpaBOMEpHOM
nepefayn MNepCcoHaNbHbIX  AadHHbIX CcybbekTa  mexay

HECKO/IbKUMKN MyHUUMNAnMTeTamu. [oCcyaapCTBEHHbIA COBET
NOCTaHOBMA, yTo dopmanbHoe HapylleHue
byHAAMeHTaNbHbIX NPaB CybbeKTa MepcoHasibHbIX AaHHbIX
He 03Ha4yaeT aBTOMATMUYECKOro HaHeceHuna cybbeKTy yulepba.
Kpome Toro, [ocy#apcCTBeHHbIA COBET YKasan, 4YTo B
COOTBETCTBUM cO cTaTben 6:106(1)(b) MparkaaHCKoOro Kogekca
HuaepnaHaos 6pema AOKasbiBaHMA GaKTa yulepba NexuT Ha
uctue (cybbekTe), n 4To B pacCMaTpuUBaeMoM Aene uctel, He
CMOT l0Ka3aTb HaMumne 3Toro pakra.

Kpome Toro, locyaapctBeHHbIn coBeT 3asa8ui, 4to B GDPR He
YCTAaHOB/IEH MEXaHW3M onpegeneHua pasmepa ywepba, m
yTo EBpONEncKkui cyg ewe He BbIHEC PELUEHUA NO BOMNPOCY O
pacyeTe KOMMEHCAUMW, CBA3AHHOM C  HapyweHUAMMU
KOHbmnaeHumanobHoctM. HakoHeu, locyaapcCTBEHHbIN COBET
YCTaHOBM/, 4TO NPOTMBOMPABHAA nepegada  Mmexay
MyHMUMNANAUTeTamMM cBegeHMn 06 uMmeHMn UM MecTe
XUTENbCTBA CYOBEKTA HE KBANMPUUUPYETCA KaK cepbe3Hoe
npaBoHapylweHWe, TaK Kak He 6Obl10 npeacTaBneHO
[0Ka3aTenbCcTB AanbHenwero NPOTMBOMNPABHOIO
NCMNo/Ib30BaHMA NEPCOHA/NbHbIX AAHHbIX.

https://www.raadvanstate.nl/uitspraken/@120631/201902699-1-a2/



https://www.raadvanstate.nl/uitspraken/@120631/201902699-1-a2/

378 Cya B HupepnaHgax o6asan 6abywky yaanutb ¢otorpadpumn
eé BHYKoB u3 Facebook -ﬁl

BAE O so- U [P [ [ [ P 3TO NPOM3OWNO MOC/e CCOPbl MEXKAY >KEHLWMHON N eé

Aoyepbio. MaTb Tpoux AeTeil HecKoNbKo pas Tpebosana oT
NEWS 6abyLWwKn yganutb potorpadmun U3 coumanbHbiX CETEN, B TOM
Home | Video = World ' UK ' Business Tech = Science = Stories | Entertainment & Ar ynucne 4yepe3 noanunto, ogHako Ta OTKa3dasacb. MNocne storo
Technology OHa obpaTtunacb B cyA, KOTOPbIM MOCTAHOBW/, 4YTO 3TOT
Grandmother ordered to delete Facebook BOMPOC  CAGAYET  paccmatpusate B pamkax  Obuiero
photos under GDPR pernameHTa EBpocoto3a no 3awmte gaHHbix (GDPR). 3akoH

He pacnpoCTPaHAETCA Ha «IMYHYIO» U «BbITOBYIO»
. P 8w B Ko 06pabOoTKY U306 paKeHMi, 0AHaKO pasmeLLeHne poTorpaduii

B couceTax caenano UxX AO0CTyNnHbIM LIJMpOI-(OVI ayanTopun,
roBOpPUTCA B NOCTaHOB/1IEHNW Cyda.

HeHwmHa byget aonkHa nmbo yganutb ¢otorpadum, nnbo
3annatutb wTpad B €50 33 Kaabl AeHb MNPOCPOYKM
NcnosHeHMa TpeboBaHWMA cypa BNAOTb A0 MAKCMMA/IbHOM
cymmbl B €1,000. Kpome Toro, oHa byaeT owTpadoBaHa ewe
Ha €50 B fAeHb 33  KaXaylw  AOMONAHUTENbHYHO
onybankoBaHHYO poTorpaduio.

PeweHne HMaepnaHACKOro cyda oOTparkaeT No3uumio,

- T AT KOTOpYHO EBpOﬂeﬁCKMﬁ Cyﬂ, 3aHMMaN B TedeHne MHOIux ner.

A woman must delete photographs of her grandchildren that she posted on Takum 06pa30M, BHeé 3aBUCMMOCTM OT HOpUNnan4ecKunx

l;acebook and Pinterest without their parents’ permission, a court in the HIOQHCOB, 6b|f|0 6b| pa3yMHo, ‘-|T06b| YYACTHUKM COLMANbHbIX

etherlands has ruled.

ceTen cnpawimBanu Ce6ﬂ, cornacHbl nroan (VU'IVI MX 3aKOHHbIe

I'IpeLI,CTaBMTeﬂM/OI'IeKYHbI), 3aneyaTt/ieHHble Ha cbomrpacbmlx,
Ha nybankauuio sTux poto B Facebook nnum Twitter.

https://www.bbc.com/news/technology-52758787



https://www.bbc.com/news/technology-52758787

329 MpoTns aBnakomnaHum Easylet nogaH KONNEKTUBHbIN UCK HA
18 munnmnapaos GyHTOB U3-3a YTEUKU AAHHDbIX -IQI
brogxeTHaA b6puTaHCcKan aBMAKOMMNAHUA Easylet

CTONKHYNACb C KOJIJIEKTUBHbIM MUCKOM B 18 mwunnuappos
GYHTOB CTEPAMHIOB, NOAAHHbIM B Mae 2020 roga OT UMeHU

EasyJ?t faces £18 billion class-action KNMEHTOB, MOCTPaAaBWMX OT HeAAaBHO OBHAPYKEHHOM
lawsuit over data breach YyTEUKM JaHHbIX. Peub MaeT O nepcoHaNbHbIX AaHHbIX
The lawsuit aims to secure up to £2,000 per impacted customer. AEBHTM MUAJIMOHOB KJ'II/IeHTOB, KOTOpre 6bI}'II/I paCKprTbI B

pe3ynbraTe ycnewHon Kmbepataku, Brkaoyaa 6onee 2,200
3anuMcen 0 KpeaMTHbIX KapTax.

@“et Cam wuck 6bin nogaH B BbicokMn cya  JIoOHAOHa
gy topnanyeckon  ¢dupmon  PGMBM, npeacrasnAwrowen
You'll need more than an antivirus:
AL e free’ ol ®the rise MHTepecbl NOCTpaAaBLUnX KnmeHToB Easylet. TpeboBaHuA o
, KomneHcauun B pasmepe 2,000 pyHTOB Ha KaxKaoro u3
> warcr now = KIMEHTOB OCHOBaHbl Ha cT.82 GDPR. Mo gaHHbIM puUpMbl,
yTeuyKa faHHbIX npousowna B AHBape 2020 roga, n, xoTA
ICO (bpuTaHCKMIA HaA30PHbIM OpraH), no-BMaMmomy, bbina
CBOEBPEMEHHO yBegoM/ieHa 06 3TOM, HO CaMWU K/IMEHTbI

UK budget alrline easyJet Is facing an £18 billion class-action lawsuit filed on behalf of customers

o
Impacted by a recently-disclosed data breach. S Tal‘( M He 6b|f”/1 Od)I/ILI,I/IafIbHO OI'IOBGIJ.I,EHbl aBMaKMnaHMeM
Made public on May 19, easyJet said that Information belonging to SECHRY 06 NH L||M|ﬂ|e HTe Aa e CHYCTH YyeThbl pe mecA L'|a
nine million customers may have been exposed In a cyberattack, ~ Windows 10 to get
PUA/PUP protection
Including over 2,200 credit card records. feature
The "highly sophisticated” attacker to blame for the security Hest security keys'in 2020

this fi 1 Inf e Hardware-based two-factor
Incident managed to access this financlal Information, as well as authientication for onfine

emall addresses and travel detalls. EasyJet Is still contacting protection

mpacted t s,
Impacted traveler Best password managers

https://www.zdnet.com/article/easyjet-faces-18-billion-class-action-lawsuit-over-data-breach/



https://www.zdnet.com/article/easyjet-faces-18-billion-class-action-lawsuit-over-data-breach/

BavaHme GDPR Ha 6u3sHec

DONT WORRY MADAM,
WE ARE ALL MOST INTERESTED
IN PRIVACY AT THS
QRGANISATION.

K ornasneHuro




331 Mpobnembl Facebook

UHTep Kc 3KOHOMMKA 0205 27 wons 2012 https://www.interfax.ru/business/62275

INTERFAX §

Kanutanusauua Facebook 3a oavH AeHb ynana
Ha peKopaHblie Anga pbiHka CLUA $120 mnpa

210 MPOM30WNo Ha CDOHe oT4eTa O O npegcrodueM 3aMegneHn Tem
perynatMeHoro gasneHua I

Facebook Inc., Kak cTano U3BeCTHO B YETBEpPr, BO BTOPOM KBapTane I’lEll‘ [I‘lElll

YBENWYMNa YMCTYIO NpUbkINk Ha 31%, HO OHa He JoTsHYNa A0 NPOrHO30B bal development Football Tech Business Environment Obituaries
pbIHKa. Buipyuka noackounna Ha 42% v gocturna $13,231 mnpa.

Facebook moves 1.5bn users out of reach
OpnHako pykoBofacTBo Facebook npeaynpeauno, 4to TeMnsl pocta ByayT .
3aMeQNATLCA: B YACTHOCTH, M3-3a 3aMelIeHWA POCTa PeknaMHbIX 4OX0A0B Of new European Pl'lVaCY laW

NnoabLeMm BeIpY4YKM BO BTOPOM KBapTarne B rofJOBOM BelpaxeHuW Obin Ha 7 Facebook has moved more than 1.5 billion users out of reach of European

NPOLEHTHBIX MYHKTOB MEHLLLIS, YEM B MepBOM KBapTasne, U 3Ta TeHaAeHUMA privacy law, despite a promise from Mark Zuckerberg to apply the “spirit” of
the legislation globally.

COXPaHWTCA BO BTOPOM MOMAYTO4uM.

In a tweak to its terms and conditions, Facebook is shifting the responsibility
Kpome Toro, koMnaHua oxuaaet 6onee GLICTPOro yBennyeHa pacxofoB B | for all users outside the US, Canada and the EU from its international HQ in
2019 roay U3-3a, B YaCTHOCTH, Pa3NWYHLIX PErYNATUBHLIX PUCKOB. B pe3ynekTi Ireland to its main offices in California. It means that those users will now be

cnefyioLLMe HECKOMNLKO NeT GyaeT B paiioHe 35%, B TO BpeMs Kak Bo BTopoM On @ site governed by US law rather "—halrl Irish law.

https://www.theguardian.co
m/technology/2018/apr/19/fa
cebook-moves-15bn-users-
Facebook CTONKHynack Takxe ¢ nocneacTBUAMKA ckanaana Bokpyr Cambridge Analytica, KOTopblid out-of-reach-of-new-
notpetoBan oT CETW YBENUYEHWNA BHUMaHWA K 3allMTe OaHHLIX NONL30BaTene. european-privacy-law

Wz-3a BE€OeHWA B EBpONE HOBOro 3aKOHOMAATENLCTEA O 3alUWUTE NEPCOHANBHBIX AaHHLIX YACNO aKTUBHLIX
nonk3oeareneii Facebook B pernoHe ynano 3a keaptan Ha 1%.



https://www.theguardian.com/technology/2018/apr/19/facebook-moves-15bn-users-out-of-reach-of-new-european-privacy-law
https://www.interfax.ru/business/622756
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Ucxop amepuKaHckoro CMbB 13 eBponeicKoro pbiHKa no
NpPUYNHE HErOTOBHOCTU K BbiNONIHEHUIO TpeboBaHu GDPR

K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ K/ R/ K/ K/ K/ K/ K/
0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0 0.0 0’0 0’0 0’0 0’0 0’0

Brent Ozar, IT consulting services

CoinTouch, peer-to-peer cryptocurrency exchange

Drawbridge, cross-device identity service

FamilyTreeDNA, free and public genetic tools such as Mitosearch and Ysearch
Gravity Interactive, video game developer (Ragnarok Online, Dragon Saga)
Hitman: Absolution, video game developed by IO Interactive

Klout, social reputation service by Lithium

Loadout, video game developed by Edge of Reality

Monal, XMPP chat app

MotoSport, powersports retailer

Parity, know-your-customer service for initial coin offerings (ICOs)

Payver, dashcam app

Pottery Barn, housewares retailer

Seznam, social network for students

Steel Root, cybersecurity and IT services

StreetlLend, tool sharing platform for neighbors

Super Monday Night Combat (SMNC), video game developed by Uber Entertainment
Tunngle, video game VPN

Unroll.me, inbox management app

Verve, mobile programmatic advertising

Williams-Sonoma, housewares retailer

https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/



https://www.brentozar.com/archive/2017/12/gdpr-stopped-selling-stuff-europe/
https://btcmanager.com/european-gdpr-fear-p2p-cryptocurrency-exchange-cointouch-shuts-down/
https://adexchanger.com/data-exchanges/drawbridge-sells-its-media-arm-and-exits-ad-tech/
https://www.wired.com/story/police-will-crack-a-lot-more-cold-cases-with-dna/
http://blog.warpportal.com/?p=10892
https://www.ioi.dk/hitman-absolution-service-message/
https://www.relevance.com/lithium-ends-klout-gdpr/
https://www.gamesindustry.biz/articles/2018-05-09-gdpr-spells-closure-for-free-to-play-shooter-loadout
https://monal.im/blog/gdpr-removing-monal-from-the-eu/
https://static-content.motosport.com/GDPR/index.html
https://www.parity.io/picops-discontinued-may-24th-2018/
https://www.ft.com/content/3f079b6c-5ec8-11e8-9334-2218e7146b04
https://www.apnews.com/6b2b86fd88d147179aac7e7582942c15
https://money.cnn.com/2018/05/11/technology/gdpr-tech-companies-losers/index.html
https://twitter.com/steel_root/status/992740684250648576
http://web.archive.org/web/20190423095016/https:/www.streetlend.com/
https://www.polygon.com/2018/4/28/17295498/super-monday-night-combat-shutting-down-gdpr.
https://www.bbc.com/news/technology-44239126
https://techcrunch.com/2018/05/05/unroll-me-to-close-to-eu-users-saying-it-cant-comply-with-gdpr/
https://www.thedrum.com/news/2018/04/18/verve-focus-us-growth-it-plans-closure-european-offices-ahead-gdpr
https://apnews.com/3b6945f9f5794d87bb5c78bb093f724a
https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/
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Techcenvz TG NOW ~ TECH ~ FUTURE ~ GAMING ~ HOWTO ~ PHONE FINDER DEALS REVIEWS

Seven European Union countries accuse Google
of GDPR violations

By Oindrila Banerjee
Nov 27, 2018, 4:30 Pm f v &

Consumer groups from seven European countries, including Poland and

Netherlands, have filed GDPR complaints against Google’s location tracking which
is in violation of the bloc's new privacy laws. Members of The European Consumer
Organisation (BEUC), each of the countries claim that Google's “deceptive practices”
around location tracking deprive users of exercising a real choice about enabling it.
while Google fails to, at the same time, properly inform users about what the
tracking entails. If upheld, the complaints could lead to Google having to pay a
hefty fine. Google is facing a similar charge in the US, where the search engine
giant has been accused of tracking phone users irrespective of privacy settings.

The consumer groups, in the Czech Republic, Greece, Norway, Slovenia, and
Sweden, have each filed complaints with their respective national data protection
authorities, reports a research by their Norwegian counterpart. Consumer lobby
the European Consumer Organisation (BEUC) have alleged that Google uses
various methods to encourage users to enable the settings ‘location history’ and
‘web and app activity integrated into all Google user accounts.

YyacTHMKM  EBponerickon  notpebutenbckom
opraHusaumm - Bureau Européen des Unions de
Consommateurs (BEUC) u3 cemn eBpoOnenckux
ctpaH (Monbwwn, Hnaepnangos, Yexun, Mpeuuwy,
Hopsernn, CnoseHun u Lseymn) o06BUHMK
Google B HapyweHun TpeboBaHun GDPR u
noganu ¥anobbl B COOTBETCTBYIOLLUNE
HaUMOHa/IbHble OpraHbl MO 3alWuTe AaHHbIX
(DPA). BEUC ytBeprkaaet, uto Google ncnonbayet
pasnnyHble  HeaobpPOCOBECTHblE  MPAKTUKM,
4yTOb6bl MOTMBMPOBATb NO/Ib30BATENEN BKAKOYATb
B BebO-Opay3epe M MOOWUABbHBLIX MNPUAONKEHMUAX
onumio OTCNEeXMBAHUA MEeCTONONOXKEeHMA
NnoNb3oBaTeNA, MHTErPUPOBAHHYKD BO  BCe
Nno/sib30BaTe/IbCKMe ydyeTHble 3anmcm Google.

https://www.techgenyz.com/2018/11/27/google-gdpr-violations/



https://www.techgenyz.com/2018/11/27/google-gdpr-violations/

334 Open Data Initiative ot SAP, Adobe 1 Microsoft

Adobe A

1 Data Lake \

“ Microsoft :
| i ; 5

F’.TV

i

Mponssoautenu NporpamMmmHoro
obecneyeHna SAP n Adobe Systems, a
TaKXKe aMepUKaHCKan Kopnopauyms
Microsoft 3aaBunmM o co3gaHuMM anbaHca
Open Data Initiative, npwu3BaHHOro
obecneunTtb 3¢pPeKTUBHOE MCMONb30BaHME
BCEX [AaHHbIX O KAWEeHTax, cobupaemblx
Pa3HbIMW MPUNOKEHUAMU Yepes3 pasHble
KaHanbl (OHnalHoBble M odnanHOBbIE),
XPaHAWMXCA B Pa3HbIX MeCTax MU
KOHTPO/INPYEMbIX Pa3HbIMK CybbeKTamu, a
TaKXe NO3BO/INTb BbINONHUTL TPpeboBaHUA
GDPR o0 nepeHOCMMOCTM nNepCcOHaNbHbIX
AAHHDIX.

Co cTopoHbl 6u3Heca wmgeto Open Data
Initiative nopaepXann TakuMe KpynHble
KomnaHuu, Kak Coca-Cola, Unilever un
Walmart. 3KcnepTbl nonaratT, 4TtO ee
ycnex byaet BO MHOrom 3aBMcCeTb OT TOrO,
NPUCOEAMHATCA M K a/JlbAHCY TaKue
nmaepbl  pblHka CRM, Kak Oracle w
Salesforce.

https://www.reuters.com/article/us-microsoft-sap-se-idUSKCN1M41L6

https://www.microsoft.com/en-us/open-data-initiative



https://www.reuters.com/article/us-microsoft-sap-se-idUSKCN1M41L6
https://www.microsoft.com/en-us/open-data-initiative

335 HeratusHoe BanaHmne GDPR Ha caenku no cIMAHUIO U
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RISK & COMPLIANCE JOURMAL | DATA SECURITY
Data Protection Concerns Upend M&A Plans

ByNina Trentmanmn
Maw 13, 2018 358 pm ET

The European Union's new General Data Protection Regulation privacy law is turning into &
stumbling block for mergers and acquisitions involving companies in Europe, the Middle
East and Africa, according to a survey released Monday by business services provider
Merrill Corp.

Fifty-five percent of respondents said they had worked on deals that fell apart because of
concerns about a target company’s data protection pelicies and compliance with GDPR, a
regulatory framework that took effect at the end of May.

Two-thirds of respondents expect GDPR to result in greater scrutiny of data protection
policies and processes at target companies on behalf of buyers, complicating the deal-
making process

Merrill surveyed 539 mergers and acquisitions professionals at corporations, private-
equity firms, investment banks and professional services firms. Most respondents were at
the director or associate level and came from Europe (67%), the Middle East (23%) and
Africa (10%). Merrill didn't provide information on the sizes of the organizations the
survey respondents represented.

GDPR aims to safeguard data-privacy rights by requiring companies to get consent before
using personal data and to store it safely. The law also forces businesses to report a
security breach within 72 hours and penalizes noncompliance with hefty fines.

CornacHo onpocy, onybankoBaHHOMY B
Honabpe 2018 r. npoBanagepom 6GusHec-ycayr
Merrill Corp., GDPR cTaHOBUTCA KaMHem
NPEeTKHOBEHUA ANA CAUAHWUIA U NOFNOLWEHNN C
yyactmem KomnaHui B EBpone, Ha BamxkHem
BocTtoke u B Adpuke.

MAaTboecAT NATb MPOLEHTOB PEeCcnoHAeHTOB
3a8BMIN, 4TO paboTannm Hag caenkamu,
KOTOpble  pa3Ba/MAMCb WU3-3a  OMaceHui
OTHOCUTE/IbHO COCTOAHMA 3alUTbl AAHHbIX B
LeneBblX KOMMAHMAX M UX COOTBETCTBUSAX
TpeboBaHuam GDPR.

[Be TpeTu pecnoHAEHTOB OXMAAKT, 4TO
noTeHumanbHble KOMNaHUKU-NoKynaTenu
6yayT 6osee TWATeNbHO NOAXOAMT K MOBEPKE
NOAUTUK U Npoueayp 3aWmTbl NEPCOHANbHbIX
AAHHbIX B LeNeBbIX KOMMNAaHUAX, YTO YCAOKHUT
NPOLLEeCC 3aK/II0YEHUA CAENOK.

https://blogs.wsj.com/riskandcompliance/2018/11/13/data-protection-concerns-upend-ma-plans/



https://blogs.wsj.com/riskandcompliance/2018/11/13/data-protection-concerns-upend-ma-plans/

336 Google — kpynHenwwmii 6eHedpuumnap?

. . .. CornacHo BbiBogam uccneposaHus Ghostery
Study: Google is the biggest beneficiary of and Cligz, 6naronaps CBOEH AOMUHMPYIOLLE

the GDPR NO3UUMM  Ha pPblHKe, Juaep  OTpacau

)
Thanks to its dominant market position. the industry leader benefits from a stronger concentration in the online advertising BblA rp blBaeT oT 60” ee CUNBbHOU
market. Although the number of trackers is decreasing overall, a few large tracking operators such as Google receive even more )
user data KOHUEHTPaUMUMN Ha PbIHKE OHJ1IaUH-PEK/IaMbl.

XoTa KO/IMYeCcTBO (nporpamm,
OTCNEXMBAOLWMX AEUCTBUSA NOCETUTENIEN W
nonb3oBaTteneli BebGCAMTOB) Ha pPblHKE B
LE/IOM  CHU)KAEeTCA, HECKONbKO  KPYMHbIX
KOMMNaHUN-KOHTPOMIEPOB, TaKMX Kak Google,
nony4vatoT ewe 6Honbwe nNOAb30BATENLCKUX
AaHHbIX.

The General Data Protection Regulation (GDPR). which primarily aims to protect
personal data within the EU, has been in effect for a little over four menths now.
But what has changed since 25th of May? What impact did the CDPR have on the
:5' tracker landscape and the online advertising market in Europe? A study by Cligz
and Ghostery answers these questions. Using data from WhoTracks.me, it

— compares the prevalence of trackers one month before and one month after the
introduction of the GDPR.

Bjorn Greif
Editor WhaTracks.me is a joint initiative of Cliqz and Ghostery. It provides structured
information on tracking technologies. market structure and data-sharing on the
Blog web and thus creates more transparency. On the WhaTracks.me website,

interested parties will find visualized monthly tracker statistics. They are based on
the evaluation of around 300 million-page loads and more than half a million
websites.

https://cligz.com/en/magazine/study-google-is-the-biggest-beneficiary-of-the-gdpr



https://cliqz.com/en/magazine/study-google-is-the-biggest-beneficiary-of-the-gdpr
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KpatkocpouHoe BanaHmne GDPR Ha BeHYypHble nHBeCcTuUumn B

WHPOPMaLMOHHbIE TEXHONOTUN
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CornacHo BbiBogam uccnegoBaHus National Bureau
of Economic Research, GDPR okKa3an HeratusHoe
B/IMSIHWE HA €BPOMENCKMe CTapTanbl MO CPaAaBHEHWUIO
NX aMepUKaHCKMMMK Konneramu. Hanpumep, obwmi
06beEM BEHYYPHOro KanuTasa, WHBECTMPOBAHHOIO B
ctaptanbl EC, ynan Ha 50% wu3-3a sHeapeHua GDPR.
Kpome Toro, Ha 17,6% COKpaTWAOCb KOJIMYECTBO
eXXeHefesNibHbIX BEHYYpHbIX CcAenoK M Ha 39,6%
YMEHbLIMIOCb KONMYECTBO NPUBJIEYEHHbIX CPEACTB B
CPeAHEM Ha Kaxkayro COENKY.

https://www.nber.org/papers/w25248
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338 BauaHme GDPR Ha KOHTEHT-NPOBalAepoB, CYyL,EeCTBYIOLWMX 3a
cyeT peknambl

CornacHo BbiBoagam mnccneposanua University of Paris
Sud, Carnegie Mellon University u University of

'/ Minnesota, BanaHne GDPR npuseno K:

* YMEHbLUEHUIO KO/INYecTBa CTOPOHHMX ¢alinos

cookie 1 3anpocoB Ha canTax;

Ha/ZIMYNIO HEKOTOPbLIX OFPaHMYEHUIM Hag AOCTyn K

canTam c eBponenckux IP-agpecos, BKIOYAA OKOMO

20% aMepUKAHCKMX HOBOCTHbIX M Meana CanToB

MMEIOT OrpaHMYeHNA NO AOCTYNy ANA NOCeTUTENEMN

EC;

* Masnoe BAMAHME HA KOJIMYEeCTBO M  KayecTBoO
NOCelWeHMN CaNTOB, @ Ha EBPOMEUCKMX CamTax

B S =t = T e HabnopgaeTca yBenmyeHne KoMYecTBa NocCeLweHnm

Wave collection no cpaBHeHuto ¢ calitamum CLLA.

i il US IP & US domain: 3rd party @ EU IP & US domain: 3rd party ‘

Number 39 Party Cookies — US Sites

40 60 80 100
1 ' v\ 1
[ ]

Mean Number of 3rd cookies

20
1

Fewer Targeted

Revenues of Reduction in

GDPR Opt-In

Impacts Ability Adosnll\{lnaeke Online Content Quantity and
to Collect Advertising Providers May Quality of Free

Personal Data Be Affected? Online Content?®

Less Profitable!
J

https://www.ftc.gov/system/files/documents/public events/1415032/privacycon2019 cheyre impact gdpr on ad-
supported content providers.pdf
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339 LWaHTax KomnaHuii nocpeacrsom GDPR

ABTOpPbI MOLLEHHUYECKOM

®HOCKR@OC{ cxembl ransomhack ucnonb3sytor
GDPR ansa waHTaXa KomnaHui

n nonyyeHuA BbiKyna

Hacking News + Tech v CyberCrime v HowTo CyberEvents v Security v Surveillance v  Explore

You are here: Home » Cyber Crime » Rans

Ransomhack a new attack blackmalhng

Banomas cepBepbl oyepenHom

business owners using GDPR KepTBbl M MOXUTUB MEePCOHANbHYIO
MHbOpPMaUMIO, NPecTynHUKN

By Wagason Juse 32015 Email ¥ @hackread ® He  naaHupyloT  eé  Kak-ambo
MCNONb30BaTb, a JIUWb YrpoXatoT

nybnnkaymen. B COOTBETCTBMM

c GDPR KOMNaHWIO XAET KPYMNHbIA
WwTtpad B CAyyYyae YTEYKKU, MOITOMY,
yTobbI HEe nonacTb NoA CaHKUMMK
EBponeiickoro Coto3a, opraHmMsaumu
npegnoyunTatoT BbINOIHUTb
TpeboBaHUA 310YMbILLIEHHUKOB.

Hackers Are Threatening Companies To Leak Stolen User Data Online To
Hurt Them Through GDPR Regulations - In Return They Are Demanding
Ransom Money.

https://www.hackread.com/ransomhack-gdpr-attack-blackmailing-business-owners/
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340 Co3paHue aAMUHUCTPATUBHOM Harpy3ku nocpeacrsom GDPR

Web-cepBuc «Ship your enemies»

AsTop canta (Jerre Baum) npeanaraet Bcem
XKenawuwmm BOCMNO/b30BaTbCA 6ecnnaTtHbIM
CEepPBMCOM U HanpaBAATb OT CBOEro MMEHMU 3anpochl
Ha AOCTyn K MNepcoHasibHbIM AaHHbIM, peanusya
npaso cornacHo c1.15 GDPR.

Mpu 3tom ny6AMYHO 3aABNATLCA HE MNO3UTMBHAA
LUenb B BUAE 3alUMUTbl MPaB M 3aKOHHbIX MHTEPECOB
CyOBbEKTOB NEPCOHaNbHbIX AAHHbIX, @ BO3MOMXHOCTb
«YC/NIOXKHUTb KU3Hb» ajapecaTam TaKOro 3anpoca.

Takke aBTop npecneayet uesb
NMPOAEMOHCTPUPOBATb HecoBepLUEHCTBO 7z
Do you hate your Competitor? «rYyNoCTb» HEKOTOPbIX NonoxeHu GDPR.

We'll help you send them a GDPR Data Access Request designed to waste as
much of their time as possible. They are legally required to respond to your

request within 30 days! &

ABOUT YOUR ENEMY ABOUT YOU
Nama Gty Nama Gty
GeoglaLLC Dubfin Veur Nama oy

Strat / Adress Email Phona Optional)

Geagle Buikding Gerden Housa, 4 Barrow St yeuBpravidar.com

ze Country Streat / Addrass

DO ESWS irgland Strast

1234 Country

https://shipyourenemiesgdpr.com/
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341 Wcnonb3oBaHue GDPR Kak opyaue obuwecTBeHHOro gasneHusa

bOiNGhOiNG Weaponizing the GDPR

Gamers propose punishing Blizzard for its
anti-Hong Kong partisanship by flooding

it with GDPR requests

B oktabpe 2019 roga komnaHuA Blizzard (v3patenb
urpol World of Warcraft) nogseprnacb LwunpoKou
KPUTUKE OT WIPOKOB nNocae AUCKBaAUPUKaLMK
nobeantena UrpoBoro TypHMpa 3a ero 3asB/eHWe O
CO/INJAPHOCTM C NpoTecTaMu B [OHKOHTe.

3HaunTenbHoe KONINYeCcTBO ¢daHaToB Urpbl
NOCPAECTBOM KOOPAMHAUMM CBOMUX [AOEUCTBUMA Ha
dopyme Reddit / r / hearthstone nnaHupytoT
MaKCMMaJIbHO OCNOXHUTb WU3Hb Blizzard nytem
peannsaumMm CBOMX MpaB Ha AOCTyn K WMHbopmauum

KaK cybbeKkToB NepCcOHaNbHbIX OAHHbIX,
\ NpenoCTaB/ieHHbIX UM nonoxeHmamm cr. 15 GDPR —
S5t & ik L~ blitzchung «Right of access by the data subject».

E @ blitzchungHS

Live from Taipei HE =
GRANDMASTERS

Being a global multinational sure is hard! Yesterday, World of Warcraft
maker Blizzard faced global criticism after it disqualified a high-stakes tour-
nament winner over his statement of solidarity with the Hong Kong protests
-- Blizzard depends on mainland China for a massive share of its revenue
and it can't afford to offend the Chinese state.

Today, outraged games on Reddit's /r/hearthstone forum are scheming a
plan to flood Blizzard with punishing, expensive personal information re-
quests under the EU's expansive General Data Privacy Regulation --
Blizzard depends on the EU for another massive share of its revenue and it
can't afford the enormous fines it would face if it failed to comply with these
requests, which take a lot of money and resource to fulfill.

https://boingboing.net/2019/10/08/ddos-gdpr.html
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Microsoft npucaywanocb K nosnumu EDPS B oTHOWIEHUHU

342 o
CBOEW Po/IM B KayecTBe KOHTpoJsiepa

EDPS investigation into IT contracts: stronger
cooperation to better protect rights of all individuals

21 EDPS investigation into IT contracts: stronger cooperation to
oct better protect rights of all individuals
2019

Cooperation between public authorities in the Member States, EU institutions and
other international organisations is essential to ensure that contractual arrangements
and measures with Microsoft provide the same level of protection for individual
rights throughout the European Economic Area (EEA). Amended contractual terms,
technical safeguards and settings agreed between the Dutch Ministry of Justice and
Security and Microsoft to better protect the rights of individuals shows that there is
significant scope for improvement in the development of contracts between public
administration and the most powerful software developers and online service
outsourcers. The EDPS is of the opinion that such solutions should be extended not
only to all public and private bodies in the EU, which is our short-term expectation, but
also to individuals, the Assistant EDPS said today.

In April 2019, the European Data Protection Supervisor (EDPS) launched an
investigation into the use of Microsoft products and services by EU institutions. The
investigation identified the Microsoft products and services used by the EU institutions
and assessed whether the contractual agreements concluded between Microsoft and
the EU institutions are fully compliant with data protection rules. The EDPS also
considered whether there were appropriate measures in place to mitigate risks to the
data protection rights of individuals when EU institutions use Microsoft products and
services.

EBponeincknii nHcnekTop no 3auwurte AaHHbix (EDPS)
21 okTabpa 2019 roaa onyb6/1MKoBan OTYET, B KOTOPOM
BblCKa3aHbl Cepbe3Hble OonaceHMs no nosoay
cobntogeHma KomnaHmen Microsoft TpeboBaHui
GDPR 1 ponb Microsoft Kak npoueccopa gaHHbIX AnA
ny6/NYHbIX OpraHoB W opraHusaumn EC. B atom
OTYEeTE OTMEYAETCH, YTO CyL,EeCcTByeT 3HaYUTe/ibHbIN
noTeHuMan Ana ynydweHua pa3paboTKM KOHTPAKTOB
Mexay  Nyb/AMYHbIX  OpraHamu M CcambiMU
BAMATENIbHBIMM  pa3paboTyMKamm  NPOrpamMmHOro
obecneyeHns 1 ayTcopcepamm OHNANH-YCAYT.

3To npousowno Ha ¢OHe CNOpoB O TOM, KTO
KOHTPO/NIMPYET  AaHHble, KOraa onpeaesieHHble
cepsucbl 1 MO Microsoft obcnyknsatoT eBponenckme
OopraHu3aumu, a 3aTem «CcooblatT AOMOMNY AaHHble
06 ncnonb3oBaHUKM 3TUX cepsucos u MO.

B Hoabpe 2019 roga Komnanua Microsoft obHoBMAa
ceoun Online Services Terms (OST) n Tenepb Npu3HaeT
CBOK POJIb KaK KOHTposaepa gaHHbix npu GDPR npwm
npeaocTaBAeHUM 06.1a4HbIX cepBucoBs n
ncnonbzosaHmmn [MO. N3meHeHna npopabaTtbiBannch
COBMeCTHO ¢ the MuWHUCTEPCTBOM OCTULMM U
6e3onacHoct HupepnaHpgos (Dutch Ministry of
Justice and Security).

https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigation-it-contracts-stronger en

https://blogs.microsoft.com/eupolicy/2019/11/18/introducing-privacy-transparency-commercial-cloud-customers/
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Nonb3osatenu Google B BeankobputaHmum moryr 6biTb

BbiBeAeHbl n3-nog, aencresma GDPR

REUTERS Business Markets World Politics ™V More

TECHNOLOGY NEWS FEBRUARY 19, 2020 / 10:55 PM [ UFDATED 14 HOURS AGO

Exclusive: Google users in UK to lose EU
data protection - sources

Joseph Menn

The shift, prompted by Britain’s exit from the EU, will leave the sensitive personal
information of tens of millions with less protection and within easier reach of British

law enforcement.

The change was described to Reuters by three people familiar with its plans. Google
intends to require its British users to acknowledge new terms of service including the

new jurisdiction.

Ireland, where Google and other U.S. tech companies have their European
headquarters, is staying in the EU, which has one of the world’s most aggressive data

protection rules, the General Data Protection Regulation.

Google has decided to move its British users out of Irish jurisdiction because it is
unclear whether Britain will follow GDPR or adopt other rules that could affect the
handling of user data, the people said.

If British Google users have their data kept in Ireland, it would be more difficult for

British authorities to recover it in criminal investigations.

Mo coobueHuo uctoyHMKoB Reuters, Google
naaHupyeTt BbiBeCTU B topucaukumio CLLUA ydyeTHble
3aNUCcKU CBOMX OPUTAHCKMX NO/b30BaTeNEN U3-NOL
KOHTPONA HaA30pHbIXx opraHoB EBponenckoro Cotosa.
Takaa BO3MOXHOCTb nofABuaacb 6narogapa Brexit.
Google HamepeH noTpeboBaTb OT CBOMX BPUTAHCKMUX
nonb3oBaTesen MNPUHATUA UMMM HOBbIX YC/JOBUMN
obcnyKmnBaHma, BK/tOYaA npUMeHeHune
aMepPUKaHCKOM I0PUCOUNKLNMN.

https://www.reuters.com/article/us-google-privacy-eu-exclusive-idUSKBN20D2M3
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AdTech Data Flows... Sell-side

Cookie Synching

On Page Header
Bidding Partners

Header Bidding
Demand Partners

Real Time Data
Providers

Cnop Google 1 eBponeMCcKMX KOMNAHUMU O COT/IaCUAX HA
OHJ1alH peKnamy U coctaBneHue umudposoro npodpuns

ADVERTISER

CornacHo TpeboBaHuam Transparency
and Consent Framework KoHcopuuyma
IAB Europe, y4acTHMKamu KOTOPOro
ABNAKTCA  OONbLWMHCTBO  BeayLmx

ABa OTAe/IbHbIX COr/1aCMA — Ha MNMOKa3

= — : WIPOKOB PbIHKA OHMAMH peKknambl,
O D - e 4TOBbI CaliTbl MOrAM 3apabaTbiBaTb Ha
m | = 0 S DMP/DSP - P
o | = | | S— | peKkname, N0sb30BaTENM JOMKHbI AaTb
| ’ a

Third parties and
advertisers collecting
data re: ad delivery,
conversion and
attribution

Subcontractors

AdTech Data Flows... Buy-side

DATA
SUBJECT

BROWSER HEADER

53
ZI0
232
g
3%
L

I

CRM

Onboarder >

ADVERTISER
AD SERVER

ADVERTISER

NepcoHaIN3NPOBAHHOM peKnambl U Ha
TO, YTO AaHHble nonb3oBaTensa 6yayt
cobupatbcA B ero  peKNamMHbIn
npodunab N aHaNU3MPOBATLCS.

HekoTopble CaunTbl n
meauannatdopmbl  XOTAT  ybpaTb
BTOpyto onuuto. Ho Ttoraa Google He
CMOXeT aHaNM3npoBaTb NoBeaeHue
nonb3oBaTenen, 4YTobbl MOKa3biBaTb
MM TapreTMpoBaHHYH peknamy.
Mosatomy Google Tpebyet, 4TOObI
canTbl, 3apabatbiBatowme Ha Google
Ads, BbIHYy)Aann  NO/Ab30BaTENEN
naBaTb oba cornacus.

https://www.reuters.com/article/us-tech-antitrust-google-focus/google-stymies-media-companies-from-chipping-away-at-its-data-dominance-
idUSKBN24110K
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345 OT KOHPUAEHUMANbHOCTU K NPpUbbLINN: AOCTUXKEHUE
NOJIOXUTENbHOro A0X0Aa OT MHBECTULLMIA B NPUBATHOCTb

Figure 1 Annual privacy spending overall and by company size
N=2549

I Figure 3  Estimated privacy benefits overall and by company size
N=2549

SDESSénrgg[:” compam%] Auerage spending (SM) BBnAevTrsa(ga;I :asn;;;aaes) Average benefits ($M)
41
1% 12%
23%
® 0 $500k ® 51M10 52M 250-499 500-999 1,000-9,999 10,000+ 250-499 500-299 1,000-9,999 10,000+
@ 5500k 0 $1M Over $2M Company size (number of employees) ® < 505M $2M to §5M .
® 50.5M to S1M @ 550 1o S10M Company size [number of employees)
® $TM o $2M Over $10M
Figure 5 Average privacy returns by country ) o )
. . Fi 2
l Global average: Benefits = 2.7 times investment I o Eg?gﬁf:g?%ﬂf: :icgyejing significant
N=25473 benafits in each area, N=2549
67% 1%
Reducing Mitigating losses
sales delays from data breaches
Canada UK Germany 72%
France Enabling agility Achieving operational
and innovation efficiency from data controls
USA Spai
pain Italy China Japan
Mexi 73% 74%
exico India
Making company more Building loyalty and trust
attractive to investors with customers
Brazil l Figure 4 Distributions of privacy returns,
percent of respondents
Australia N=2543
8% o
oL ® -5
@ >3x 10 Bx
@ -2t 3
=T to 2
Nccneposanue Cisco 3a 2019 rog «From Privacy to Profit: Achieving Positive Returns on iy o
<1x
Privacy Investments», cOrnacHO KOTOPOMY Ha KaxAabli 1 p[onnap, noTpayveHHbli
opraHu3aumen Ha Privacy, oHM Noay4YatoT BO3BPaT MHBECTULMIA B pasmepe 2,70 gonnapa.
Average = 2.7x

https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
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Utorn npumeHeHua GDPR B 2018-2020
N panbHeuwmne nepcneKkTusbl

/ WHAT GREAT
EREE APPS
YoU HAVE,
GRANDMA /

ALL THE BETTER To
HARVEST YOUR
PERSONAL DATA, BUILD UP
MY TeCh FIRM AND
QNSELL FOR BILLIONS.

K ornaBneHuro




347 0630p utoros 2018 roga ot EDPB

B ¢eBpane 2019 roma OTYET O pe3ynbTaTax
nNpaBonNpPMMeEHUTENbHOM NPaKTUKK GDPR
BbiNycTUA EBpONenckuit coBeT Mo 3awuTe
AaHHbix  (EDPB). 3a Bpema  aeictBus
pernameHTa  €BpPOMENCKUEe  perynatopHble
opraHbl OTKpblAM OKono 206 TbicA4Y pen o
HapyweHMn  6e30MacHOCTU  MepPCOHasIbHbIX
AaHHbIX, a TaKXe Hanoxunm €55,955,871
wrpados. Moyt nonosmHa M3 HUx (94 622) —

First overview on the implementation of the GDPR and the roles and means

of the national supervisory authorities no Xanobam YacTHbIX NN, ELLl,e 64 864 Aena
OTKPbINN MO yBeAOM/IEHUNIO o6 yTeuyKe AaHHbIX
OT KOMMNAHWM-BUHOBHUKOB npoucLlecTeuA.

Executive Summary

This document sets out an overview of the implementation and enforcement of the General

Data Protection Regulation (GDPR) covering both the cooperation mechanism and the bonbliasa 4acCTb n3 €56 M/H. LLlTpad)OB
consistency findings.

In comparison with the EC Directive 95/46/EC, where Supervisory Authorities (SAs) were n pMXO,EI,VITCﬂ Ha GOOgle, KOTOpOFO B ﬂHBape
working separately even on cross-border cases, the GDPR created a duty for the SAs to A A

cooperate in order to provide a consistent application of the GDPR. In addition to that, the 2019 I'O,Cl.a d)pa H L"y3CKM n pel‘ynﬂTOpH bin Opra H
European Data Protection Board (EDPB) provides a consistency mechanism to further foster CN | |_ OLUTpa d)o BaN Ha €50 M/H.

the harmonisation.

Nine months after the entry into application of the GDPR, the members of the EDPB are of
the opinion that the GDPR cooperation and consistency mechanism work quite well In
practice. The national supervisory authorities make daily efforts to facilitate this cooperation,
which implies numerous exchanges (written and oral) between them

These cooperation duties lead to extra workloads, additional time dealing with cases and have
an impact on the budget of the regulators. The handling of cross border cases takes time, due
to the cooperation, to the need to carry out thorough investigations and in order to national
procedural rules, The national SAs have to tackle these challenges regarding the harmonized
protection and enforcement of the GDPR.

Until now, there are 6 final One-Stop-Shop cases.

The experiences of the EDPB regarding consistency is = up to now = limited, as no dispute
resolution through this new EU body was necessary during the reported period.

http://www.europarl.europa.eu/meetdocs/2014 2019/plmrep/COMMITTEES/LIBE/DV/2019/02-25/9 EDPB report EN.pdf
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WORKING TOGETHER
FOR STRONGER RIGHTS

edphm

Eeropean Daca Pretaction Beord

5.1

5.2.

53.

EUROPEAN DATA PROTECTION
BOARD ACTIVITIES IN 2019

General guidance

511, Guidelines on Code of Conduct

51.2. Guidelines on the processing of personal data
in the context of online services

51.3. Recommendation on the EDPS draft list on
|processing operations subject to Data Protection
Impact Assessments (DPIAs)

51.4. Guidelines on processing of personal data
through video services

51.5. Guidelines on Data Protection by Design and
by Default

5.6, Guidelines on the Right to be Forgotten

51.7. Guidelines adopted following public consultation

Consistency Opinions

5.2.1. Opinions on the draft Data Protection Impact
Assessments lists (DPIAs)

5.2.2. Opinion on transfers of personal data between EEA
and non-EEA Finandial Supervisory Authorities

5.23. Opinion on the interplay between ePrivacy
Directive and the GDPR

5.2.4. Opinion on the competence of a Supervisory
Authority in case of a change in circumstances
relating to the main or single establishmant

5.2.5. Opinions on Accreditation Criteria for monitoring
bodies of Code of Conduct

5.2.6. Opinion on Standard Contractual Clauses for
processors by Danish SA

5.2.7. Opinions on Binding Corporate Rules

Legislative consultation

53.1. EU-U.5. Privacy Shield

5.3.2. Opinion on clinical trials Q&A

5.33. Statement on the future ePrivacy regulation

5.3.4. Additional protocel to the Budapest Convention
on Cybarcrime

5.3.5. EDPE-EDPS Joint Opinion on the eHealth Digital
Service Infrastructure

6.1.

6.2

6.3

8.1.

SUPERVISORY AUTHORITY
ACTIVITIES IN 2019

Cross-border cooperation
611, Praliminary procedure to identify the Lead and
Concerned Supervisory Authorities
6.12. Database regarding cases with cross-border
component
6.1.3. One-5top-Shop Mechanism
6.14. Mutual assistance
6.1.5. Joint operations
National cases
6.2.1. Some relevant national cases with exercise of
comrective powers
62.11. Austria
6.2.1.2. Belgium
6.2.1.3. Denmark
6.2.14. Finland
6.2.1.5. France
6.2.1.6. Germany
6.2.17. Greece
6.2.1.8. Hungary
6.2.19. laly
6.2.1.10. Latvia
6.2.1.11. Lithuania
6.2.1.12. Malta
6.2.1.13. Norway
6.2.1.14. Poland
6.2.1.15. Romania
6.2.1.16. Spain
6.2.1.77. Sweden
6.2.1.18. United Kingdom
SA survey on budget and staff

MAIN OBJECTIVES FOR 2020

Legal work plan

811,  Guidance

B.1.2.  Advisory role to the European Commission
BA3.  Consistency findings

8.2. Communications

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb annual report 2019 en.pdf
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CoobweHune EBponenckon kommuccum B agpec Esponeiickoro W
napnaameHTta u Coseta EBponbi 0 TeKyw,en npaktuke GDPR -
CoobuleHne «3aWmTa NepcoHaNbHbIX AAHHbIX KaK OCHOBA
paclUMpPEHUA NPaB 1 BO3MOXKHOCTEN rpaxKaaH u noaxoa EC
K umdpoBoM TpaHcopmauum - ABa roga NPUMEHEHUA
m EUROPEAN Ob6uero NoNoXKeHMA 0 3alMTe AaHHbIX» COAEPXKUT B cebe
HEKOTOPbIE UHTEPECHbIE MOMEHTbI:

Bruseels. 2462020 B 2018-20 rogax wWTaT HAUMOHA/IbHbIX HAA30pPHbIX
covenm st OpraHoB BbIPOC Ha 42%, a 6loaKeT Ha 49%, HO NpU 3TOM
NoOKasaTeNb pPOCTa CUABHO OT/IMYAETCA B  Pa3HbIX
rocygapcreax-yneHax EC;

COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN
PARLIAMENT AND THE COUNCIL

* nnaHupyetca obHoBneHue SCC, a TakKe pa3paboTka
Data protection as a pillar of citizens’ empowerment and the EU’s approach to the
digital transition - two years of application of the General Data Protection Regulation pyKo BOACTBa no ce pTM d) NKa |_||M n ot E D P B;

{SWD(2020) 115 final} N

noyTM BCe rocygapcrtBa-yneHbl EC (3a uckaoyeHuem
CnoBeHMM) TrapMOHU3UPOBAIN CBOE HALMOHA/NbHOE
3aKoHoAaTenbCTBO € TpeboBaHuamu GDPR.

EN EN

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb annual report 2019 en.pdf
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MNpaBa, npeaocraBneHHble cybbeKTam, He Bceraa
Mcnonb3ylTca Bo baaro
Cr1.15 GDPR: NpaBo Ha aocTyn

» Amazon otnpasun 1700 ronocosbix 3anucen Alexa He Tomy Nnonb3oBaTeNto nocae 3anpoca AaHHbix. (The Verge)
» 3n0yMblIWEHHUK B3N10Man akKayHT Spotify u nonyumn Bce cBeaeHUs o Bnagenble akKkayHTa, MPOCTO 3anpoCcuB UX.
(Jean Yang)

Ct.17 GDPR: NpaBo 6biTb 3a6bITbiM

» Google NpULINOCL UCKNOUYUTBL M3 MOUCKOBOM BblAaun CBEAEHUA O roNIaHACKOM AOKTOpPe, KOTOpbI Bbln yBONEH
n3-3a N10XOro yxoaa 3a naumeHtTom. (NYT)

» ®OpaHUy3CKNit MoleHHUK Malikn ®paHcya Bya)KanaoH nonbiTaeTca yaanuTb M3 MHTepHeTa ntobble cBeaeHMA o
cyaebHom pasbupaTtenbcTse NPoTUB cebn, paHee PpacCMOTPEHHbIM B OKpy*KHOM cyae CLUA. (PlainSite)

» CMW CLUA perynspHO nony4yatoT 3anpocbl Ha yaaneHue ctaten o cyaebHbix npoueccax B CLUA, Kacatowmxca
MOLLEHHNYECTBA, coBepleHHoro esponenyamu. (Mike Masnick)

Cr1.20 GDPR: NpaBo Ha nepeHOCMMOCTb AaHHbIX

» Ecnun Bbl moXKeTe nepeHecTu cBou AaHHble U3 Facebook B gpyrve npuioxKeHua, TO Bbl MOXeTe cAenaTb TO Ke
camoe B 0bpaTHOM HanpaBneHun. U KTo Ke byaeT umeTb npemmylectso: Facebook nnm ero KOHKypeHTbl? (Ben
Thompson)

» Cnocobbl n popMbl peannsaumm npasa Ha NEPEHOCUMOCTb AaHHbIX, B KAYeCTBe HEKOEro OTPac/1eBoro cTaHAapTa,
MOTYT 6bITb HaBA3aHbl IMAEPAMMN OTPAC/IU AN1A BCEX OCTa/IbHbIX KOMMaHMI, BKAtoYas ctapTtansl. (Tyler Cowen)

Ct.21 GDPR: NpaBo oTKa3artbcA (opt out) oT 06paboTKMu gaHHbIX

» 3anpeT KOMNaHWAM OrpaHuM4YMBaTb NPEAOCTaB/EHUE YCAYr WAW MOBbLIWATbL HAa HUX LUEHbl ANnA noTtpebutenen,
KOTOpble OTKa3blBalOTC OT 06MeHa CBOMMMW MEPCOHasIbHbIMU AaHHbIMM, NoowpaeT Takux notpebutenen (free
riders) n cokpalwaeTt A0CcTyn K 6ecnnaTHOMY KOHTEHTY U ycayram ans scex octanbHbix. (ITIF)

https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/



https://www.theverge.com/2018/12/20/18150531/amazon-alexa-voice-recordings-wrong-user-gdpr-privacy-ai
https://twitter.com/jeanqasaur/status/1039435801736536064?lang=en
https://www.nytimes.com/2019/05/06/technology/europe-tech-censorship.html
https://web.archive.org/web/20180921190848/https:/twitter.com/PlainSite/status/1040601203640397824
https://twitter.com/mmasnick/status/1049704101427142656
https://stratechery.com/2018/the-bill-gates-line/
https://marginalrevolution.com/marginalrevolution/2018/05/forced-data-portability-mistake.html
http://www2.itif.org/2019-grand-bargain-privacy.pdf
https://truthonthemarket.com/2019/05/24/gdpr-after-one-year-costs-and-unintended-consequences/

351 Doknap, skcnepTtHo# rpynnbi (Multistakeholder Expert group)
06 utorax npumeHeHusa GDPR B 2018-2019 rogax
> |V|OI'yT NN HecoBepLWEeHHONETHNE AaBaTb COM1acue Nan 31O AO01XKHbI ObITb UX poautTenn - YaCcto HeACHO. 3TO moXeT

NPUBECTU K OTKa3y B NpesoCTaBleHNM YCAYT AeTAM U K TOMY, YTO AeTU He CMOTYT BbIXoauTb B UHTepHeT 0 Tex nop,
NMOKa OHW He AOCTUIHYT ONpeaeneHHOro Bo3pacTa, YTo He fiBAsieTcA Lenbio, KoTopyto npecneayet GDPR. (cTp. 10)

» Cookie-baHHepbl, pasmeliaemble Ha Beb-caliTax, 4acCTO AAlOT HEOAHO3HAYHY WHOOPMAUMIO WU 3aCTaBAAOT
nonb3oBaTenei gaBaTb cornacue Ha o6paboTKy M 06MeH AaHHbIMM C HeonpeaeneHHbIMU TPETbMMU NNLAMWN B
Lensx TapreTupoBaHHoOM peknamsl. (cTp 10)

» YneH (cobpaHus) coobulaeT 06 yBeAUYEHUN YMCNA NINLL, KENAIOLWMX NOAaTb UCK B CyA, ANA 3aWMTbl NPaB CyObeKToB
AaHHbIX. (cTp. 11)

» HeKkommepyeckue opraHmMsaLmnm, MMeloLLLMe NPaBo Ha 3alLUTY NpaB CybbeKToB AaHHbIX B COOTBETCTBUWN CO CTaTbel
80 GDPR, Hayanu ucnonb3oBaTb BO3MOXHOCTb OCYLECTBAATb NMPeACTaBUTENbCKME AEUCTBMA MO HapyweHUAM
GDPR. (cTp. 12)

> HeKoTopble YneHbl CYUTaIOT, YTO npumeHeHne GDPR K HOBbIM TEXHO/IOTUAM, TaKMM KaK 610K4elH, 6onblive
JAHHbIE UM UCKYCCTBEHHbIA MHTENIEKT, Bbi3biBAaE€T BOMPOCHI, KOTOPbIE, ECNU UX HE PEeLlnuTb, MOTYT NOBAUATb HA
pa3BUTUE TaKUX TEXHONOTUI. (cTp. 16)

» PbiHOK ana onbiTHbIX DPO Bce elle He3pen, U B 3TOM 061acTh BCE eLe CIMWKOM Maso 3KCMepToB, NPUHUMAKOLLNX
BO BHMMaHWe aKTyasbHble notpebHocTn opraHmsauuin. CEDPO (Confederation of the European Data Protection
Organisations) o603Ha4aeT 06eCcNOKOEHHOCTb B CBA3M C NOABNEHMEM MHOMECTBA y4ebHbIX KypCoB, KOTOpbIe, KaK
YyTBEPXKAAETCA, MO3BONAT Hecneuyanuctam ctatb DPO 3a 0O4YeHb KOPOTKMW Nepuos BPEMEHM, UYTO HaHeceT
cepbe3sHbin yuepb npodeccumn B 061acTu 3aWmThbl gaHHbIX. [0 UX MHEHWIO, €CTb INLLA, BbICTYNAloWME B KavecTBe
DPO, kKoTopble He 061aaatoT HeobXxoAMMbIM OMNbITOM. (cTp. 17)

> B cBeTe BO3poOCLIEN C/NOXHOCTM 3aKOHa O 3alUUTE AAHHbIX, COMPOBOXAAEMOr0o PEXMMOM MECTKUX CaHKLUM,
HabnogaeTcs TeHAEHUMA K nepeHocy 6onblien YyacTu paboyen Harpysku no 3awmuTe AaHHbIX B HOPUANYECKUNA
oTaen, B To Bpema Kak DPO ocTaeTcs oTBETCTBEHHbIM 32 MMHMMAbHbIN Habop 06A3aTeNbCTB, YKa3aHHbIX B GDPR.
(ctp. 17)

https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeetingDoc&docid=31527



https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeetingDoc&docid=31527
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Otuet Datenschutzkonferenz o npasonpumeHuTenbHoM

npakTtuke GDPR B 2018-2019 rogax

Relevant provision of
GDPR

Proposed amendment, plus brief explanation

Article 4

The GDPR currently lacks a definition of "anonymization”. It would be
useful in practice and it should be aligned with the requirements set out in
Opinion 05/2014 on Anonymization Technigues.

Articles 13 and 14

Article 18(1)

The categories listed in paragraph 2 of Article 13 and paragraph 2 of Article
14 of the GDPR should be aligned by including the information referred to
in point {b) of Article 14{2) in paragraph 2 of Article 13 rather than in
paragraph 1.

Right to restriction of processing:

In addition to the grounds listed in points (a) to (d) of Article 18(1) of the
GDPR, the right to restriction of processing should also apply to those
cases in which the requisite erasure is not carried out only because the
data need to be retained pursuant to point (b) of Article 17(3) of the GDPR
in order to comply with retention periods.

Article 21(2)

Right to object to direct marketing:

The words “in addition to the right to object under paragraph 1" should be
inserted to make it clear that paragraph 2 does not represent a sub-case of
paragraph 1, but that, in contrast to paragraph 1, it also applies when data
are not processed on the basis of points (e) and (f) of Article 6(1) of the
GDPR.

Article 24(2)

Article 27

It appears that the wording in Article 24(2) of the GDPR could lead to
misunderstandings. The German version should be aligned to the English
version by replacing "Anwendung” (application) with “Einfuhrung”
{implementation) and "Datenschutzvarkehrungen” (data protection
provisions) with "Datenschutzschutregelwerke” {data protection policies).

A duty to publish the representative’s contact details should be introduced
in Article 27 of the GDPR in analogy with Article 37(7) of the GDPR (data
protection officer), as in many cases it is unclear whether the
controller/processor has met its duty to appoint a representative and
where that representative is based.

Article 40(4),
Article 41(1) and (4)

Clarification as to whether the establishment of an accredited supervisory
body is cbligatory (in analogy with the Board's guidelines of 12 Feb. 2019)
or only optional.

Otyer 06 onbiTe, nony4eHHom B [epmaHuM B Xxoae
npumeHeHma GDPR B 2018-2019 ropax, 6bin
NnoAroTOB/IEH KoHdepeHumen He3aBUCUMbIX
denepanbHbIX U rOCyAapPCTBEHHbIX HAA30PHbIX OPraHoOB
fepmaHuMm no 3awmTe gaHHbix (Datenschutzkonferenz
(DSK)) 1 npuHAT Ha ee 98- KoHbepeHUMU 6 HOAGPS
2019 ropga. MNyb6nukya 3710T oT4yeT, DSK xoTen Obl
BKJHOYMTb 3TOT OMbIT B MPOLECC OLEHKU U aHanu3a,
Tpebyemblt B cOOTBeTCTBMM cO cTatbert 97 GDPR, u,
nocne 3TOro, BHECTU MPEAJIONKEHMA MO YAy4YlEeHUH
HeKoTopbix nonoxewnh GDPR pgna  ontMmusaumu
NPaBoONPMMEHUTENIbHON NPAKTUKMU.

https://www.baden-wuerttemberg.datenschutz.de/evaluierung-ds-gvo-zusammenfassung-der-wesentlichen-ergebnisse/



https://www.baden-wuerttemberg.datenschutz.de/evaluierung-ds-gvo-zusammenfassung-der-wesentlichen-ergebnisse/

OTtuet Access Now 06 utorax aeirictema GDPR B 2018-2020
ropax

B oTtuéte Access Now «Two years under the EU GDPR»
0603HayeHbl cneayoLlmne KAYeBble MOMEHTbI:

* 33 ABa roga perynatopbl Hanoxuau 231 wtpada, a
nony4yeHo 6b110 144 376 kanob cybbeKTOB;

* n3 30 perynatopos u3 27 ctpaH EC ToNbKO 9 A0BO/bHbI
YPOBHEM CBOEr0O pecypcHoro obecneyeHus;

* B [lonbwe, PymbiHMK, BeHrpmm un CnoBakmm cygbl U
BNacTb 3n0ynotpebnaotr GDPR, 4Ttobbl OrpaHnunTb
YPHA/IMCTCKUE paccnefoBaHus;

* GDPR nokasan ceba HageXHbIM WHCTPYMEHTOM AA
perynmpoBaHma 06paboTKM [AaHHbIX C OTHOLIEHWUMU
OO/IKHOCTHbIX /ML, M OpraHoB  0b6LWECTBEHHOrO
34paBoOOXpaHeHnA. Ho peweHne BeHrpuMu orpaHuMunTb

AN IMPLEMENTATION PROGRESS REPORT npumeHeHne GDPR Bo Bpemsa naHgemum Covid-19

STATE OF PLAY, ANALYSIS. AND RECOMMENDATIONS HapyLLlaeT npa Ba Cy6beKTOB Ha 33 LLIIVITy ﬂ,aHHbIX;

‘.. * npobnembl npaBonpumeHeHna GDPR u HacTonumsoe
&3 accessnow 'o‘ cTpemneHne UK CHU3UTL TeKylwune CTaH[apTbl 3awmTbl
OaHHbIX B Xo4e neperosopoB no Brexit moryt umetb
HeraTMBHble nocneacTsnAa ana  nwbbix  byaywmx
NeperoBopoB O TakK HasblBaemMom peweHun 06
ageKkBaTHoctn mexay EC n BenmkobputaHuen B yactm

nepefayn AaHHbIX MeXAy ABYMSA IOPUCANKLUAMM.

accessnow.org

https://www.accessnow.org/cms/assets/uploads/2020/05/Two-Years-Under-GDPR.pdf



https://www.accessnow.org/cms/assets/uploads/2020/05/Two-Years-Under-GDPR.pdf

MoaroroBka no3uuuu EBponeiickoit Komuccum no
obHoBneHuto GDPR Ia I

B cootBeTcTBMM co cT.97 GDPR 25 maa 2020 roga v Kaxaple 4yeTbipe roga Bnocneactsum EBponenckaa Komuccua

AONXKHA HanpaBnATb oT4eT 06 oueHKe n nepecmoTtpe GDPR B EBponenckmuint napnameHT u Coset EC. Cam oTueTt

TaKKe [o/XKeH 6biTb onybankoBaH. B oktaAbpe 2019 roga 6bin onybAMKOBAH NMPOEKT TaKOro OT4YeTa, B KOTOPOM

MOXHO BblAENUTb Cheaylowme acneKkTol:

* [epmaHuMA yKasana Ha MNPOTMBOPEYMBOCTb M PpParMeHTapHOCTb MNpaBonpuUMeHUTeNbHOW nNpakTuku GDPR, a Yexusa
npeanoxunna o0606WnTb N ONyH6IMKOBATL ONMCAHME NYYLLMX NPAKTUK;

* WpnaHauna oxapaKtepusosana nogxon GDPR K 3awuTe aeter Kak ¢parmeHTUPOBaHHbIN U Pa3pO3HEHHbIN, a PpaHuma U
HuaepnaHabl TpebyoT yCTaHOBAEHUA eANHOro Bo3pacTa corniacus B EC;

* lepmaHua n Yexuna xotat, ytobbl EDPB noarotoBmnao eauHbin peectp npoueccoB 06paboTkm AaHHbIX, Ana Kotopbix DPIA
(cT.35 GDPR) byaeT o6sa3aTeNbHbIM;

* [epmaHWA OTMETUNA, YTO KOMNAHUK xoTenun bbl 6onee BbICTPON U KOHKPETHON MOMOLLM CO CTOPOHbI DPA, a cybbekTam
TpebyeTca 6onblue coBeToB no Privacy 1 yckopeHuns 06paboTkM CBOMX 3anNpoCoB;

* [epmaHus npeanoXKuna paspaboTtaTb eAnHbIE KPUTEPUM B OTHOLLIEHUM HANOXKEHUS WTPadoB.;

* JlutBa npepnoxuna yToyHUTb 0653aTeNbHOCTb UCNONHEHUA cyaebHoro peweHus ana DPA, Haxopsuweroca B gpyrou
HOPUCANKLNNY;

* Bonrapua u lepmaHns obpaTMnM BHUMaHMeE Ha neperpyxeHHocTb DPA B NoAroToBKe OTBETOB Ha *Kanobbl CyOBHEKTOB B
cBA3M ¢ yTedykamu (89,000 Ha anpenb 2019 r.) ux ganHHbIx (c1.33 n c1.77 GDPR);

* HwupepnaHgbl npeacTaBUAM CMNUCOK CTPaH — MOTEHUMaNbHbIX Oyaywmx KaHAMAATOB Ha MNPU3HAHME B KayecTse
obecneunBatoWmMxX afeKBaTHbIN ypoBeHb 3awmTbl (cT1.45(3) GDPR). K HUM oTHocaTtca CuHranyp, Konymbua, MeKcuka,
tOxkHana Adpwuka, Cepbua un MexagyHapoaHblh ¢uHaHCOBLIM UeHTp [lybasa, a TaKKe BCe CTpaHbl, KoTOpble
patMduunpoBann 1 BHeAPUAN MOAEPHU3NPOBaHHYO KoHBeHuuto 108+;

* bBenbrua ykasana Ha HexenaHue NPUMEHATb KoaeKcbl nosegeHus (cT.40 GDPR) n3-3a OTCYTCTBMA YETKUX PYKOBOAALLMX
npuHuMnos, bonrapua Ha3Basna KogeKCbl MOBeAEHMA CNocobom NOoNyvYeHUA OpPraHM3aUMAMM CKUHAYNAbrEHUUU» B
OTHOLWEHUN HapyweHun GDPR, a HuaepnaHabl NOCTaBUAM NOA COMHEHME MONOXMEHMA WHTepnpeTaumn EDPB B
oTHoweHun Hopm GDPR 0 Kogekcax noseaeHuUs;

* benbrna 3aABuMna, 4TO MCNOAb30BaHME 06A3aTe/IbHbIX KOPNopaTUBHbIX npasun (ct.47 GDPR), npoTuBOpeunT uensam
rapmoHmsaumu npumeHeHna GDPR.

https://data.consilium.europa.eu/doc/document/ST-12756-2019-REV-1/en/pdf



https://data.consilium.europa.eu/doc/document/ST-12756-2019-REV-1/en/pdf

3aKoHoAaTeNIbHble UHULUATUBDI
O NepcoHanbHbIX AaHHbIX B EC n CLUA
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356 Proposal 2017/0003: GDPR ana 31eKTPOHHbIX KOMMYHUKaL WA

H EUROPEAN
COMMISSION

Brussels, 10.1.2017
COM(2017) 10 final

2017/0003 (COD)

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (Regulation on Privacy and
Electronic Communications)

(Text with EEA relevance)

{SWD(2017) 3 final}
{SWD(2017) 4 final}
{SWD(2017} 5 final}
{SWD(2017) 6 final}

Proposal 2017/0003 (COD) for a Regulation concerning the
respect for private life and the protection of personal data in
electronic _communications _and _ repealing _ Directive
2002/58/EC _ (Regulation _on _Privacy and _ Electronic
Communications)

MNpoekT PernameHTa 06 yBa)XEHWUM K YACTHOM KU3HU WU
3alUMTE NEepPCOoHasbHbIX AaHHbIX B 006/1aCTU 3NEKTPOHHbIX
KOMMYHWKaLKI, a Takke 06 oTmeHe anpektmsbl 2002/58/EC
(MonoxkeHne o0 KOHOUAEHUMANBHOCTM W 3INEKTPOHHbIX
KOMMYHUKaUUAX).

MonesHble CCbINIKKU:

* TeKyLLMMN CTaTyC PaCCMOTPEHMSA NPOEKTA

* Obuwee onncaHue Uenen, 3a4a4, CTPYKTYPbI U coaepKaHusa
NpoeKTa

* AHanu3 EDPB no cootHoweHunto Hopm GDPR 1 ePR

TeKkywan penakuua NnpoekKTa ePrivacyRegulation,
npeasoXeHHan co CTOPOHbI CoseTta EC nog,
npeacenaTenbCTBOM PuHnaHanm, 6bina OTKJOHEHa
22.11.2019 KomnTETOM NOCTOAHHbIX NpeacTaButenen CoseTa
EBponeitckoro cotwsa (the Permanent Representatives
Committee of the Council of the European Union - COREPER).


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017PC0010
https://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52017PC0010
https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation
https://edpb.europa.eu/sites/edpb/files/files/file1/201905_edpb_opinion_eprivacydir_gdpr_interplay_en_0.pdf
https://edri.org/eprivacy-eu-member-states-push-crucial-reform-on-privacy-norms-close-to-a-dead-end/

357 o6e3nnyeHHbIX gaHHbIX B EC

m EUROPEAN
COMMISSION

Brussels, 13.9.2017
COM(2017) 495 final

2017/0228 (COD)

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on a framework for the free flow of non-personal data in the European Union

{SWD{2017) 304 final}
{SWD{(2017) 305 final}

Proposal 2017/0228: ceo6oaHoe nepemelieHue

Proposal 2017/0228 (COD) for a Regulation on a framework
for the free flow of non-personal data in the European Union

MpoekT PernameHTa 0 cBO60OAHOM NepemMeLleHNN HEANYHbIX
AaHHbix B EC. [lo pacyetam EBponenckon Komuccmm
NOTEHUMaNbHbIA 3QPEKT OT CHATUA BHYTPEHHUX Bbapbepos EC
Ana csobogHoro nepemeleHna MHGOPMALMKU COCTaBUT A0
€739 mnpa. kK 2020 roay, yasous goto otpacam go 4% BBI EC.

Mone3Hble CCbINKMU:
e TeKyLWMWN CTAaTyC PaCCMOTPEHUA NPOEKTa
e« Oblwee onncaHue uenen, 3agay, CTPYKTYpPbl U coaepaHua

NPOEKTa

OtmeHaemble TpeboBaHUA O IOKaNM3aUNKM AaHHbIX B EC:

* [aHHble O TpaH3aKuMAX NP OKa3aHUM PUHAHCOBbIX YCAYT;

* CBedeHMusa, cocTaBaAwwme npodecCMoHaNbHble TaWHbI
(Hanpumep, BpauebHas TalHa);

* MHpopmauma, obpasywowanaca B npouecce paboTbl
rocy4apCTBEHHbIX OPraHoB, BHE 3aBUCMMOCTM OT ee
KPUTUYHOCTW.



http://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-495-F1-EN-MAIN-PART-1.PDF
https://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52017PC0495&qid=1538559412109
http://europa.eu/rapid/press-release_MEMO-18-4249_en.htm

358 KanudopHuiickmiit GDPR

Assembly Bill No. 375
AUTHENTICATED

ELECTROMC LEGAL MATERIAL

CHAPTER 35

An act to add Title 1.81.5 (commencing with Section 1798.100) to Part
4 of Division 3 of the Civil Code, relating to privacy.

[Approved by Governor June 28, 2018. Filed with Secretary of
State June 28, 2018.]

LEGISLATIVE COUNSEL*S DIGEST

AB 375, Chau. Prvacy: personal information: businesses.

The Califorma Constitution grants a right of privacy. Existing law provides
for the confidentiality of personal information in various contexts and
requires a business or person that suffers a breach of security of computerized
data that includes personal information, as defined, to disclose that breach,
as specified.

This bill would enact the California Consumer Privacy Act of 2018.
Beginning January 1. 2020, the bill would grant a consumer a right to request
a business to disclose the categomes and specific pieces of personal
nformation that it collects about the consumer, the categories of sources
from which that information 1s collected, the business purposes for collecting
or selling the information, and the categories of 3rd parties with which the
information 1s shared. The bill would require a business to make disclosures
about the information and the purposes for which it 15 used. The bill would
grant a consumer the right to request deletion of personal information and
would require the business to delete upon receipt of a verified request. as
specified. The bill would grant a consumer a right to request that a business
that sells the consumer’s personal information, or discloses it for a business
purpose, disclose the categories of information that it collects and categories
of information and the identity of 3rd parties to which the information was
sold or disclosed. The bill would require a business to provide this
information n response to a verifiable consumer request. The bill would
authorize a consumer to opt out of the sale of personal information by a
business and would prohibit the business from discnminating against the
consumer for exercising this right, including by charging the consumer who
opts out a different price or providing the consumer a different quality of
goods or services, except if the difference 1s reasonably related to value
provided by the consumer’s data. The bill would authorize businesses to
offer financial incentives for collection of personal nformation. The ball
would prohibit a business from selling the personal information of a
consumer under 16 years of age, unless affirmatively authorized, as specified,
to be referred to as the right to opt in. The bill would prescribe requirements
for receiving, processing. and satisfying these requests from consumers.
The bill would prescribe various defimtions for its purposes and would

The California Consumer Privacy Act of 2018

28.06.2018 B wrtate KanudophHua (CLUA) 6bin npuHAT
3aKOH O 3alLMTe NepCoHaNbHbIX AAHHbIX NOTpebutenen. B
COOTBETCTBMM C HOBbIM 33aKOHOM KanudpopHUNCKME
notpebuTenn  cmMoryt  KOHTpoaupoBatb  cbop u
nocneayrouwyto o6paboTKky CBOMX NEPCOHANbHbIX AaHHbIX.

HoBbIn 3aKoH wWTaTta KanandopHMM BO MHOTOM MOXOX Ha
GDPR, HO wnaeT pganblwe M NO3BOMAET noTpebutenam
OTKa3aTbCA OT paHee NpPeaoCTaB/IEHHOro COrnacuA Ha
06paboTKy CBOMX MNEPCOHasNbHbIX AdHHbIX, MPU 3ITOM
06s3bIBaA NpoBalaepoB OHNANH-CEPBUCOB U COLMA/BbHbIX
ceTen NPoAO0/IXKaTb OKA3bIBaTb YC/YIM B agpec TakUx aul,.

HoBbin 3akoH sBctynun B cuay  01.01.2020 w
pPacnpocTpaHAETCA Ha KpynHble KOMMAHUM, KOTopble
COOTBETCTBYIOT XOTA Obl OAHOMY U3 C/IeAYHOLMX YC/IOBUN:

* ropoBoi ob6opoT oT 25 maH. gonn. CLUA;

* 0b6paboTKka AN KOMMEpPYECKUX Lenen nepcoHanbHbIX
AaHHbIX 50,000 unn 6onee notpebutenen;

* ponAa goxoga ot 06paboTKM NepPCoOHaNbHbIX AaHHbIX ANA
KOMMepYECKMX Luenen coctasndaet ot 50 %.

CpasHutenbHbi aHannu3s GDPR u CCPA ot DataGuidance.

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtm!?bill id=201720180AB375



https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://fpf.org/wp-content/uploads/2018/11/GDPR_CCPA_Comparison-Guide.pdf
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Controller (GDPR )

Organization

... doing business in California -

For-profit

Provider of health care governed by CMIA. HIPAA (1798.145(c)1)(B))
Annual gross revenue data of 50,000 customers,
over $25min. - households, or devices
= annually - .

Natural person Non-profit

Data subject (GDPR

Consumer
under CCPA
i.e. California

resident -
*

Data Personal Data (GDPR

Medical information covered by the CMIA,
HIPAA - e

Biometric data collected without

consumer's knowledge -

purpose

K
Personal Information
* Information collected as part of a = w3
= clinical trial . information
Other roles : *
Personal Information under the Driver's

Privacy Protection Act

Personal information under the Gramm-
Leach-Bliley Act - o

Data used for non compatible
»

Publicly available

B I Processor
* % (GDPR )

* |GDPR * i

* *  Service Provider
* 4 X *

Data Processing (GDPR

Collecting
*

’

Sale of information to or from consumer
raparting sgencies and Use covered by the
FCRA-

Selling or disclosing...
*

’

Consumer directs a business
... for monetary or other  disclose- ?
valuable consideration sirting sbout optout by
& A

consumer -

Transferring as part of a merges,
scquisition, bankruptcy, etc. -

suonelsadq

Sharing with a service provider for a
business purpose under the 2 conditions
listed in ) o

Organizing, structuring, adapting or
altering, retrieving, consulting, using,
alignment, combining, etc.

Destroying, erasing, restricting

* It refers to Cal. Civ. Code § 1798.xxx

| used this combination of Venn diagram and Flow chart to express how
the CCPA scope is narrower/broader comparing to the GDPR

The size of shapes does not represent the quantity of individuals, data
organizations, or operations.
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© Siarhei Varankevich CIPP/E, CIPM, MBA. 2020 E L

CCPA APPLIES to your
company if you get in
a [ sector on EACH
side of the diagram.

HOW TO READ THE DIAGRAM

- Covered by the CCPA

- Not covered by the CCPA, but
within the GDPR scope in the EU.

https://www.linkedin.com/posts/activity-6637674734647590912-w5Hp



https://www.linkedin.com/posts/activity-6637674734647590912-w5Hp
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Annual Gross Rev

CALIFORNIA CONSUMER PRIVACY ACT >$25 Million

Determines the
Purposes and Means
of the Processing

Does Business Pl for 50,000
in California Consumers Annually

Collects Personal

For Profit Entity ocaiation

Derive 50%
of Annual Revenue

from Sale of PI

https://kofirm.com/ccpa-california-consumer-privacy-act-need-to-know



https://kofirm.com/ccpa-california-consumer-privacy-act-need-to-know
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THE

NATIONAL LAW REVIEW

PUBLISH / ADVERTISEWITHUS *  TRENDING LEGAL NEWS ~ ABOUTUS * CONTACT US ~ QUICK

BREAKING: Californians for Consumer Privacy
Introduces California Privacy Rights Act for
November 2020 Ballot

Tuesday, May 5, 2020

On May 4, 2020, Californians for Consumer Privacy (the group behind
the ballot initiative that inspired the California Consumer Privacy Act of

4 mana 2020 roga vHuumMaTtMBHas rpynna «KannpopHuiiubl 3a
KOHOUAEHUNANbHOCTb noTpebutenen», KoTopaa paHee
CTosiNa 33 MHULMATMBOW yTBEPXKAEHUA KanudpopHUMCKOro
3aKOHa O 3aWuTe npuBaTHOCTM noTtpebutenen 2018 roaa,
obbABMna o cbope 6Honee 900,000 noanucen AnA
MHULMALUM PACCMOTPEHUA 3aKOHOMPOEKTA O NPMBATHOCTU B
KanndopHum (CPRA) B Hosbpe 2020 roga. lNpynna 3aasuna,
4yTO NpeanpuHMMaeT warn, 4tobbl npeactasmute CPRA ana
BK/IIOYEHUNA B HOABPbCKOE roN0CoBaHWE B OKpPYyrax Mo BCeM
KanndopHun. CPRA npusBaH BHecTn usmeHeHua B CCPA,
KOTOpble JOMKHbI NPeaoCcTaBUTb CyObeKTam AaHHbIX HOBble

2018 (“.CCPA")) that it had collected over 900,000 signatures npaBa B OTHOWEHWM 3alMTbl WX [AaHHbIX, BK/IOYasA
to qualify the ("“CPRA") for the November

2020 ballot. The group announced that it was taking steps to submit the cnepyowme:

CPRA for inclusion on the November ballot in counties across California. * [OMNOJIHUTENbHAA
The CPRA would amend the CCPA to create new and additional privacy
rights and obligations in California, including the following:

3awmTa «YYBCTBUTE/IbHbIX»
NepPCOHa/IbHbIX AAHHbIX;

» Sensitive Personal Information. The CPRA would establish a new * AONONHUTENIbHAA 3allUTa AaHHbIX AETEN;

category of “sensitive personal information,” which would be defined . .
to include a Social Security Number, driver’s license number, passport npaso CY6be KTa Ha ucnpasneHne AanHbIX;
number, financial account information, precise geolocation, race, * YTOYHEHHanA topugnyeckan OTBeTCTBeHHOCTb 3a

ethnicity, religion, union membership, personal communications,
genetic data, biometric or health information, and information about
sex life or sexual orientation. The CPRA would also give consumers
certain new rights around the use of “sensitive personal information.”

= Right of Correction. The CPRA would grant California consumers the
right to request the correction of their personal information held by a
business if that information is inaccurate.

« Children’s Data. The CPRA purports to enhance children’s privacy by
tripling fines for violations of the CCPA's opt-in to sale right and
creating a new requirement to obtain opt-in consent to sell or share
data from consumers under the age of 16.

HapyLleHne 6e30MacHOCTU AAHHbIX;
* CO3JaHMEe HaA30pHOro OpraHa MO 3awuTe AaHHbIX B
KanndpopHuu.

https://kofirm.com/ccpa-california-consumer-privacy-act-need-to-know



https://kofirm.com/ccpa-california-consumer-privacy-act-need-to-know
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NTIA Seeks Comment on New Approach to
Consumer Data Privacy

Topics: Internet Policy Internet Policy Task Force Privacy

FOR IMMEDIATE RELEASE:

September 25, 2018

Today, the U.S. Department of Commerce's National Telecommunications and Information
Administration (NTIA) issued a Request for Comments on a proposed approach to

consumer data privacy designed to provide high levels of protection for individuals, while
giving organizations legal clarity and the flexibility to innovate.

The Request for Comments is part of a fransparent process to modernize U.S. data
privacy policy for the 21st century. In parallel efforts, the Commerce Department’s
National Institute of Standards and Technology is developing a voluntary privacy
framework to help organizations manage risk; and the International Trade Administration
is working to increase global regulatory harmony.

The Trump Administration's proposed approach focuses on the desired outcomes of
organizational practices, rather than dictating what those practices should be. With the
goal of building better privacy protections, NTIA is seeking comment on the following
outcomes:

1. Organizations should be transparent about how they collect, use, share, and store
users’ personal information.

2. Users should be able to exercise control over the personal information they provide to
organizations.

3. The collection, use, storage and sharing of personal data should be reasonably
minimized in a manner proportional to the scope of privacy risks.

4. Organizations should employ security safeguards to protect the data that they collect,
store, use, or share.

5. Users should be able to reasonably access and correct personal data they have
provided.

6. Organizations should take steps to manage the risk of disclosure or harmful uses of
personal data.

7. Organizations should be accountable for the use of personal data that has been
collected, maintained or used by its systems.

U.S. Department of Commerce’s National
Telecommunications and Information
Administration

HaunoHanbHoe ynpasneHue no
TeNIeKOMMYHUKaumam u unHbopmaumm (NTIA)
MuHuctepctea Toprosnm CLUA onybnmkosano
3aNpoc O MONyYEHUU KOMMEHTApPMEB OT BCeX
CTOPOH, 3aMHTEpPEeCcOoBaHHbIX B 0bCyXAeHUU
obwedenepanvHoro noaxoga CLUA B obnactm
obecnevyeHnss NPUBATHOCTU  MEPCOHA/NbHbIX
AaHHbIX noTpebuTenei ToBapos, paboT u ycayr.

Takxke yXe

3aKOHOMPOEKTblI:

* Social Media Privacy Protection and Consumer
Rights Act (23.04.2018)

* The Customer Online Notification for Stopping
Edge-provider Network Transgressions Act
(10.04.2018)

* Email Privacy Act (27.07.2017)

* Online Privacy Act (11.07.2017)

NpPeasioKeHbl  cneayrolime

https://www.ntia.doc.gov/press-release/2018/ntia-seeks-comment-new-approach-consumer-data-privacy



https://www.govtrack.us/congress/bills/115/s2728
https://www.govtrack.us/congress/bills/115/s2639
https://www.govtrack.us/congress/bills/115/s1654
https://www.govtrack.us/congress/bills/115/hr3175
https://www.ntia.doc.gov/press-release/2018/ntia-seeks-comment-new-approach-consumer-data-privacy
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@ MWC2019 BESTPRODUCTS REVIEWS NEWS VIDEO HOWTO SMARTHOME CARS DEALS DOWNLOAD United States House Of Representatives

POLITICS

. . MoaKOMUTET MO 3aWmTe NpaB noTpedbutenen m
At hea"ng on federal data'prlvacy Iaw, Kommepummn Manatel npepacrasutenen CLUA

debate flares over state rules COrnacuncss ¢ HeobXOAMMOCTbIO  MPUHATUA
At a hearing before a US House of Representatives committee, HOBOTO denepanbHoro 3adKOHa (0]
witnesses lock horns over whether state regulations help or hinder data KOH(I)MLI,eHLI,MaI'I bHOCTU, HO OTKJIOHUA GDPR u

tecti fi ,
e CCPA B KauecTBe MOAENN PeryavpoBaHuUa Ans

byaywero ¢penepanbHOro 3akoHOAATENbCTBA O
KOHbMAEeHUManbHOCTU. Tem He MeHee, b6bin
OOCTUTHYT KOHCEHCYC B OTHOLUEHWW TOrO, YTO
NOJIHOE UTHOPUPOBAHME PEryIATOPHON Moaenu
3alUUTbl  MepCcoHanbHbIX JAaHHbIX B EC w
KanndpopHuu senseTca KOHTPNPOAYKTUBHbIM.

BY ALFRED NG FEBRUARY 26, 2019 10:52 AM PST

A congressional hearing on data privacy looked at what lawmakers should Include In a federal data-
privacy bill.

There's a bipartisan call for a US data-privacy law, but there's a divide when it
comes to balancing federal legislation with state rules.

On Tuesday the House Energy and Commerce Committee held its first hearing on
data privacy, with a Senate hearing scheduled for Wednesday. Once just a blip on
the political radar, data privacy has now set off a roaring alarm, as tech scandals
have surfaced regularly over the last few years.

https://www.cnet.com/news/at-hearing-on-federal-data-privacy-law-debate-flares-over-state-rules/



https://www.cnet.com/news/at-hearing-on-federal-data-privacy-law-debate-flares-over-state-rules/
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Task Force Substituted
for Comprehensive Bill

Bill Died in Committee
or Postponed

. None

Statute/Bill in Legislative Process:

Introduced

In Committee

Cross Chamber

Cross Committee

Last updated: 4/16/2020

https://iapp.org/resources/article/state-comparison-table/



https://iapp.org/resources/article/state-comparison-table/
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Cutyauma no 3aKkoHoAaTenbCTBy O Privacy

8 CLLA Ha 04.2020
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Arizona' ) X X X X X X
California . AB375/SB1121  California Consumer Privacy Act | x x X W s 16 x x
Connecticut RB 1108 Task force substituted for comprehensive bill.
Forida . % *
Hawaii " . p
Hawaii Task force substituted for comprehensive bill.
Hawatt * * X % 16 x *
lllinois Data Privacy Act X X X X X X X
lllinois lllinois Data Transparency and Privacy Act | x X X X X X s X X X
Illinois Consumer Privacy Act X x X X s 16 x X
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" J
Maine I LD 946 Online C x in x x
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South Carolina*" H4812 South Carolina Biometric Data Privacy Act | x X X x 16 x x X X X
Texas HB 4390 Texas Privacy Protection Act Task force substituted for comprehensive bill.
FexasConsumerPrvacyAct * * n M #H * #®
Virginte-PrivacyAct R S x x x
Washington-PrivacyAct * %X % L * * N R
WisconsirData-Prvacy-ActHH * E *
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https://iapp.org/resources/article/state-comparison-table/
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367 BHeceHue uameHeHuii B KoHseHuyuio 108

COUNCIL OF EUROPE

CONSEIL DE LEUROPE

European Treaty Series - No. 108
Série des Traités européens - n° 108

Convention for the Protection of Individuals
with regard to Automatic Processing

of Personal Data
as it will be amended
by its Protocol CETS No. [223]

Convention pour |a protection des personnes
al'égard du traitement automatisé
des données a caractére personnel

telle qu’elle sera amendée
par son Protocole STCE n® [223]

Strashourg, 28.1.1981

Ha 128-om ceccun  Komuteta  mwumHuctpoB  Coseta  EBponbl,
coctoaswenca 18.05.2018, 6bin npuHAT Mpotokon CACE Ne 223,
BHOCAWMMA  CYLLECTBEHHblE N3MeEHEeHMA B KoHBeHUMIO ¥
npespawatowme ee B «KoHseHuuo 108+», B Tom uucne, u B coepe
rapMoOHM3aLMN MHOTUX NONOXKEeHNN KoHBeHUMM ¢ Hopmamu GDPR.

Ona sctynneHua KoHeeHumn 108+ B cuny Heobxogmmo, 4tobbl BCe
y4YacTHUKKN aencteytowenn KoneseHumn (53 rocygapcrtea Ha 01.10.2018)
nognucanu MpoTtokon 223. MNMpoTokon 6bln OTKPbLIT 41 NOANUCAHMUA B
Crpacbypre 10.10.2018 B Xxoge 4eTBepToM 4YacTm  ceccuum
MapnameHTcKoM accambnen Coseta EBponbl M noanucaH pagom
rocyaapcts, BKAYasa Benukobputanuio, lepmanHuto, WpnaHguio,
Ucnanuno, HupepnaHgbl, Hopseruto, [loptyranunio, ®PpaHuuio,
LLiseuuto, Poccuto.

Ecnn B TeyeHMe NATKM neT ¢ AaTbl OTKPbITUA MPOTOKONA K NOANUCAHUIO
53 rocypapctBo ero He patmduumpyeT, TO KOJMYECTBO rOCyAapcTs,
Tpebyemoe ana BctynneHua MpoTokona B cuny, byaet ymeHblEeHO 40
38 rocygapcte. Kpome Toro, cornacHo ct.37(3) MpoToKona CTOpoOHa
KOHBEHUMM MOXKET B MOMEHT noanucaHusa MNpoTokona uam B nboi
APYroi MOMEHT 3aABWUTb, YTO OHA A06POBOALHO 6yaeT MPUMEHATb
nonoxeHua NpoToKosa Ha BPEMEHHOM OCHOBE.

NMonesHble CCbINKKU:

* Tekct [NpoTOKOAA

* Tekct KoHBeHUMM ¢ y4eToM [1pOTOKONA

* [loscHMUTEeNbHAA 3anncKa K [NpoToKoay

* BbICOKOYPOBHEBOE ONUCAHUE U3IMEHEHWUI, BHOCMMbIX [TPOTOKO/IOM
* Tabsmua conocTaBAEeHUA CTaPOM M HOBOM pedakumn KoHBeHUMK



https://www.coe.int/en/web/data-protection/-/modernisation-of-convention-108
https://www.coe.int/en/web/data-protection/convention108/modernised
https://www.coe.int/en/web/data-protection/convention108/parties
https://www.coe.int/en/web/data-protection/-/opening-for-signature-of-the-protocol-amending-the-convention-108-here-is-convention-108-
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/223/signatures
http://search.coe.int/cm/Pages/result_details.aspx?ObjectId=090000168089ff4e
http://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016807c65bf
https://rm.coe.int/16808ac91a
Краткое описание изменений, вносимых Протоколом
http://rm.coe.int/cahdata-convention-108-table-e-april2018/16808ac958

368 Nocneacteua npuHatua KouseHuuu 108+ ana Poccun

PACITIOPAXEHHE
IIPE3WIEHTA POCCHHCKOM ®EIEPALIK

O nognucanuu IlpoToko.Ia ¢ Buecenny HiMeHeHHI B
KoHBeHIHIO 0 3amuETe PH3HHECKHX JHI IPH
aBTOMATH3HPOBAHHOH 06padoTKe NepeonaNbHLIX TaHABIX

Tpunste npeanoxenne [pasurenscrsa Pocculickoli Menepanuu o
noankcarnH [IpoTokona o BHeceHHH HimeHeHRH B KoHReHIHIO 0 sammTe
(MIMYECKHX JTHI NPH ABTOMATHIMPOBAHHOH 00palGoTKe NEPCOHANBHBIX
HAHHEIX.

MHW/ly Pocenn noanucare oT Wmend Poccuiickoli Pepepanmu
yrasaHuslil [TpoTokomn.

dfpesus
Aipesnent

eghfckol Denepanin  B.IlyTue

10 oxratpa 2018 roaa
Ne 294-pn

e
(A
2100036 (6996 T

CornacHo nopy4yeHuto MNpesnaeHTa PP, NocToAHHbLIM NpeacTaBUTeNb
Poccum npu CoseTte EBponbl MBaH ConTaHOBCKMI OT MMeHW Poccun B
Crtpacbypre 10.10.2018 nognucan [MMpotokon CAOCE Ne 223 o6
N3MEHEeHUAX B eBponenckyto KoHBeHUMIO 0 3awmTe GU3MUYECKUX KLY
npu aBTOMATU3MPOBaAHHOM 06paboTKe NepcoHaNbHbIX AaHHbIx N2 108.

Karkpgoe rocyaapctBo-yyactHMK KoHBeHuun 108+ 6yaetr o06Aa3aHO
BHECTM B CBOE€ HaLMOHa/bHOE 3aKOHOZATENbCTBO Heobxoanmble
M3MEHEHUS [N1A OCYLWECTBAEeHMA U 3PPEKTUBHOIO MNPUMEHEHUSA
NoJIOXKeHN KoHBeHUUK, onpedensowme cieayolme U3MeHeHusa B
perynnpoBaHmMmn 06paboTKuM 1 3aLLNTbI NEePCOHANbHbIX AAHHbIX:

* BBOAATCA  MOHATMA  KOHTPOJIEP»,  «NojyyaTesb» WU «AUUQ,
ocyuwiecteasAoLlee 06paboTKy AaHHbIX»;

* 3akpennsetca 06A3aHHOCTb KOHTPONEpPa CBOEBPEMEHHO YBeAOMATb
KOMMNETEHTHbIA  HAf30pHbIA  OpraH UM cybbekToB 006  yTeyKax
NepCcoHaNbHbIX AAaHHbIX;

* OuKcupyetcs TpeboBaHMe O BHEAPEHUMM  MEXaHM3MOB  3aLLMTbI
NepcoHaNbHbIX AaHHbIX NPW pa3paboTke npoueccoB 06pPaboOTKM AAHHbIX
(privacy by default) n npu npoektTnposaHuu cuctem (privacy by design);

®* HauwunoHaNbHblE OpPraHbl HaA30pa AO0J1IXKHbI ObITb HEe3aBUCUMbIMMK OT
rocyaa pCTBeHHOl\;I BO/IN U AeﬁCTBOBaTb CaMOCTOATENDbHO,

¢ pacwuumpaetcAa CTatyCc #u NO/IHOMOYUA KomuteTta KOHBEHLI,VIVI C
KOHCYNbTAaTUBHbIX 40 UCNOJTHUTENIbHbBIX N HAA30PHbIX;

* M MHOTO€ apyroe...

HaumHaa ¢ 2020 roaa Poccuio oxXugaeT KpynHeiwana 3a gecatunetme pepopma 3aKOHOAATENLCTBA O NEPCOHANbHbIX
AaHHDbIX, KOTOPaA KapAMHa/NbHO U3MEHUT CYLLECTBYIOLME NPaBuAa.




369 PocKkomHaa3op o nocneactsmax npuHATUA KoHseHuun 108+

Kakue rnaBHble U3MeHeHMA MOryT 6biTb
BHECEHbl B POCCUIICKYIO HOPMATUBHO-NPaBOBYIO
6asy?

YTO U3MEHUTCSH Mﬂ POPCMM MOCAE NPUCOEAMHEHHS 1. TpeboBaHMsA K NPUHLUMNAM NPONOPLUNOHANBHOCTH,
K MOAEPHU3UPOBAHHOU KOHBEHLIHW COBETA EBPOIbI MUHUMMU3ALMM M 3aKOHHOCTK cbopa, 06paboTku u
0 3ALLMTE NEPCOHAJIbHbBIX AAHHbIX XpaHeHWA MNepCoHaNbHbIX AaHHbIX. 3TU NPUHUMUMbI
yKe cogepxartca B cT. 5 PeagepanbHoro 3akoHa «O

OBAA3ATE/ILCTBA PO nepCcoHaibHbIX AaHHbIX».

o/ TAPMOHU3ALMS 3AKOHOAATENIbCTBA
' PATHOMKALMS NPOTOKONA M NEPEAYA PATHOMKALHOHHONA rPAMOTDI B COBET EBPONbI

TPEGOBAHMAK MPUHLWMAM NPONOPLMOHANBHOCTH, MUHUMU3ALIUH M 3AKOHHOCTH CBOPA,

2. BBegeHne HOBOW KaTeropuu 4yBCTBUTENbHbIX
OAHHbIX - reHeTUYeCcKunx OAHHbIX.
PocnoTtpebHaa3zopom pa3paboTaH 3aKOHOMPOEKT NO
OGPAGOTKH MXPAHEHWS TEPCOHATHbIX SAHHBIX (1) BRAIOYEHWIO  TEHETUHECKMX  [laHHbIX B MOHATWE
(Y)XE COQEP)XATCA B CT. 5 OEAEPANIHOID 3AKOHA «0 NEPCOHANbHbIX AAHHbIX>) ((Cneumaanb|e KaTeropmm nepcoHasibHbIX AaHHbIX».
BBE/IEHVIE KATETOPUM «TEHETHYECKHE NEPCOHATIbHBIE AAHHIE»

(3AKOHOMPOEKT PASPABATLIBAET POCTIOTPEGHATI30P) 3. OnpeaeneHve HOBbIX NMPaBs, NPeAOCTaBAAEMbIX
ONPEAENEHHE HOBbIX NPAB, NIPEROCTABNSEMbIX PAXTIAHAM, rpakgaHam, ana ynpasneHus CBOMMMU

JU18 YNPABNEHUA CBOMMM NJ NPY UX OBPABOTKE HA OCHOBE MATEMATUYECKUX ANITOPUTMOB,
JCKYCCTBEHHOFD MHTENNEKTA U T.0. nepcoHabHbIMU AaHHbIMW MPU UX 06pa6OTKe Ha

OBA3AHHOCTb ONEPATOPOB N YBE/IOMARTb YNIONHOMOUEHHbI HAZL3OPHbI OPTAH 05 YTEUKAX, OCHoBe MaTeMaTUYECKMX anrOpPUTMOB
YCTAHABIMBAETCA YETKIH PEXUM TPAHCTPAHUYHbIX NOTOKOB JAHKbIX ’
MCKYCCTBEHHOIO MHTENNEKTa U T.4. TakKe BBOAUTCA

HOC"EHCTBHR 06A3aHHOCTb onepatopoB MepCoHas/ibHbIX OaHHbIX
[ < ‘, (j‘ yBEAOMNATDL yI'IOJ'IHOMOLIeHHbIﬁ Ha,CI,3OprIl7I opraH
IS TPAKAAH N s xounannii' G b
06 yTe4KaX, YCTaHaB/INBAETCA YETKUU pPEXKUM
PACWIHPEHHE NIPAB HA NIONYYEHHE HHOOPMAUHA € NIOANHCAHMEM NPOTOKO/IA POCCHS! NPH3HAETCA EC CTPAHOR TPAHCIPaAHUYHbLIX NOTOKOB AdHHbIX.

0 HECAHKUUHOHHPOBAHHOM OCTYNE TPETHHX JIML C AZEKBATHbIM PEXHMOM 3ALUMTDI NEPCOHANbHBIX JAHHBIX.

KX NEPCOHANbHBIM AAHHbBIM EBPONEWCKHE PErY/IATOPbI B PAMKAX GDPR HE BYAIYT NPHMEHATD
KPOCCHACKMM KOMMAHHAM, PABOTAIOLLIMM HA PbIHKAX EC,

TOZH WMEIOT NPABO HE NPOCTO 3AABHTD 0 CBOEM HECOTNACHH, JONO/IHMTENBHBIE MEPbI SALLMTBI NA

HO W HESABHCHMO OT rPAXIAHCTBA M MECTA XXHTENBCTBA

NONYYATD KBANHOHUHPOBAHHYHO 3ALUMTY OT HALL3OPHOTO OPTAHA

https://rkn.gov.ru/news/rsoc/news62380.htm
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3akoHonpoeKT o patudpukauum PO nporokona CACE Ne 223 k
KoHBeHuuun 108

17.09.2019 6bIn onybaunkoBaH

TIPOEKT
. NPOEeKT cbep,epaanoro 3aKoHa «O
POCCHHCKAA ®ETEPATTHA
) patuduKkaumm MpoToKkona o
®ETEPAIBHBIH 3AKOH o
BHECeHnn nameHeHmnn B KoH BEeHUUIO
O parnduranun ITpoTokoe/a 0 BHeCCHHH H3MeHeHHH
B Koneennuw Cosera EBponbl 0 3ammTe (PH3HIECKHX JTHI CO BeTa Es ponbl 0 3alure
NPH ABTOMATH3HPOBAHHOH 00padoTKe MePCOHAILHBIX TaHHBIX q) N3NYECKUX nuuy, npu
Parngumporats IIpoToKoT 0 BHeceHHN I3MeHeHH ] B Konrernnio CoreTa ERpOINEI 0 3amiiTe aBTOMaTU3NPOBAHHO " 06 pa 6o0TKe
(I3IYeCKIIX I IIPH aBTOMATH3IPOBAHHOI 00paboTKe MepCOHANBHEIX JaHHEIX (Jalee — IIpoToKod),
TIOIIICAHHEI 0T IMeHI Poccniickoit ®eneparni B I. CTpacGypre 10 oKTa6ps 2018 roma, co nepCoHa/IbHbIX AaHHbIX».

CIIEIVIOIIIIMII 3aBIeHITAMIIL:

1) Poccuiickas @eepalliid 3asgBasgeT, 9TO B COOTBETCTRIII ¢ IMyHKTaMII 1 11 3 cTaTen 11
KonpeHnn, M3M0KeHHEIX B peaKINII cTaTbll 14 TIpoTokonia, B IeIIx 3aliIThl HAllIIOHATLHOI
Oe3onacHocTH, 000pOHE], 00IecTBeHHOIT 08300aCHOCTI, BAKHBIX YKOHOMIHECKIX I (PIIHAHCOBBIX
ITHTepeCOB rocyIapcTBa, 00ecIede I 0ecIIpIICTPACTHOCTII I He3aBIICHMOCTIH cyIeOHOoII BaacTIl IUnT
Tpe/IoTBpaIeHNs, pacciIeIOBaHI I HaKa3aHIA MPecTYIUIeHH T, HCIOMHeHN HAKA3aHI [0 YTOTOBHEIM
JlellaM, 3aIITEl cyOBeKTa JaHHLIX I IIPAB I OCHOBHEIX CBOOO IPYTIX JIHII MOKeT OTHOCIHTE
OTIeIbHEIe KaTeTOpPII [IepPCOHATBHBIX JAHHBIX K CBEISHILIM, COCTABIAIONIIM ToCyIapCcTBEHHYIO TallHy;

2) Poccniickas Penepanid 3agBI4eT, YI0 B COOTBETCTBHII ¢ IIyHKTOM

| cTaTten 15 KoHBeHITINII, I3/I0KEHHOIO B PeIaKINIII cTaTell 19 TIpoTokona, Ha3HAYeHHEIM
HAI[30pHEIM OPTaHOM, HECYIIIIIM OTBeTCTBeHHOCTS 3a codMIoneH e nonoxeHnii Kongenmn CoreTa
EBpors! 0 3amHTe (QI3ITecKIX JIHI

I aBTOMAaTH3NpOoBaHHOI 00pad0TKe epcOHANBHEIX JaHHEIX ABIAeTcA PenepalbHas cIyx0a 1o
Ha30py B cdepe cBA3M, HH(OPMAIIIOHHEIX TEXHOIOTHIT I MACCOBEIX KOMMYHITKAIIHIT.

[IpesnnmeHT
Poccniickoii ©@eneparui
BIIVTIIH

https://regulation.gov.ru/projects#tnpa=95055
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371 3aKOHOMPOEKT 0 BHECEHUU u3meHeHuni B PepepanbHbiin
3aKOH «O nepcoHaNbHbIX AAHHbIX»
apoesr 19.05.2020 6bin onybamMKoBaH NpoeKT deaepasibHOro 3akoHa o
POCCHACKAS @EAEPALLIA BHECEHUM  U3MeHeHun B  depepanbHbld  3aKOH  «O
‘O pataduranmn IIpoToK0Ia 0 BHECEHHH HIMeHeHHH

@®FEPAJIBHBIN 3AKOH o
MePCOHAaNbHbIX  AAHHbIX»,  MOATOTOBAEHHbLIM B LeEnsax
NP 5TOMATHI DR AHON oGpAGOTRC HCpEOATIABI TARHBLX npuseaeHna nonoxeHnn degepanbHoro 3akoHa ot 27.07.2006

PaTiIIMIPOBATE IIPOTOKON O BHECEHIN IBMEHEHII B KOHBHIMIIO CoBeTa EBPOIIE O 3aIITe
(IIIMECKIIX JIIII TIPH ABTOMATIIBHPOBAHHOIT 05paboTke MePCOHANBHEIX JTAHHETX (Taee — [IPOTOKOT), N 9 1 5 2 - (D3 « O ne pco Ha/1bHbIX pla HHbIX» B COOTBeTCTBUUN C

HOJMHcaHHEIT 0T iMern Poccriickoif deneparmm 8 r. CTpactypre 10 okta6ps 2018 roxa, co

Cne:[}q?)unm;;:;:“;:j;;ﬂg;:[epamm 3asBISET, IT0 B COOTBETCTBINI C ITyHKTaMII 1 11 3 cTathir 11 n On O)'Ke H M ﬂ M M I-l p OTO Kon a o B H e Ce H VI M M 3 Me H e H M l\;l B

KOHBeHIIINI, 13/I0KeHHBIX B PeJIaKIINII CTaThIl 14 IIpoTOKo/a, B E/X 3aNliThl HANOHATLHOI

GesonmacHoCTIL, 0G0POHEI, 06IIecTBeHHOI Ge30MACHOCTIL, BAKHEIX SKOHOMITIECKIIX I (JITHAHCOBBIX KO H Be H LIIM I'O CO BeTa E B po I-I bl o 3a LUIMTe d) M 3 M q ec K MX n M L'| I—I p M

IHTepecoB ToCYIapcTRa, ofecliede I GecnplcTpacTHOCTH I He3aBHCHMOCTI CyIeGHOI BIacTI LTI
HpeIoTBpAIIe NI, PAcCiIeIOBAHIL I HaKA3aHIL NPECTYILIEHNH, HCTIOTHEHIA HAKA3AHILA IO YTOIOBHEIM

J1e71aM, 3aIITEl CyOBbeKTa JAHHBIX ILII TIPAB I OCHOBHBIX CBOOO JIPYTIIX JINII MOMKET OTHOCHTh a BTOMATU 3 7] po Ba HHO l‘/’l 06 pa 6OTKe n e pco H aj'l bHbIX Aa HHbIX

OTie/bHbIe KATEropII ePCOHATBHEIX JAHHBIX K CBEIISHIIIM, COCTABIAIONNIM OCYIapCTBEHHYIO TaiiHy;
2) Poccnifckas de/Tepaliis 3asBILeT, 910 B COOTBETCTBIII € ITYHKTOM

1 ctaten 15 KoHBEHIII, I3/I0;KEHHOTO B Pe/IakIni cTaTbn 19 TIpoTokona, Ha3HAYEHHBIM rl Oplrl M Ca H H O ro OT M M e H Vl POCC M l‘;‘ C KO ﬁ ¢ eAe pa L||M M B r.

Ha/[30pHBIM OPraHOM, HECYIIIIM OTBETCTBEHHOCTB 3a coOMoIeH e monokeHn T Konsermmn CoBeta

EBpori;D?l ;aBl':-ggﬁeTE;ﬁ::;;:;{%ﬁqggpaﬁOTKE TIePCOHATBHEIX JAHHEIX ABNACTCA QelepanbHas CJTyH(éﬂ no CT pa C 6y p re 1 0 o KTH 6 pﬂ 2 O 1 8 r-

HAI0py B chepe CBA3IL, NHGOPMANTNOHHEIX TEXHOMOTTIIT I MACCOBETX KOMMYHIIKALIIL.

HeobxoaMMoCTb ONTMMM3ALMM NOAXOA0B K AEATE/IbHOCTM MO
Focmnt Osipai 06paboTKe  MepcoHanbHbIX  [aHHbIX,  HefoCTaToYHas
npopaboTaHHOCTb  AENCTBYIOLWMX NpPaBoOBbIX YCNOBUM,
obecrneumnBaloLLIMX COXPaHEeHNE IOPUANYECKUX rapaHTUil Npas M
3aKOHHbIX MHTEPECOB rocyaapcTBa, 06LecTBa 1 rpaxaaH.

MnaHupyembin CPOK BCTYNAEHMA MNpPOEKTa HOPMATUBHOTO
NPaBOBOro aKkTa B cuy: AHBapb 2021 r.

https://regulation.gov.ru/projects#tnpa=102077
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KoHBeHUMA 06 MHOCTPaHHbIX CyaebHbIX pelweHuax no

rpaxXAadHCKMmM Uaum Toprosbim aesiam

[nzEHzd » HoBOCTM »  MPMHATE KOHBEHUMA O MPMSHEHMM W MPUBENEHHN B UCNOMHEHWE MHOCTPEHHLIX CyASfHBIX PEWEHI No MparKASHCKIM
WK TOProBeIM AENaN

MPHHATA KOHBEHLIMA O NPU3HAHHK M NPUBEAEHHN B MCNOMHEHNE MHOCTPAHHBIX CY1EBHBIX PELUEHHI MO
TPAWIAHCKHM HITH TOPTOBBLIM JENAM

2 wionA 2019 . 33BepuwMnacs 22-A JUNN0MATHYECKan Cccun 3arckoi KoHDEPEHLMN N0 MEXAYHAR0AHOMY YACTHOMY MPagy.

PyKoBOAMTENEM DOCCMACKOR NPaBMTENECTBEHHOA generauyuk, YNoAHOMoUeHHsIM Poccuilckoil @egepauum npy EBponelickom
Cyfe No npaBaM YenoBeka — 33MecTWTeneM MUHMCTPa KCTHUMKM PoCcuiickoid @egepauuu M.J1. TanenepuHeM MOAMMCaH
SBKNIOUMTENEHBIA aKT CeccuW, MTOrOM KOTOPOM CTano NPUHATME KOHBEHLMM O MPMIHAHMM M NPWUBEAEHWM B MCMONHEHWE
WHOCTPaHHLX CyaelHbx peweHuii No rpaxaaHckMH unn Toproesim genam (Convention on the Recognition and Enforcement of
Foreign Judgments in Civil or Commercial Matters).

TnaeHol LUenbio KOHBEHUMM ABNAETCA CO3aHWe Mpeackasyemoro M 3h@eKTWBHOMD PEXMMA TPRHCTPaHWYHOMD MCMOMHEHWA
BbIHECEHHBIX CyAEDHbIX DEWEHWA N0 rPEKIaHCKUM W TOProBbIM fenaM. OTCYTCTBME 40 HACTOSALLErD BDEMEHW YHWBEDCANEHOTD
MEXIYHAPOAHOrD LOr0BOPE, KOTOPLIA NOZB0NAN Obl NPUBOGMTE B MCNONHEHME PEWEHNA HALMOHAMEHLIX CYJ08 H3 TEPPUTOPHK
MHOCTDAHHBIX rOCY3pcTB, HETaTMBHO CKE3biBANOCk H3 MPUBNEKATENBHOCTH rOCYA3PCTBEHHOMD MPABOCYAMR KaK MEXaHWaMa
paspeleria CNOPOB C MHOCTPaHHBIM 3M1eMeHTOM. NPUHATEA KOHBEHLMA NPUSBaHA BOCONHKMTE 3TOT npofen.

HecMoTpA Ha TO YTO DAL KaTeropui Aen Woknioded M3 chepsl AeAcTEMA KoHBeHUMK (CeMeliHble Criopbl, COpe No AenaM o
HeCOCTOATENEHOCTH (D3HKpOTCTER), CNopsl B 0DN3CTH MHTENNEKTYaNEH0A CODCTBEHHOCTH), CaM MHCTPYMEHTIPWIA KOHBEHLMK
HOCHT YHMBEPCANEHHI X3PAKTED W MOMHOCTER DEryIMPYET NPOLEAYDY TPAHCTPEHWUHOTG MCNONHEHUA BHHECEHHBIX CyaebHbX
pellermid. B YBCTHOCTH, B Hell NPONMCEHE OCHOBAHWA KaK ANA MPU3HEHWA W MPUBEJEHWA B MCNOMHEHWE DElleHWH, TaK W ANA
0TKAZ3 B BhI3Ye 3KIEKBATYDLI, 3 TAKKE ONPEfendeTc NOKIOUNTENEHAR PUCOMKLMA CYL0B.

bonee nogpofiHO € TeKcTOM KOHBEHUMM MOXKHO O3HAKOMWTBCA H3 (BATe [33rckoll KOHMEpeHLMM N0 MEXAYHapOAHOMY
YBCTHOMY MPaBY.

02 wions 2019 roga

02.07.2019 3aBepwmnnacb 22-a imnnomatnyeckan ceccusa
Faarckon KoOHbepeHUUN No MeXKAyHapoaHOMY YaCcTHOMY
npasy.

Pykosoautenem POCCUMNCKOMN NpPaBUTENbCTBEHHOWM
aeneraumm, YnonHomoudeHHbIM Poccuiickon depepaumm
npu EBponeiickom Cyge no npaBam YenoBeKa -—
3amectutenem  MuHuctpa  toctmumm  Poccuiickon
depepaynm M.J1. lanbnepuHbIM nognucaH
3aKNounNTENbHDBIM aKT Ceccun, UTOrOM KOTOPOM CTano
npuHATME KOHBEHUMM O NPU3HAHMM U NPUBEAEHUMU B
MCNOJIHEHME WHOCTPAHHbIX CcyaebHbIX peweHun no
rpa*kAaHCcKMm unm Toprosbim genam (Convention on the
Recognition and Enforcement of Foreign Judgments in
Civil or Commercial Matters).

MaBHoOM uenbd KoHBEHUMM ABASETCA  co34aHue
npeackasyemoro n apdeKkTUBHOrO pexnma
TPAHCIPAHUYHOIO WMCNONHEHUA BbIHECEHHbIX CyAebHbIX
PEWEHUA MO T[Pa*KAAHCKMM W TOProBbIM  Aefam.
HecmoTpsi Ha TO 4YTO pAfd, KaTeropuin Aen UCKAKYEH U3
chepbl aerictBna KoHBEHUMU (cemelHble cnopbl, Cnopbl
No Ae/faM O HEeCoCToATENbHOCTU (BaHKPOTCTBE), CNOPbI B
06nacTM  MHTEeNNeKTyasibHOW  COBOCTBEHHOCTM), cam
MHCTPYMEHTapUM KOHBEHUMU HOCUT YHUBEPCAbHbIN
XapakKTep W MNONHOCTbIO  peryivpyer  npoueaypy
TPAHCIPAHUYHOIO WMCNONHEHUA BbIHECEHHbIX CyAebHbIX
peLeHnn.

http://minjust.gov.ru/ru/novosti/prinyata-konvenciya-o-priznanii-i-privedenii-v-ispolnenie-inostrannyh-sudebnyh-resheniy-po
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373 OTAnuYmMA B 3aLMTe NEePCOHANbHbIX AaHHbIX mexay GDPR u
3aKOHOAATE/IbCTBOM HEKOTOpPbIX cTpaH CHI

Right of access by the data subject

Right to be forgotten

Right to data portability

Right to withdraw consent

Right to rectification

Personal data breach notification

Purpose limitation and data minimization

Cross-border data transfer limitations

OB OO

Data localization requirements

D000 0DOO

Extraterritorial effect

DOV

OO0 DOO
SO0 DO0OODBOO

o
o
o
o
o
o
o
o
X
o



374 BmecTo nocaecnoBuA...

3TOT CMeNbl 3CKM3 HasblBaeTca «3asy, HauuTaBwuinca bakpera
GDPR, B bypHYt0 HOUYb Ha yTEce BrnsabiBaeTca B Oywwyouyto 6e3gHy».

Men, cmeHKa, 1X1.



bnazodapto 3a sawie BHUMAHUE

Anekcen MyHTAH
Coyypedumens Russian Privacy Professionals Association (RPPA)
+7 (903) 762-64-15
muntyan.alexey@gmail.com

facebook.com/alexey.muntyan
linkedin.com/in/alexey-muntyan
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